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Below is the architecture of this implementation:

Modbus TCP Modbus RTU

RF Link

Ethernet Linl: =

Radio 1
Main device

“ RS5232 Serial Bus

Radio 2
Remote device

Legend

Ethernet Link Cross
over cable
RF Link

—> RS5232 Serial Bus Null Modemn cable
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= Radiolinx ControlScape FH

File PortSetup | Configure Diagnostic Utliies Help
Mew Metwork Ctrl-+HM

Moadify 3

Author: NBlond Page 4 of 30
Date: June 1, 2009 TN2009-05A-A4-1 0



¢
A/
L X )4
0’0
®
I & " 4 $%&( )
TECHNOLOGY )"+
Network Properties
Metwark Mame |Netw0rk 1
Radio Type: |RLFHS ~|
IFH Serial
Metwork Type . = Muost flesible network tppe,
|P2P Feerto Peer J each radio can either broadcast
Mebwark Channel - or gend to a single other radio.
RF Encryption Enciyption Level ,m‘
Passphrase gnitprio9nogehds7 adthplr
ok | Cancel Help
% 3 -
* 3 ) 3
* *=; 081 "# $%&(
* 3 && 1 2
| 3* | | ) 1 2
| | | )
1 12
Network Properties
Metwark Mame |M0dbus etk
Radio Type: | AL FHE ~]
IFH Ethermet
Mebwark Type |pr - Point to Poirt - A .bralnchless nietwwark. far
hr|d_g|ng two nebwork s or
Network Channel — [4 e devices.
RF Encrvption Encryption Level |128-bit AES j
Passphrase |gtprladnogehds 7 adtipl]
(] 4 Cancel Help
L]
* 3
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—~ Radiolinx ControlScape FH - Configuration - [Modbus Network. lus][' ”E|

& File Port Setup  Radio  Properties

Wiew Help

haster Radio

£
For Help, press F1

e

Radio 2

ML

Radio Configuration - Master, Radio

Fiadio Mame |Master Fiadio

Send Data to |

E quipment Settings i[&ﬂ

IP Settings

Select R adia

IP Address

-]

MAC &ddress

Subnet Mask. ’DDDD—

Gateway

Serial Settings

|

ok, Configure Radio |

Last Date Configured |EIEI:DD:DD

Last MAC Configured |L|nprogramrned

@ Thig radio has not pet been configured.

dvanced 551

Cancel Help
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Connect AC
Power Adapter
& n
3 -
Radio Configuration - Master Radio
Fadio Mame Master Fadia Last Date Configured | 00:00:00
Last MAC Configured | Unprogrammed
@ This radio has nat pet been configured.
Send Data to
Equipment Settings i:@
IP Settings
MAC Address

Select Radio | [0.0.0.0.00

IP &ddiess (0000

Subnet Mask  |0.0.0.0

Gateway 0.0.0.0

Serial Settings

0k | Configure R adio | Cancel | Help | Advanced > |
Radio Discovery Tool ['5__(|
MAL Address | IP &ddress | Radio Name |
000080 F40294 1927680254 FroSoft [FHE Scan
Clear
Cancel
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Radio IP Settings 3
Radia Mame: |
M&C Address: |
Unused IP's: | IP Address |
, 192.168.170.253
FindMore | | 192 168.170.252
192.168.170.243
192.168.170.248
192 168,170,247

IP Address; |92 168170165

Subnet: |255.255.255.0

Gateway: |182.1BB.1?D.254

I [ I Cancel

Radio Discovery Tool

MAL Address | IP Address | Radia Mame |
ST A B0 FA 03 84 T TREATI RS B ot IFHE Sean
Clear
oK
Cancel
* 3 2 | "$ )!
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Radio Configuration - Master Radio

Radio Name Master Radio

Send Datato ’—_I
Equipment 5ettings icg_‘

IP Settings
MAC Address

Select Radio ,W
IPaddess  [192188170185
Subnet Mask ’W
Gateway ’W

QK Configure Radio

X

Last Date Canfigured |00:00:00
Last MAC Canfigured |Unprogrammed

@ Thiz radio has nat yet been configured,

Cancel Help Advanced >3

Data Serial Port Settings

Senal Encapsulation

Encapsulation Protocal (AR

$& $
"o,

Sernial Port Settings

Data Port Mode |R5232 -

Remote Port

Rermate P IR

20011

168 . 170 . 169
Baud Rate

115200 -
Data Bits g v

Listen IP |

Listen Paort

Packet Boundary Settings

Char Time Out |4

=]
=
Max Packet  [255 j

T

Parity MHore -
Stop Bits q -
Handzhaking m

OK Cancel |

(X

* 3 !
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Fiadio Mame Master Radio Last Diate Configured | 00: 00: 00
Last MAC Configured | Unprogrammed

@ Thiz radio has not yet been configured.

Send Data to
Equipment Settings i:@

|F Settings
MAL Address

Select Radio ,W
Phddess  [192168170165
Subnet Mask IW
Gateway ’W

Serial Settings

ak | Configure Fadio | Cancel Help | I Advanced »» I

94 10 @2
Fiadio Mame ’W Last Date Configured ’W
Radio Address ’1— Last MAC Configured W

Metwork Type @ This radio has not yet been configured.
Send Data to

Equipment Settings i:&ﬂ RF Settings i i

IP Settings Local Radio Settings
MAC Address Transmit Pawer

I 00.00.80.F4.03.94
Select Radio stz L
P Address 192.168.170.165
Subret Mask  |255.255.2686.0
Gateway 192.168.170.254

Serial Settings

K Configure R adio Cancel Help Advanced <<

*

|k
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Radio Configuration - Master Radio rg|
Fadio Mame |Master Fi adio Lazt Date Configured  {00:00:00
Fadio Address |1 Last MAC Configured | Unprogrammed
Network. Type | J @ Thiz radio has not yet been configured.
Send Data to | J
E quipment Settings il:gﬂ RF Settings i i
IF Settingz Local Radio Settings

MALC &ddress Tranamit Pawer

Select Radio | |00.00.80.F4.03.94 w
Fietry Lirnit

IP &ddress 192.168.170.165

Subnet Magk  |255.255.255.0

Gateway 152.168.170.254

Serial Settings

I

ak | I Configure Radio V\l} Cancel Help Advanced <<

Radio Configuration Status

RadioLinx ControlScape FH E'

1 } Configuration Completed SuccessFully
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A
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Master Radia Radio 2
b
L >
Far Help, press F1 T
mn . ( ( ) - n
$ $ / -
" ’9“ 7 " ,
/= iGoogle - Windows Internet Explorer
T 0
e = M 19z.168.170.165
Yy oy
?Ix
Le serveur 192, 168,170,165 & ladresse webUI requiert un
nom d'utilisabeur et un mok de passe.
Avertissernent | ce serveur requiert que wokre nom
d'utilisateur et wotre mot de passe soient envoyés de Facon
non securisée {authentification de base sans connexion
sEcuUrisée),
Morn d'utilisateur ; | L% w |
Mot de passe : | |
[Imémariser mon mot de passe
I OF l [ Annuler
+ - -
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http:/192.168.170.165/ - Windows Internet Explorer

| A hitp:f192.168.170,

Fichier ~ Edition  Affichage  Favoris
DAEMON .
Tools

System Configuration

e B3|« | a4 httpif192.168,170.165]

165/

outils 7

| @« &) DAEMOM Todls Lite ~

Master Radio

Network Confiquration
Radio Configuration
COM1 Configuration
COM2 Configuration
Security Configuration
System Information
System Tools

Logout

< *

£ htkpe e, prosoft-technology .com)

Welcome

Please select left menus to perform configuration
v2.0.0

v2.2.12

1IR4

Hardware Version:
Software Version:
FPGA Version:

“ mstroBurn [0 Products ~ 2

PmSnﬂ: Technolagy, Inc. - C...

| [#][ ¢ Rl

(SR

: »
S - B - i - [hPage v 0 Outils -

¥ € Internet #100% <

System Configuration

Master Radio

Network Configuration
Radio Configuration
COM1 Configuration
COM2 Configuration
Security Configuration
System Information
System Tools

Logout

COM1 Configuration

Port Status: O Disable & Enable
Channel Mode: R5232 v

Data Baud Rate: 115200 »

Data Format: 8N1T +

Flow Control: MNone v

Pre-Data Delay(ms): 0

Post-Data Delay(ms): 0

IData Mode: @ Seamless O Transpare:ﬂtl
Character Timeout: 4

Maximum Packet Size: 255

Priority: Mormal +

No-Connection Data Intake: O Disable @ Enable

[TCP MODBUS En/Decode: ) Disable () Enable |

IP Protocol Config TCP Client v
TCP Client Configuration:

Remote Server IP Address: 192.168.170.169

Remote Server Port: 502

Outgoing Connection Timeout: 60

Author: NBlond
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System Configuration

Master Radio

Network Configuration

Radio Configuration
COM1 Configuration
COM2 Configuration
Security Configuration

System Information

System Tools
Logout

COM1 Configuration

Port Status:

Channel Mode:

Data Baud Rate:

Data Format:

Flow Control:

Pre-Data Delay(ms):
Post-Data Delay(ms):

Data Mode:

Character Timeout:
Maximum Packet Size:
Priority:

No-Connection Data Intake:
TCP MODBUS En/Decode:
IP Protocol Config

TCP Client Configuration:
Remote Server IP Address:
Remote Server Port:

Qutgoing Connection Timeont:

O Disable @ Enable
RS232 »

115200 '+

8N1 v

Naone v

0

0

® Seamless O Transparent
4

255

Normal +

(O Disable (& Enable
(O Disable @ Enable
TCP Client

192.168.170.169
502
60

Author: NBlond
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Lo File PortSetup Radio Properties Wiew Help — | & x

—|

A

Master Radio

0—4>.

Radio 2

A/
¢ I >
| Far Help, press F1 LM
mnn
$ 1 +
8 ) 3 ) " 1
Radio Configuration - Radio 2 rz|
Radio Mame R adio 2 Last Date Configured |00:00:00
Radio Address |2 Last MAL Configured  |Unprogrammed
MNetwork Type @ Thiz radio has not yet been configured.
Send Data to
Equipment Settings i:@ RF Settings i i
IP Settings Local R adio Settings
MAC Address Transmit Power | 30dBm (1000mh/] =
f 0.0.0.0.0.0 =
Select Fadio By it ’17 j
IPAddress  |0.0.00
Fadio Metwark Settings
Subnet Mask  |0.0.0.0 ™ Use this radio as a Repeater
Btz 0000 I Allow radia to Roam
Serial Settings
0K | Configure R adia | Cancel | Help Advanced <<
* * )
Connect AC
Power Adapter

7 (=8

)
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Radio Configuration - Radio 2
Fadio Name lF\‘adiDZ—
R adio Address ’2—
Metwork Type ’—_I
Send Data to ’—_I

Equipment Settings i[@ QEE

IF Settings
MALC Address
Select Radio | [0.0.0.0.0.0

IF &ddress 0.0.0.0
Subnet Mask  |0.0.0.0
Gateway 0.0.0.0

Sernal Settings

(u] 4 | Configure Radio |

X

Last Date Configured |00:00:00
Last MAC Configured | Unprogrammed

@ This radio has not yet been configured.

RF Settings i i

Local Radio Settings

Transmit Power | 30dBm [1000mw] -
Fietry Limit 1 =|
Radio Metwork Settings

™ Use this radio as a Repeater

I Allows radio to Roam

Cancel | Help | Advanced << |

Radio Discovery Tool

MAC Address | IP Address

| Radio Mamne |

00.00.80 F4.03468 00.00

Radio 2 Scan

Clear

Jidy

Cancel

nguyn
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Radio IP Settings

Fiadio Mame: |

MAC Address: |

Unused IP's: IP Address |

; 192.168.170.253
Find Mare | | 192 168.170.252
192.168.170.243
192.168.170.248
192.168.170.247

IP ddiess:  |192168170.169

Subnet: |255.255.255.u

G ateway: |192.188.1?D.254

I ok I Cancel |

* 3

o $

Radio Discovery Tool

1.6' .5<.;7
$ "8

MAC Address | IP sddress | Riadio Name [

00.0D.80.F4.03.48  1392168.170.163 Radio 2

* 3

$ll n

*

Radio Configuration - Radio 2

Radio Name ,Rad\nZi
Fadio Address ,2—

Network Type ,—4|
Send Data to ’—_|

Equipment Settings %E’;—_‘

IP Settings

WAL Address
io| [00.00.20.F4.03.08

IP Address 192168170169
Subnet Mask  [255.255.255.0
Gateway 192.168.170.254

oK Configure Aadio

Last Date Configured |00:00:00
Last MAC Configured  |Unprogrammed

@ Thiz radio haz nat pet been configured.

RF Settings % %

Local Radio Settings

Transmit Power | 30dBm [1000mw)  +
|
Retry Limit 1 =

Radio Metwark Settings
™ Use this radio as a Repeater
[ Allow radio ta Raam

Cancel Help Advanced <<

.562
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Data Serial Port Settings

Serial Encapsulation

Encapsulation Pratocal | TCP Server -

$& /

Senal Port Settings

Data Port Mode |R5232 -

B BaudRate  [115200  ~
Remate Port
Data Bits 8 -
Listen IP
Parit m
Listen Port 504 y one
Stop Bits 1 -
Packet Boundary Settings
Char Time Out |4 j Handshaking | Mone -
Max Packet  [255 j
* 3 !
$ll#ll & +
* 3 94 10 @2

Radio Configuration, - Master Radio

Radic 2
Radio Address |2
Metwork Type

Equipment Settings i:g:‘

IP Settings

Radio Mame

Send Datato

MALC Address

Select Radio | [0DOD 8D Fe03AS
Subnet Mask ’W

IF Addiess

Gateway

Serial Settings

] |

K. Conlfigure Fadio

Last Date Configured  {00:00:00
Last MAL Configured  |Unprogrammed

RF Settings

Cancel

X

@ This radio has nat yet been configured.

-

Local Radio Settings

Transmit Power

Fietry Lirnit

Advanced <<

Help

Author: NBlond
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Radio Configuration - Master, Radio
Fiadio Mame |F|adi0 2 _ast Date Configured |DD: 00:00
Radio Address ’2— .ast MAC Configured |Unprogrammed
Metwark Type | J @ Thiz radio has not vet beeh configured.
Send Data to | J
E quipment Settings i:gj EE RF Settings i i
IP Settings Local Radio Settings
MaC Address

Trarzmit Power

Select Radio | |00.0D.80.F4.03.56 o
Fietry Lirnit

IP Address 192.168.170.169

Submet Mask  [255.255.255.0

Gateway 192.168.170.254

Serial Settings

| ak | I Configure Radia i Cancel Help Advanced <<

Radio Configuration Status

RadioLinx ControlScape FH E'

1 } Configuration Completed SuccessFully
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& File  Port Setup Radio Properties  Yiew Help - x

1323

Master Radio Radio 2

| £

4

JFor Help, press FL TLIR

| &

$" ; ( « - - "

$ $ / -
"o,

- | & hbtpei192,168,170.169|

oo

Le serveur 192, 168,170,165 & ladresse webUI requiert un
nom d'utilisabeur et un mok de passe.

Avertissernent | ce serveur requiert que wokre nom
d'utilisateur et wotre mot de passe soient envoyés de Facon
non securisée {authentification de base sans connexion
sEcuUrisée),

Morn d'utilisateur ; | L% w |

Mot de passe : | |

[Imémariser mon mot de passe

I Ok l [ Annuler
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RADIOLINX Industrial Frequency Hopping PI'OSOﬂ'

System Configuration  Radio 2

Network Configuration .
Radio Configuration COM]_ COIlﬁglll'ﬂthll
COM1 Configuration

COM2 Configuration Port Status:  Disable & Enable
Security Configuration

SRt aation Channel Mode: RS232 «
System Tools Data Baud Rate: 115200 |
Logout Data Format: BMN1 v
Flow Control: MNone ~
Pre-Data Delay(ms): 0
Post-Data Delay(ms): 0
[Data Mode: () Seamless O Transparent |
Character Timeout: 4
Maximum Packet Size: 255
Priority: MNormal »
No-Connection Data Intake: ( Disable & Enable
[TCP MODBUS En/Decode: O Disable ® Enablel
IP Protocol Config TCP Server v

TCP Server Configuration:
Local Listening Port: 502

Incoming Connection Timeout: 300

Author: NBlond Page 21 of 30
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