ProSoft

TECHNOLOGY

Implementing Modbus TCP
over Wireless

RLX-IHW Industrial Hotspot 802.11abg

Wireless Modbus TCP

4

Client/Server

$% &
$
$
Wi
Radiolinx

Author: Nicolas BLOND
Date: July 2008




0:2:0 .
ProSoft| oo i sew

TECHNOLOGY 2 |)) #

MODICON QUANTUM PLC

CLIENT SERVER

RLX-IHW RLX-IHW
Master mode Remote/Repeater mode
# 7 & 8
o /9% #
. . &0 1 : 9% #
. #*+9% 2 )1# X
Author: Nicolas BLOND R

Date: July 2008




ProSoft

TECHNOLOGY

.10120

1

3-+ 44!

))

#

X ./101: 8

http://www.prosoft-technology.com/content/download/12739/165690/file

)

!
% 8

Author: Nicolas BLOND
Date: July 2008

-

*
3-6 *




.
0:0:0
X

ProSoft

.10120 1
TECHNOLOG Y

3-+44

L)) #
1L %) x4 0

)y < 1 8

FEX
B Cperations Dialogs  Wiew Help
Mo e & o ?
MName Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

RadioLinx Industrial Hotspot Browser

File Operations Dialogs View Help
g F =g %
Marne Maode MAaC IF  SSID Security Channel Hops | Signal ... | Tx{kKBfs) Rx (KBjs) Master | Assoc
frnailhareinS10m  This Utility 00.0F, 1F.c6,50.cd 192,168,170.11
R Radio1 Repeater 00,0d.8d.f0. 1d.c3 192,168,170,186  Mebworkl none 11 15 -100 o o
< | >
N RadicLin: Industrial Hotspot Browser

MUM

Radiolinx Industrial Hotspot Browser
File Operations

Dialogs  Wiew Help
#'gF =l g
Mame Mode MAC Security Channel Hops  Signal ... | Tx(KEfs) Rux(KB/s) Master  Associ
fmailhareins10m  This Ukility 00.0F, 1f.c6,50.cd
R radio1 Repeater 00.0d.8d.f0. 1d.c3 none 11 15 -100 o o
< k4
W RadioLin:: Industrial Hotspot Browser

UM

Author: Nicolas BLOND
Date: July 2008

, *5
+-3-6 *4




Pf()SOﬂ@ -/01220 l 1) ) 3-;44!

TECHNOLOGY

Radiolinx Industrial Hotspot Browser
File Operations Dialogs ‘Wiew Help

LR RG] %
Mame Mode MAC P sS5ID Security Channel Hops = Signal ... | Tx(KBfs) Rx (KB/s) Master  Associ

frailhareinS10m  This Ukilicy 00.0f 1f.c6.50.cd 192.165.170.11

Ladiol R =l

none

|

<
W RadioLin:: Industrial Hotspot Browser LI

Assign Temporary IP Address HE

Radio Name Radial

MAC Address  |00.0d.8d 012 af

Subnet 255.255.248.0
Gateway 192.168.7.4

IP Address

152.168.7.254
152.168.7.253
152.168.7.252
152.168.7.251
152.168.7.250
152.168.7.249

0K I Cancel |

Unused [F's

Find More |

) <>? 0 ! <

Author: Nicolas BLOND +3.6%4
Date: July 2008 o



’0’0
oo

O
hd ®
ProSoft’ .ozo 1 sew

TECHNOLOGY 2 1)) #

0! 1 )*. #, / -

1012 " $
48

RadioLinx Industrial Hotspot Browser,

File Cperations Dialogs VYiew Help

ML F E D E S ?

Mame Mode AL IF SSID Security Channel Hops = Signal ... Tx (KB/s) Rx (KBjs) Master  Associ
FrailhareinS10m  This Lkility 00.0f . 1F.c6.50.cd 192.168.170.11

RIEE Rej r

none

4

RadioLinx Industrial Hotspat Brawser

|

LM

Wiew  Help
=|&[g

fssign IP gl | | | |

Update Firmware

Ma
00.0F, 1F.cA.50,cg
00,0d.5d.f0.1d. 3

@
{= Radio Configuration/Diagnostic Utility - Windows Internet Explorer

= —
g‘; 5 v |t hupifi192. 168, 170,1860 v [#2] %] | \ |2~
fie Edt View Favortes Tools Help
Litks 2| CITRIX 2PROSOFT | CITRIX PROSOFT | Customize Links [ Free Hotmal & Google BB PSFT ] Windons 22
: — = - 5
95 &1 | g, Rado Corfiuration/Disgnostc iy | | B~ B - @ - [rsge - £ ook -

Login Radio1

Cancel

Done [3) € mternet F100% v

Author: Nicolas BLOND . 356 *;5
Date: July 2008 e



.0‘0
oo

ProSoft

1 3-+44!

TECHNOLOGY

1)) #

.2012 !

W OGA a

.

Radio ConfigurationDiagnostic Likiliey

Radio Mame: Radio1

Radio MAC: 00.0D.8D.FO1D.C3
Firmware: IHW2_073

Update every: 1 |sec

Up Time: 0 Day 0 Hr. 14 Min. 37 Sec.

g v |7 Page -

£ Tools -

RADIOLINX"

Signal Strength:
Parent MAC:
Branch Length:

# Radios Linked:
Link Time:

802.11abg
| Scanning...
none [ Available Parents ]
:
n/a

Radio Network Settings

Radm_ Radiol
MName:
Network
ssID- Networkl
) Master
Auto Select
O Client
[ IGMP ] [ Spanning Tree ]

[ Advanced Config ]

Serial Settings
Apply Changes

Configuration help

Security Settings

Encryption | hone

[CIMAC Filter
[ Hide Network SSID

Cancel Changes

Radio Access Settings
M ) Obtain IP address - DHCP
(*) Use the following IP address
IP Address |192.168.170.186|
Subnet Mask |255.255.255.0
Def. Gateway |0.0.0.0

SNMP
Login Password

Factory Defaults m

>3

Author: Nicolas BLOND
Date: July 2008

6 *5
+-3-6 4




N

ProSoft

.10120 1

3-+44

TECHNOLOGY

) )

#

121 )+ #, 13% (
A A
B <
% <
% 8
= b -r\ »
W oAl &% Radio Configuration/Tiagnostic Ltlity g v | f=n v |:orPage ~ i Tools -

RADIOLINX"

: TETUTD
< S50 Networkl

) Master

® Repeater
Auto Select

) Client

[ IGMP ] [ Spanning Tree

]

G

[ Advanced Config

]

[ Serial Settings

]

Apply Changes

Configuration help

[ MAC Filter

[JHide Netwark SSID

Cancel Changes

802.11abg
Radio Name: Radio Signal Strength: IW
Radio MAC: 00.0D.8D.F0.1D.C3 Parent MAC: none | Available Parents |
Firmware: IHWZ_073 Branch Length: nia | Address Table |
Update every.: |1 |sec #Radios Linked: 0
Up Time: 0 Day 0 Hr. 14 Min. 37 Sec. Link Time: nia
Radio Network Settings Security Settings Radio Access Settings
<® Hadia »| | (O Obtaip# address -

IP Address |192.

Subnet Mask |255.

Ge the following IP address

Def. Gateway |0.0.0.0

DH

168.170.186

255.255.0

Factory Defaults m

\\Login FPass
——™

word |

.
o3,
oo

S
~

53
X3

&) HHO;
)
R H $
R
R H

<4 !
"44%

% $

4 (5

Author: Nicolas BLOND
Date: July 2008

3 *5
+-3-6 4




N

A/
0’:’0 .
ProSoft  ./oz0 -

3-+44

TECHNOLOGY 2 I

)) #

RADIOLINX"

I Scanning...

[ Available Parents ]

Address Table
Port Status

Radio Mame: Radio1 Signal Strength:
Radio MALC: 00.0D.8DFO1D.C3 Parent MAC: none
Firmware: IHW2_073 Branch Length: nia
Update every: 1 |sec # Radios Linked: 0
Up Time: 0 Day 0 Hr. 19 Min. 31 Sec. Link Time: nia

Radio Network Settings Security Settings
Radio ; A A

E tion  WPA-AES w
i Quanturm_Radio ncryption
Network WPA phrase PSFTEMEA|
ssiD- Maodbus
&) Master | 11 (2462MHz) +
( ) I MAC Filter

() Repeater
i []Hide Network SSID

O Client

[ IGMP ] [ Spanning Tree ]

[ Advanced Config ]

Serial Settings
( Apply Changes

Cancel Changes

Radio Access Settings
(2 Obtain IP address - DHCP
() Use the following IP address
IP Address (192.168.170.186
Subnet Mask |255.255.255.0
Def. Gateway |0.0.0.0

[ Login Password ]

Factory Defaults m

Config
/012 ! 8
RADIOLINX"
802.11abg

Radfo Mame: Radio1 Signal Strength: | Scﬁm‘ _
Radio MAC: 00.00.8D.FO.1D.C3 Parent MAC: none [ Available Parents |
Firmware: IHW2_073 Branch Length: nia Address Table
Update every: 1 |sec # Radios Linked: 0
Up Time: 0 Day 0 Hr. 22 Min. 13 Sec. Link Time: n/a

Radio Settings Have Been Updated.

You may close this window now or wait for page to reload.

Radio Powering Up... Quantum Radio

Author: Nicolas BLOND
Date: July 2008

+-3-6 4




0’0
0 o’

PrOSOﬂ® .10120 1 3-+44!

TECHNOLOG 2 1)) #

16! ' -

File Cperations Dialogs  VWiew Help

Sa@maRQRAMO] 2
Mode MAC P SSID Security Channel Hops Signal ... Tx(KBis) Rx {KBjis)
jerome This Utility 00.0F, 1F.a6.8F f5 192,168.170.16
jerome This tility 00,0c.F1,3c.a7.2e 192,168,170,195
# %

Radiolinx Industrial Hotspot Browser,

File Cperations Dialogs “iew Help

#)§ F =4 g ?
Tlame Mode MAC IP 351D Security Channel Hops  Signal ... Tx (KBfs) R (KBfs) Master  Associ,

RadioLinx Industrial Hotspot Browser. |':
Filz ©Operations Dialogs Yiew Help
$h g F =g ?
Marne Mada MAC IP  S5ID Security Channel Hops | Signal ... | Tx (KEfs) R
jerome This Ukility 00.0F. 1F a6, 8 FS 192.168.170.16
jerome This Utility 00.0c.F1,30.a7 .28 192,168,170,195
| ~{mailharein510m Litilitsy 00,0F, 1f,c6,50.cd 192.168.170.11
Mdadiot Mastar 00,0d,8d o, 1d.c3 192,168,170,186  Mebworkl nane 11 1 a
NS

$ !

Author: Nicolas BLOND . ;-6 :i
Date: July 2008 e



\/
N/
0.0’0

.10120 1

3-+44

ProSoft

TECHNOLOGY

)) #

—
U*
**
~~

- 5 -
* Connexions réseau

Fichier ~ Edition  Affichage

Favaris  Outils

@Précédente 5 '\_,’) @ pRechercher [1_“ Dossiers

Avancé 7

Adresse Q Connexions réseau

Gestion du réseau

Créer une nouvelle
connexion

Madifier les paramétres du
Pare-feu Windows

Afficher les réseaux sans fil
disponibles

Désactiver ce périphérique
réseau

Réparer cette connexion
Renommer cette connexion

Afficher le statut de cette
connexion

Modifier les paramétres de
cette connexion

Autres emplacements

G» Panneau de configuration

Entrant

Connexions entrantes
Aucun client connecké

Réseau local ou Internet & haute vitesse

Connexion au réseau local
p Connecté
B2, E Inkel(R) PROS100 YE Mebwark ...

Connexion 1394
Connecté
A Carte réseau 1394

eCatcher Connection
Désactive

A TAP-WIn32 Adapter Va

Réseau privé virtuel (¥YPN)

ProSoft Technology TLS
Déconnecké

b s Miniport réseau étendu (PPTR)

\ﬂ Favoris réseau
E:’l Mes documents
a Paoste de travail

" Connexion réseau sans fil

Gestion du réseau

B Actusliser laliste des réseaux

entreprise

<2 Configurer un réseau sans fil pour la maison ou une petite ((i,)

Taches apparentées

i) En savoir plus 4 propos des réseaux sans fi

¢ Modifier lardre: des réssaux préférés

o Modifier les paramatres avancés

Choisir un réseau sans fil

Cliquez sur un élément dans la liste ci-dessous pour vous connecter & un réseau sans fil 3
portée ou pour obtenir plus dinformations.

Modbus

Connecté f:? ol

Riéseau sans Fll non séeurisé il

~

Connecter

2 <

$ %

Author: Nicolas BLOND
Date: July 2008

44 5
+--3-6 *4




\/
N/
0’0’0

hd ®
Proso ./0120 1 3-+44)

TECHNOLO G Y 2 1)) #

: 0 .1012

e

Filir®  Fillim &ilege Fawris Odb 7
v e Piafioft T=d-rolagy, Inc, - Cormutications Sok bons ., l Bi - B - & - [irvags - EFoxis -

Any Sectian %

srarch | Clzer
Browse by Brand
ProSoft Technologr izlizes in the develooment of communicati lutions com patible witn the lzrge astormation In-thass = .
supp icre’ contro lers cuen as Rockwell Automation and Scare der E ediric The ormar focus ic to provdz cornoctvity ‘I'r% soltonz fo
s0lUBONs That | Nk dISSImIIEr aUtomston oreducts. FroSoft  achnology Erovices ald proven conrecivty and Rocavell
COMMILA calcn Solwlons hat Eidge banwean var ous producis as v ag IFtney wars all rom the Atamatior
sare =uaplieg
Slard-a ve
o — ¢ R Calewayk
About ProSoft Technology PROSOFT ProlIRAX  wircless
Overhe las: 20 yeass, ProToft Technology's orcduct I nes Fave grown fo cve 400 \ aatewsys
comriLn eaticn interace modules supocrtng mors thar 50 cifferent prolceols TESTED
Frogoft |cehnolcgy's Conreciaty opt o0 caklc contrclle plztoms 1o provice ; = In-chass's
S0lUlioNS N Areas SUCT a8 CompJtng §as Tow CICLIZNoNS Znd STADA te ematy lifiilt:\trlc::ofrfliﬁ‘j?c ProSeft o7 sullons o
auplicalivms. T solulions also ez e il ng .o e ol conol, drives =nd :lpplcanor'n‘oi"’nwr Prosctt P'd'qlk Arhneider
orher demr..aF in |r_du.=ir|.e.=. s_Jr.h as \va_is.rh\raata\r.ratar Fowes oederafior, ol & Tosed. Detal 6d16E1rg repors Clecttic
gas, machire, packaging end procucticn e availablz T = i liluce of
arcdurts XN Wireless
- RADIOLINX  Sciutions
Clizkhereto keave  Featured Product Get Tsfing Reports =
A rriemsacgs lor =
Tewh Support @ S
RadioLinx 802.11abg Water & Dust Tight 3
Ll @ mnterret norcrodi 25 jun 2008
. H *I
Author: Nicolas BLOND 34+6 *45
-3 -

Date: July 2008



N
N/
0’0’0

* ®
Proso /0120 1 3-+44

TECHNOLOGY 2 1)) #

dio Configuration/Diagnostic Utility - Windows Internet Explorer

&9~ e repuirioz 166 170,168 ¥ [%2[% o
Fie Edt View Favortes Took Help
Links @] CITRIX 2 PROSOFT & | CITRIX PROSCFT ] Custorize Links [ Fres Hotmal & Google ERIPSFT ] windows s
95 47| g, Radio Corfiguration/Disgnostic Lkilty B - B @~ [Lrpage - ) Todks -
Login Radio!
[room ] cameet
Done 3 @ Internet H100% -

.1012 <

Author: Nicolas BLOND . 34*6 i
Date: July 2008 e



.10120

1

3-+44

) )

#

7!

" %

). #,

From left to right: Ethernet port, serial port and poa@nnector.

!
%

Author: Nicolas BLOND
Date: July 2008

@

* %
A~ O




.10120

1

3-+44

) )

#

TV x ) K # %

Author: Nicolas BLOND
Date: July 2008

g

*
*
Ralsil




.10120

1

3-+44

) )

#

) <>?

). #,

I(

Author: Nicolas BLOND
Date: July 2008




.10120 1 3-+44!
2 1)) #
71 ) #, /
.1012 $
48
# ) >

Author: Nicolas BLOND
Date: July 2008




.10120

1

3-+44

) )

#

.2012

Author: Nicolas BLOND
Date: July 2008




.10120 1 3-+441
2 1)) #
710! )*. #, 13)( 8 (
1012 . !
<
%) ) )( 57
) H#H#O: $ %
. 4 )
/
# % $
#_ - < #H#O;, 2
( + !
.1012

Author: Nicolas BLOND
Date: July 2008




.10120

1

3-+44

) )

#

/012 !

8

Author: Nicolas BLOND
Date: July 2008

@t

* %
Ny




./0120 1 3-+441
2 )) #
712!
# &
# %
2 I
./01:

Author: Nicolas BLOND

Date: July 2008

*
*
o




./0120 1 3-+44
2 1)) #
7161 )*. # /
2 )
<
) $ % < < ##0;
.1012 .

Author: Nicolas BLOND
Date: July 2008




.10120 1

3-+44

)) #

roSoft Technology, Inc

I &

0 .1012

Communicalions Solutions - Industrial Radio, Controllogix, Mcdbus, E - Windows Internet Explorer

Fichier  Edtion

ATICrEge

Favorls  Cutlls 7

i}.? "Q? [EI"roSoft Technology, Inc,  Communications Solutions ... l |

Any Saction %

Seatch | Clear

Browse by Brand

ProSoft Technology specizlizes in the developmert of communication solutions compatible with the large autornation In-chassiz
suopliers’ conirol ers such as Rockwell Autcmation and Schneidzr Electric. The primary focus s to provde connectivity irm solutions for
so utions that link dissimilar automation products. ProSoft Technology provides field proven connectivity and hocmel_l —
commuricztion solutions tha: bridge between various automnation products as seamlessly as fthey were all from the Aulurmielion
same supplier.
Stard-alone
— o »  Catewsy&
About ProScft Technology PROSOFT ProLinx wircless
Over the last 20 years, ProSoft Tecknology's product lines have grown 1o over 400 \\’/ gateways
commuricetion interface modules supportirg more than 60 different protocols. TESTED
ProSoft Technology's conrecivity oatlons erable controller platforms to provide p— ’ In-chassis
suulions indrzas such a= compuling gas Mow cd cu dlions and SCADA lelemery Il:qnsoedtl:‘.lt:':r?lloxofrsiin%i:?c reSeft ‘.-‘7 solutions for
apalications. The solutions also enable intefacing to moto- control, drives ard application? You "al%l wih 2reSoft Pio'.rqlk Gehneider
otker devices in industics such as weterwastewater, power gencration, oil & ngted Detailed 1;5'ing repots Electric
gas, machinary, paccaging and production. are avziilable forz mhltitude of
products. TN Wireless
. RADIOLINX  Solitions
AL i Featured Product GetTesting Recons =
a message for
Tech Support @ : L.
RadioLinx 802.11abg Water & Dust Tight 1 3
L8 @ niene merded £ jun 2UUd

Author: Nicolas BLOND

Date: July 2008

+* 5
+-3-6 *4




.10120

1

3-+44

2

) )

#

Author: Nicolas BLOND
Date: July 2008




.10120 1 3-+441
2 1)) #
8
# 7 8
7
012 /012 .
E #
#
8
T 8
__ |
%
I ./012 (
8 4+5C3 45=+C

Author: Nicolas BLOND
Date: July 2008




.10120 1 3-+44!

2 1)) #

&! % & & L

% ) (*444- ) >66444

F ol
1. G48

Author: Nicolas BLOND
Date: July 2008

2 4
&
*

*
o



./0120 1 3-+44
2 I ))) #
0 0 > 66444 )
F 8
0 >66444 . ./012 I
0 #1 <

Author: Nicolas BLOND
Date: July 2008




.10120 1 3-+44!

1)) #
&' #
# 0>#
# 0 "4C+ 453 46- 43-%

9 #- "4%

( <( =- 4
% %> < "H2 4$
), " # o+ "4%
N - "4-$

) %> <
"H 24--$

) # 4+ "4-$

) - "4-$

Author: Nicolas BLOND +_36 45

Date: July 2008




.10120 1 3-+441
2 )) #
! $% & ' "1
$ (
*4
) %
#

Author: Nicolas BLOND
Date: July 2008

+
» 0

al




.10120

1

3-+44

2

) )

#

%

Author: Nicolas BLOND
Date: July 2008




1

3-+44

) )

#

Author: Nicolas BLOND
Date: July 2008




.10120

1

3-+44

) )

#

N &((

0>#

Author: Nicolas BLOND
Date: July 2008




.10120

1

3-+ 44

) )

7

4

Client Memory

)l

DATA READ

(=

Server Memory

Author: Nicolas BLOND
Date: July 2008

.
-3-6 *




./0120 1 3-+44
2 )Y #
2
)l
Client Memory Server Memory
DATA WRITE

—

Author: Nicolas BLOND
Date: July 2008

.
-3-6 *




.10120 1 3-+44!

2 I )) #

?1 &

% 8

46 7

*46-- : %

# J

K** "-$=**5 36+- )

K** "-$= 5463 ,-=+ % &

Author: Nicolas BLOND
Date: July 2008



www.prosoft-technology.com

+-3-6 *4



