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Common Wireless Diagnostic Metrics 
Metric Description Diagnostic Use 

Signal Strength 
(RSSI) 

Measures the strength of 
the incoming RF signal.  
Typically measured in dBm 

Key measurement for link quality.  Link will 
fail or provide intermittent communications if 
below the receive threshold of the RF 
receiver.  Possible causes include radio, 
antenna, coax cable problems or 
obstructions between antennas. 

Noise Level Measures the interference 
level present in the RF 
channel of use.  Typically 
measured in dBm. 

Another key measurement for link quality.  If 
noise is too high, the link can degrade or fail.  
Possible causes include saturation of the 
band from other RF systems, improper 
antenna cable grounding, harmonics from 
electrical equipment or radio hardware 
problems. 

Signal-to-Noise 
Ratio (SNR) 

The margin between signal 
strength and measured 
noise.  Typically measured 
in dB. 

Signal strength should always be higher than 
noise level for reliable communications.  It is 
good practice to maintain a signal strength at 
least 10 dB higher than noise.  To improve 
SNR, either increase signal strength (e.g. 
higher gain antennas) and/or lower noise 
levels (e.g. use a different channel or use 
directional antennas). 

RF Packet Errors The number of wireless 
packets received in error. 

In systems using Cyclical Redundancy 
Checking (CRC) error correction as opposed 
to Forward Error Correction, every packet 
that is received in error must be re-
transmitted thus reducing data throughput 
and slowing performance.  Packet errors may 
be due to weak signal strength and/or high 
noise levels. 

Data Bytes 
Received 

The amount of data 
successfully received. 

Efficient data exchange between devices is 
the function of a properly operating wireless 
network.  Measuring the number of data 
bytes received at each node reveals link 
quality and utilization.  Slow data reception 
may be due to high RF packet error rate and 
poor link quality.  Additionally, link utilization 
may be calculated by measuring bytes 
received over time and comparing to the 
capacity of the RF system.    

RF Connections Number of wireless devices 
connected to an access 
point or repeater. 

This metric provides insight into the condition 
of the RF system and security.  If the number 
of RF devices (clients, repeaters, other 
access points) is lower than expected, a 
communication problem exists.  If the 
number is higher than expected, a possible 
security breach is detected. 

VSWR Voltage Standing Wave 
Ratio reports amount of 
antenna reflected power 

Antenna systems are designed to efficiently 
transfer RF energy.  The efficiency can be 
measured by monitoring reflected antenna 
power.  If too high, then RF performance is 
impeded.  The likely cause is degraded coax 
cable (e.g. corrosion of RF connectors) or 
loose fittings. 
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Operating an OPC-Based Diagnostic System  
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Application 2 – Oil Pipeline 
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Application 3 – Automotive AGV System 
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