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Configuring one or more Watchdog Super Elites to
communicate with a Rockwell Automation ControlLogix PLC
through a ProSoft Technology PLX31-EIP-MBTCP gateway

Summary:

This example will guide the user through connecting a Rockwell ControlLogix PLC to communicate with Watchdog
Super Elite monitoring systems by way of a ProSoft Technology EtherNet/IP to Modbus TCP gateway.

Equipment Used:

e Rockwell Automation
o Logix 5571 - ControlLogix Processor
o 1756-EN3TR - ControlLogix Ethernet Bridge
o Studio 5000 - ControlLogix Configuration Software
e 4B Components
o WDC4V46C (2) - Watchdog Super Elite Monitoring System
e ProSoft Technology
o PLX31-EIP-MBTCP - EtherNet/IP to Modbus TCP gateway
o ProSoft Configuration Builder - ProSoft Configuration Software

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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Procedure:

Set the IP address on the WDC4V46C Devices
Refer to the 4B documentation to set the IP addresses of the WDC4V46C.

http://www.go4b.com/watchdo

1) Open the ProSoft Configuration Builder (PCB) .ppf project file attached.
a. Ifyoudon’t have a copy of PCB you can download a free copy by visiting www.ProSoft-
Technology.com

The sample configuration has been set up to communicate with 10 WDC4V46C monitoring systems. By default only
one connection has been enabled.

File View Project Tools Help
I@H+ =™+ E 5.
-0 Default Project | Name | status [ Information |
=& Default Location 1 Mew Module Please Select Module Type
%, New Module Unknown Praduct Line
I 3
Ei Open &l
‘;/\/ | . » 4Bwatchdog » - |4,‘ ‘ Search 48 watch dog £l
Organize » New folder =~ A @
i Favorites Hame
Bl Desktop . New folder
i Downloads | @ ProSoft Configuration.ppf
. Projects 3
. Remote Access '
L LATAM
|| Remote Access Gateway
. PRO Series No preview available.
. Product Strategy |
k P23
PCE4.D
. Templates and Forms
MC
% Recent Places
|/ MVIS6E 8 MVIGOE & L Serie . —
R | ittt i
File name: ProSoft Configuration.ppf g
i
i ™ ’
Ready New Module CAP NUM SCRL
——— = —
Image 1
ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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2) Expand the PLX31-EIP-MBTCP line

The ProSoft gateway has ten Modbus TCP client connections. Each of these connections can be used to
communicate with one WDC4V46C.

Then expand the MBTCP Client 0 line right click on MBTCP Client 0 Commands and select Configure from the
shortcut menu

—

& ProSoft Configuration.ppf - ProSaft Canfiguration Builder [E=RIEn
File View Project Tools Help
O2kH|+=rmroyrE| .

B Default Project | Name Status | information =
=)-Lal Default Location + PLX31-EIP-MBTCP Configured PLX31-EIP-MBTCP

-l PLGL-EIP-MBTCP PLX30 EIMT 1.00 L
(g%, Comment Comment Walues OK 1
-3 EIP Class 3 Server EIP Class 3 Server Walues OK L

a8 EIP Class 1 Connection EIP Class 3 Client 0 Values OK

&2, EP Class 3 Client 0 EIP Class 3 Client 1 Values OK

a8 EP Class 3 Client 1 EIP Class 3 UClient 0 Values OK

a8 EP Class 3 UClient MBCTP Servers Values OK

g% MBTCP Servers MBTCP Client 0 Values OK
S frion i s ,

~[B MBTCP Client0 ol en e - ;

:::] MBTCP Client 0 Compaaasa
- MBTCP Client 1 Copy
% MBTCP Client 2 Paste
- MBTCP Client 3

ent 0 Commands]

able Internal address Poll Interval Reg Count  Swap Code
0 0 00

X Configure 1 No Change

gty MBTCP Client 4 T 100 0 100 No Change
3 Yes 200 0 100 No change

B METCP Client 6 EiD NO 300 0 100 No change

gty MBTCP Client 7

5% MBTCP Clientd

-8 MBTCP Client9

g% CommonNet

..&fs Ethernet Configuration

B
B
[*
£
(-8 MBTCP Client 5
[
[*
B
B
[*

PLX31-EIP-MBTCP (Verified IP: 192.168.22.10) CAP NUM SCRL

Image 2

The first three commands are enabled and the last command is disabled. The WDC4V46C has 208 Modbus
Registers containing status data. The remaining 181 registers are reserved for future use.

3) Inthe Edit commands window, the Node IP Address fields will need to be changed for each command. These
Node IP Addresses should match the [P address configured for the first WDC4V46C. Do this by selecting the
command line, and then the edit row button located at the bottom of the window. Click Ok when done to save
the changes.

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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p s
&7 Edit - MBTCP Client 0 Commands X ‘
bl | Intemsl Address | Pollinterval | ReqCount | Swsp Code | Node |P Addtess | Sew Port_| Slave Addiess | hodBus Function | MB Address in Device | Comment [
a a 100 Mo Change 192168.22.11 502 1 FC 4 - Read Input Registers(3<) 0
100 a 100 Mo Change 192168.2211 502 1 FC 4 - Read Input Registers(3<) 100
200 a 100 Mo Change 192168.22.11 502 1 FC 4 - Read Input Registers(3<) 200
300 a 100 Mo Change 192168.22.11 502 1 FC 4 - Read Input Registers(3<) 300
Enable Yalue Status - 0K
SettaDefauks | AddRon | insetRow | DelteRow | Mavelp | MoveDown |
EdiFow | CopRon | Paeron | oK Cancel
g

Image 3

4) If using two Watchdogs, follow the same procedure for MBTCP Client 1. Again, the Node IP Address field should
be changed to match the second WDC4V46C. Additionally, all 4 commands will be disabled by default, so you
will need to enable 1, 2, and 3 in the row edit.

i 7 Edit - MBTCP Client 1 Commands ‘ = |
[ [Enable [ IntemalAddess | Pollnterval | Fisg Count | Swap Cods | Nods IP Addess | ServPot | SlaveAddiess | ModBus Funstion | ME Address in Divioe_| Comment i
Mo 400 i} 100 Mo Change 192.168.22.12 502 1 FC 4 - Read Input Registers(3] 1]
~/ 2 Mo 500 i} 100 Mo Change 192.168.22.12 502 1 FC 4 - Read Input Registers(3] 100
\( 3 No 600 1] 100 Ma Change 192168.22.12 a02 1 FC 4 - Aead Input Registers(3<) 200
~/4 Mo 700 o 100 Mo Change 192168.22.1 L1} 1 EC 4. Head lnnut Beaicters(2] M0

= Iy
Edit - Row 1 ===

Enable Yes | Enable

Internal Address 400

Pall Interval 0 Yes =
Reg Count 100 I —J
Swap Code No Change Yes

Serv Port 502 Conditional
1

Slave Address
Mode |P Address Walue Status - 0K ModBus Function FC 4 - Read Input Registers(3:
MB Address in Device 0
Comment 0,1, 2 A
This field defines whether or
not the command is to be

SettoDefauls | AddRow | ImetRow | DeleteRon | MovelUp | MoveDown | Sxecuted ond indernle:

Edit Row | Lopy Row i Ea:tr:How'I 0K Cancel 0 = The command is disabled | =

and will not beexecuted in the g

Definition:

|

Image 4

5) Ifyou are using more than two Watchdogs, follow step 4 for enabling and assigning IP addresses to each
additional Watchdog. Leave commands for unused Watchdogs disabled.

6) Once the command configuration is complete, right click on the Ethernet Configuration line to configure the IP
settings of the ProSoft gateway

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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Prosoft Configuraon ot

File View Project Tools Help i

0RH+-rMVrE 5.

=-( Default Project Name Status Information
7 WATTCP “All Tags Good

(8 MBTCP Client0

B MBTCP Client 0 Comman ds
& METCP Client1 [

(8 MBTCP Client 1 Al

BB MBTCP Clentt Commands | TSEmask P20

: 192.168.22.10
& MBTCP Client 2 gateway t 192.168!

5 MBTCP Client 3
&% MBTCP Client 4
5 MBTCP Client 5
& MBTCP Client 6
5 MBTCP Client 7
5 MBTCP Client 8
& METCP Clientd
& Commoniet

Copy

Contie
I o

gi= v

PLIG1-EP-MBTCP (Verified IP:192168.2210) CAP NUM SCRL

Image 5

r y
Edit - WATTCP B
my_ip 192.168.22.10 | my_ip
netmask 255.255.255.0
gateway 192.168.22.1 . 168 . 22 . 10
Comment:
N Definition:
I Default private class 3 address =
Reset Tag | Reset All |
oK | Cancel |
h

Image 6

7) Download the new configuration to the gateway by right clicking the PLX31-EIP-MBTCP line and selecting
Download from PC to Device from the shortcut menu

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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le View Project Tools Help

(O2H+=—rovrE 5.

T

Tirtermtion

Name
' PLGL-EP-MBTCP

Delete

Values OK

PLGL-EP-MBTCP
100

Load Config File
Add External Fle

ation
un. 27, 2016 11:13

ev: 1.02!004
10

[Module]

Input s
output si

[EIP Class 1 connection 2]
Input Data Address
<

30
I toDevice :75
Upload from Device to PC. s fon;Fa 4z Bu L
Diagnostics iguration
my_ip
I netmask
gateway

# Module Configuration

Te
Module Type : PLX31-EIP-METCP
vodule Name ©

LX3L-EIP-MBTCP

[Module Comment]
I # Put Comment Here

[ETP Class 3 server]
Server File size : 100

tion 11

[€1p Class 1 Connecti
Input Data Address X

ize : 248
output Data Address : 2000
ze : 8

37, 2016 11:17

: 192.168.22.10
: 255.255.255.0
: 1921168.22.1

thWnload to module

PLYG1-EP-MBTCP (Verfied IP:192.1682210) CAP NUM SCRL

Image 7

8) Enter the IP address of the gateway in the Ethernet field then click the DOWNLOAD button

-

Download files from PC to module

S

Select Connection
Ethernet:

CIPconnect:

—STEP 1: Select Communication Path:

Type:

Ethernet LI

|192.153.22.1n

Browse Device(s) |

Use Default IP |

CIF Path Edit

RSwho

—STEP 2: Transfer File(s):

DOWMNLOAD

Abort

Test Connection

Ok

Cancel

Image 8

ProSoft Technology, Inc.

ControlLogix to 4B Watchdog Super Elite
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The gateway is now communicating with the WDC4V46C.

Using the s

3} Logix Designer - We

le Edit Miew Search Logic Communications Tools Window Help
BEH & L B@ oo R [E YR QR e - 8|
Offline 0. FRUN SR | 71t [ AB_ETHIP-1%192 168 22 3\B ackplane\1* ~ &
NoForces »,|E Ok 1}’
MoEdis gpi&*’wmmge L e L AV R b (1, (3 »
Redindancy 09 <+ [\ Favorttes (TRaumOn_f_eiams F B A Tmericoureer LT
el iganzs B X! Scops fiwatchdog_Sam v Show AllTags - -
-3 Controller Watchdog_Sample
il Name =z | Alas For Base Tag Data Type Desciption Extenal Avoess | Constant_ 5tyle + Properties 7
B ot clar FaE Kiseias MSG_trigger B00L Fead/Wite 0 |Decinal B2 ‘
3 Pawer-Up Handler - Watchdogl_Data INT[208] FreadAwite O [Decmal neral
£ Tasks - Watchdogla MESSAGE Fiead/Wite O Data
-8 MainTask - Waichdoglb MESSAGE Fiead/Wite O
&-E8 MainProgram ‘Watchdog? Data INT(208] Fiead/Wite ] |Decimal
LB Program Tegs - Watchdog2a MESSAGE Fread/wite O
E..E MainRoutine [+ \watchdog2b MESSAGE Read/wiite O
(23 Unscheduled Programs / Phases £ W]
-£5] Motion Groups
3 Ungrovped fxes
[ Add-On Instructions
-5 Data Types
G, User-Defined
L, Strings
[, Add-On-Defined
L, Predefined L
-, Module-Defined 1
3 Trends
£5 /0 Configuration
-8 1756 Backplane, 1756-47
4 [1]1756-L71 Watchedog_Sample
- B [211756-ENITR Ethernet_Bridge
L& Ethernet
<% |\ Monitar Tags ) Edit Tags [/ [l <1 m ] »

Enter 3 tag name

The sample PLC code will read the status data from two WDC4V46C’s. Follow the same structure to read data from
additional WDC4V46C’s.

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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T ERLTEE ALY S Y E— -9
Offline 0. I RUN [ Fath, IAB_ETH\P1\1BZTEE 22 @B ackplaneh1® ~| }
Mo Foroes g f=tiS @ i
NoEdts A g COH el A O ,
T 50 <+ [\ Favorites {FaT0n f_Farms BT TmerCouter

Controller Organizer
£4 Controller Watchdog_Sample

b

il vy ms e [ e

- Controller Tags

WSG_trigger

3 Contraller Fault Handler o
[ Power-Up Handler
6 Tasks
8 MainTask
-8 MainProgram
H Program Tags
i [En MainRoutine
[ Unscheduled Programs / Phases
5 Motion Groups

3 Ungrouped Axes MSG,tr’lrgger

Message CEN
Message Cortrol watchdoata (L) (DN )=
HERI—

Message .
Message Cortrol Watchdogth () H(DN3—

EN;

CER—

(3 #idd-On Instructions 1 —E
5 Data Types
IR, User-Defined

[, Swrings

L@ Add-On-Defined

-, Predefined

[, Module-Defined

(3 Trends
-5 1O Configuration

-89 1756 Backplane, 1756-A7

(End)

0 [1]1756-L71 Watchdog_Sample
B-ﬂ [211736-EM3TR Ethernet_Bridge
L. Ethernet

Ready

!

Message Configuration - Watchdagla B3| Message Configuration - Watchdogla [
Configuration | Communication | Tag Configuration | Communication | Tag
Message Tvpe: [EIF Data Table Read - @ Path
Source Element: INT_dat=(0] Ethemet_Bridge, 2, 192.168.22.10
f i Broadcast:
{ MNumber Of Elements: 200 o |
. Communication Method
Destination Element: Watchdogl_Data - -_New Tag... =
= @ CIP DH+  Channel A Diestination Link: a >
CIPwith Source Link: |0 Destination Node: 0 & [Dectal)
Source [0
[T Connected Cache Connections L Large Connection
3 Enable 3 Enable Waiting O Start @ Dane Done Length: 200 {3 Enable < Enable Waiting 3 Start @ Done Done Length: 200
3 Error Code: Extended Error Code: [ Timed Out i 3 Errar Code: Extended Erar Code: [] Timed Out «
Errar Path: Errar Path:
Ermor Text: Error Text:

Message e
Message Cortrol watchdog2a () (DN >—
CER)>—
Message FCEn
Message Cortrol watchdog2h () [H(DN)—
FeERI— A
e N | ]
Rung 0 of 2 APP VER

ProSoft Technology, Inc.

ControlLogix to 4B Watchdog Super Elite
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( Message Cenfiguration - Watchdoglb ﬂ ( Message Configuration - Watchdoglb @ ]
Configuation | Communication | Tag | Canfiguration | Cammunication | Tag
Message Twpe: [EIP Data Table Read - @ Path Ethernet I Browse...
Soures Element: INT_data[200] Ethernet_Bridge. 2, 192.168.22.10
| Mumber Of Elements: & 3 ; Freseast
Destination Element;  "atchdogl_Data - ZDImCT:nicatiog:jtho:I:h.::.': 0
CIP "with 1]
Source [0
[ Connected Cache Connection: & Large Connection
() Enable < Enable Waiting ) Start ) Done Dore Length: 0 3 Enable 3 Enable " aiting 3 Start 2 Done Daone Length: 0
3 Enor Code: Extended Errar Code: [ Timed Out 3 Enor Code: Extended Error Code: [ Timed Out &
Error Path: Errar Path:
Error Text: Error Texst
Device Message Source Element | Number | Destination Communication Path
of
Type Elements Element
WDC4V46C - 1 CIP Data INT_data[0] 200 Watchdog1_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -1 CIP Data INT_data[200] 8 Watchdog1_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 2 CIP Data INT_data[400] 200 Watchdog2_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 2 CIP Data INT_data[600] 8 Watchdog2_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 3 CIP Data INT_data[800] 200 Watchdog3_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 3 CIP Data INT_data[1000] | 8 Watchdog3_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 4 CIP Data INT_data[1200] | 200 Watchdog4_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 4 CIP Data INT_data[1400] | 8 Watchdog4_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -5 CIP Data INT_data[1600] | 200 Watchdog5_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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WDC4V46C -5 CIP Data INT_data[1800] | 8 Watchdog5_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 6 CIP Data INT_data[2000] | 200 Watchdog6_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 6 CIP Data INT_data[2200] | 8 Watchdog6_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -7 CIP Data INT_data[2400] | 200 Watchdog7_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -7 CIP Data INT_data[2600] | 8 Watchdog7_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 8 CIP Data INT_data[2800] | 200 Watchdog8_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 8 CIP Data INT_data[3000] | 8 Watchdog8_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -9 CIP Data INT_data[3200] | 200 Watchdog9_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C -9 CIP Data INT_data[3400] | 8 Watchdog9_Data Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 10 | CIP Data INT_data[3600] | 200 Watchdog10_Data | Ethernet_Bridge, 2,
Table Read 192.168.22.10
WDC4V46C - 10 | CIP Data INT_data[3800] | 8 Watchdog10_Data | Ethernet_Bridge, 2,
Table Read 192.168.22.10

Each CIP Data Table Read has a maximum length of 200 words. A second message is required to poll the remaining
8 words of data from each Watchdog. In the sample, there are only tags created to retrieve the status data from two
Watchdog’s.

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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E: M e - R R e R S Y " SErecT ANGUAGE. .. v |
W | path: [AB_ETHIP-11132.168.22 9\Backplane"1” &1 ProSoft Configuration.ppf - ProSoft Configuration Builder
@ File View Project Tools Help

4 H Il ksl AR 4 L A ) == = =
« v '\ Favorites A Add-Un {1 Elarms Bit Tirr B it H|+_r—‘m¢'4\'|p—"

x — — ED Default Project I Mame Status
__ B BSEB® B b | = Default Location « MBTCP Client1 Configured
B[] PLXG1-EP-MBTCP MBTCP Client 1 oK
MEC rigge a5, Comment METCP Client1 Commands ~ OK
. Sk g% EIP Class 3 Server

-8, EIP Class 1 Connection
-t EIP Class 3 Client 0

£
£
[
£
Configuration | Comrmunication | Tag []---,533, EIP Class 3 Client 1
£
£
£

Message Cenfiguration - Watchdog2a

-t EIP Class 3 UClient 0
-t MBTCP Servers

s g% MBTCP Client 0
5 Source Element: INT_data[400] El-gfy MBTCP Client 1

Mumber Of Elements: 200 = [B MBTCP Client1

5 B MBTCP Client1 Commands 1
. . Watchdog? Data - i [MBTCP Client 1 Commands]
Drestination Element: % METCP Client 2 START s L
- # Enable Internal Address
-t MBTCP L’_I!entB 1 Yes 200
g% MBTCP Client 4 2 Yes 500
-, MBTCP Client 5 3 Yes 600

£
£

£

i : 4 No 700
g% MBTCP Client6 NS

£

E

E

E

Meszage Type: [EIF’ [rata Table Read

% MBTCP Client7

-8, MBTCP Client 8

% MBTCP Client9

g% Commonhlet

.48 Ethernet Configuration

3 Enable ) Enable'waiting 2 Start 3 Dong

2 Error Code: Extended Error Code:

ple Error Path:
dge Error Test:

Ready

ProSoft Technology, Inc. ControlLogix to 4B Watchdog Super Elite
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Reference

The network settings for all the devices in this example is configured as follows:
Device [P Address Subnet Mask Gateway
WDC4V46C (1) 192.168.22.11 255.255.255.0 192.168.22.1
WDC4V46C (2) 192.168.22.12 255.255.255.0 192.168.22.1
PLX31-EIP-MBTCP 192.168.22.10 255.255.255.0 192.168.22.1
1756-EN3TR 192.168.22.9 255.255.255.0 192.168.22.1

ProSoft Technology, Inc.

ControlLogix to 4B Watchdog Super Elite
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