ProSoft

TECHNOLOGY

Where Automation Connects.

R/
>0
L XX

ELX-EIP-MBTCP
® EtherNet/IP™ and Modbus® TCP
ro nX Protocol Gateway Container

L)

December 19, 2025



Your Feedback Please

We always want you to feel that you made the right decision to use our products. If you have suggestions, comments,
compliments or complaints about our products, documentation, or support, please write or call us.

ProSoft Technology, Inc.
+1 (661) 716-5100

+1 (661) 716-5101 (Fax)
www.prosoft-technology.com
ps.support@belden.com

ELX-EIP-MBTCP Container User Manual
For Public Use.

December 19, 2025

ProSoft Technology®, is a registered copyright of ProSoft Technology, Inc. All other brand or product names are or
may be trademarks of, and are used to identify products and services of, their respective owners.

Content Disclaimer

This documentation is not intended as a substitute for and is not to be used for determining suitability or reliability of
these products for specific user applications. It is the duty of any such user or integrator to perform the appropriate
and complete risk analysis, evaluation, and testing of the products with respect to the relevant specific application or
use thereof. Neither ProSoft Technology nor any of its affiliates or subsidiaries shall be responsible or liable for
misuse of the information contained herein. Information in this document including illustrations, specifications and
dimensions may contain technical inaccuracies or typographical errors. ProSoft Technology makes no warranty or
representation as to its accuracy and assumes no liability for and reserves the right to correct such inaccuracies or
errors at any time without notice. If you have any suggestions for improvements or amendments or have found errors
in this publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or mechanical, including
photocopying, without express written permission of ProSoft Technology. All pertinent state, regional, and local safety
regulations must be observed when installing and using this product. For reasons of safety and to help ensure
compliance with documented system data, only the manufacturer should perform repairs to components. When
devices are used for applications with technical safety requirements, the relevant instructions must be followed.
Failure to use ProSoft Technology software or approved software with our hardware products may result in injury,
harm, or improper operating results. Failure to observe this information can result in injury or equipment damage.

© 2025 ProSoft Technology. All Rights Reserved.

for further information.

Prop 65 Warning — Cancer and Reproductive Harm — www.P65Warnings.ca.gov

For professional users in the European Union
If you wish to discard electrical and electronic equipment (EEE), please contact your dealer or supplier

Agency Approvals and Certifications

Please visit our website: www.prosoft-technology.com

ProSoft Technology, Inc. Page 2 of 105


https://www.prosoft-technology.com/
mailto:ps.support@belden.com
http://www.p65warnings.ca.gov/
https://www.prosoft-technology.com/

Open-Source Information

Open-Source Software used in the product

The product contains, among other things, Open-Source Software files, as defined below, developed by third parties
and licensed under an Open-Source Software license. These Open-Source Software files are protected by copyright.
Your right to use the Open-Source Software is governed by the relevant applicable Open-Source Software license
conditions. Your compliance with those license conditions will entitle you to use the Open-Source Software as
foreseen in the relevant license. In the event of conflicts between other ProSoft Technology, Inc. license conditions
applicable to the product and the Open-Source Software license conditions, the Open-Source Software conditions
shall prevail. The Open-Source Software is provided royalty-free (i.e. no fees are charged for exercising the licensed
rights). Open-Source Software contained in this product and the respective Open-Source Software licenses are
stated in the module webpage, in the link Open Source.

If Open-Source Software contained in this product is licensed under GNU General Public License (GPL), GNU Lesser
General Public License (LGPL), Mozilla Public License (MPL) or any other Open-Source Software license, which
requires that source code is to be made available and such source code is not already delivered together with the
product, you can order the corresponding source code of the Open-Source Software from ProSoft Technology, Inc. -
against payment of the shipping and handling charges - for a period of at least 3 years since purchase of the product.
Please send your specific request, within 3 years of the purchase date of this product, together with the name and
serial number of the product found on the product label to:

ProSoft Technology, Inc.
Director of Engineering

9201 Camino Media, Suite 200
Bakersfield, CA 93311

USA

Warranty regarding further use of the Open-Source Software

ProSoft Technology, Inc. provides no warranty for the Open-Source Software contained in this product, if such
Open-Source Software is used in any manner other than intended by ProSoft Technology, Inc. The licenses listed
define the warranty, if any, from the authors or licensors of the Open-Source Software. ProSoft Technology, Inc.
specifically disclaims any warranty for defects caused by altering any Open-Source Software or the product’s
configuration. Any warranty claims against ProSoft Technology, Inc. if the Open-Source Software contained in this
product infringes the intellectual property rights of a third party are excluded. The following disclaimer applies to the
GPL and LGPL components in relation to the rights holders:

“This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even the
implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU General
Public License and the GNU Lesser General Public License for more details.”

For the remaining Open-Source components, the liability exclusions of the rights holders in the respective license
texts apply. Technical support, if any, will only be provided for unmodified software.
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ELX-EIP-MBTCP & TCP Protocol Gateway Container
Start Here User Manual

1 Start Here

1.1 About the ELX-EIP-MBTCP Container

The ELX-EIP-MBTCP is a Docker Container designed to provide protocol gateway conversion
to the ProSoft Technology ELX3 hardware platform. This protocol gateway container facilitates
the data exchange between the EtherNet/IP™ (EIP) and Modbus® TCP (MBTCP) protocols,
supporting both Client and Server functionalities for each supported protocol.

The protocol gateway container is configured with the ProSoft Configuration Builder (PCB)
software. PCB is also used to download and upload the EIP and MBTCP network configurations
to the container.

The EtherNet/IP driver is tested and certified by the ODVA organization.

Note: To install the ELX-EIP-MBTCP container, please see the ELX3 User Manual. It can be downloaded at
www.prosoft-technology.com.

Note: For Security information, please see the ELX3 User Manual.

1.2 Configuring the ELX-EIP-MBTCP Container

ProSoft Configuration Builder software is used to configure the ELX-EIP-MBTCP container.
This software can be downloaded from: https://www.prosoft-technology.com/Products/ProSoft-
Software/ProSoft-Configuration-Builder

ProSoft Technology, Inc. Page 6 of 105


https://www.prosoft-technology.com/
https://www.prosoft-technology.com/Products/ProSoft-Software/ProSoft-Configuration-Builder
https://www.prosoft-technology.com/Products/ProSoft-Software/ProSoft-Configuration-Builder

ELX-EIP-MBTCP & TCP Protocol Gateway Container

Quick Setup Guide

2 Quick Setup Guide

This chapter provides a quick startup guide with examples on how to get the ELX-EIP-MBTCP
container application up and running. The application consists of a Client (source) sending data
to a Server (destination) through the container as follows:

CompactLogix™ L3

1

Modbus® TCP/IP

T vl
- -

ELX-EIP-MBTCP -
Container i 1¢

EtherNet/IP™

— B}

|| -

M340™ Flow Meter

2.1 ProSoft Configuration Builder

The ProSoft Configuration Builder (PCB) software provides a quick and easy way to manage

container configuration files. For more information, please see Chapter 3 ProSoft Configuration
Builder.

2.1.1 Creating a Project
1 Right-click on DEFAULT MODULE and select CHOOSE MODULE TYPE:

(€1 Untitled - ProSoft Configuration Builder = o X

File View Project Tools Help
D2H|+=roMv+2H 9.

£+ Default Project Name Status Information
=) {al Default Location t  Default Module Please Select Module Type
7] Default Module] Unknown Product Line
Delete
v Last Change: Never
Paste Last Download: Never

Choose Module Type
View Configuration
Write to Removable Media

Export Configuration File(s)

Load Config File # Module Information
Add External File # Last Change: Never
# Last Download: Never
Download from PC to Device # Application Rev
. # 0S Rev
Upload from Device to PC # Loader Rev:

Di o # MAC Address:
agnostics # configedit version: 4.8.0.018

# Module Configuration

[Module]
Module Type :
Module Name : Default Module

Default Module CAP NUM SCR

ProSoft Technology, Inc.

User Manual

Page 7 of 105



ELX-EIP-MBTCP ¢ TCP Protocol Gateway Container

Quick Setup Guide

User Manual

2 Atthe Product Line Filter select ELX. Under Select Module Type select

ELX-EIP-MBTCP. Then click OK.

Choose Module Type

Product Line Filter

T " PLX4000 ( PLX6000
" PLX5000  PLX30
" MVIGSE " MvIesL

" MvI4s  mMvIse
" MVI6es " MVISGE
 PLX80 * ELX

 MvI71
 PTQ

STEP 1: Select Module Type

Search Module Type

Module Definition:

| search by Product Number...

|ELx-E1P-MBTCP

STEP 2: Define Ports

=l

Ethernet/IP to Modbus TCP/IP

Communications Gateway Container

Section Status Action Required
 Comment Used

+ EIP Class 1 Connect... Used

¥ EIP Class 3 Client 0 Used

Y EIP Class 3 Client 1 Used UnCheck if Not Used
+ EIP Class 3 UClient 0 Used UnCheck if Not Used
' MBTCP Servers Used UnCheck if Not Used
+ MBTCP Client 0 Used

< MBTCP Client 1 Used

+ MBTCP Client 2 Used

+ MBTCP Client 3 Used

-/ MBRTCD Flient 4 lsad

a Untitled - ProSoft Configuration Builder

File View Project Tools Help

D2H+=rMv+rH Q.

3 The ELX-EIP-MBTCP container project is now ready for configuration.

=1 Default Project

=@l Default Location

< = (XTI

&% Comment
&% EIP Class 1 Connection
&% EIP Class 3 Client 0
&8 EIP Class 3 Client 1
& EIP Class 3 UClient 0
% MBTCP Servers
s MBTCP Client 0
% MBTCP Client 1
B MBTCP Client 2
&% MBTCP Client 3
S MBTCP Client 4
& MBTCP Client 5
% MBTCP Client 6
&% MBTCP Client 7
-8 MBTCP Client 8
& MBTCP Client 9
&% CommonNet

| Ready

I Name Status
/ ELX-EIP-MBTCP Configured
ELX EXEM
Comment Values OK
EIP Class 1 Connection Values OK
EIP Class 3 Client 0 Values OK
EIP Class 3 Client 1 Values OK
EIP Class 3 UClient 0 Values OK
MBTCP Servers Values OK
MBTCP Client 0 Values OK
MRTCD Cliant 1 Valuse OK

*

Module Information

Last Chan?e: Never

Last Download: Never
Application Rev:

0S Rev:

Loader Rev:

MAC Address:

configedit version: 4.9.0.042

e e W e e

*

Module configuration

[Module]
Module Type : ELX-EIP-MBTCP
Module Name : ELX-EIP-MBTCP

[Module comment]
# Put Comment Here

[EIP Class 1 Connection 1]
Input Data Address
Input Size

1 248
output Data Address : 2000
1 248

output size

ELX-EIP-MBTCP  CAP NUM

ProSoft Technology, Inc.
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ELX-EIP-MBTCP & TCP Protocol Gateway Container
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2.2 Establishing Communications with the Server

This section configures the ELX-EIP-MBTCP container to receive data from the Server.

The container will establish communications with the Client. It will store the received data at a
specific data address of the container database:

Container
ELX-EIP-MBTCP

Database

This step will depend on the supported Client communication protocol. For more information,
please see the following sections:

Client Protocol Client EtherNet/IP Client Role Container Role Section

Method
EtherNet/IP Class 1 Scanner Adapter 2.4.1 EtherNet/IP Class 1 Scanner
EtherNet/IP Class 3 Client Server 2.4.2 EtherNet/IP Class 3 Client
EtherNet/IP Class 3 Server Client 2.4.3 EtherNet/IP Class 3 Server
Modbus TCP N/A Client Server 2.4.4 Modbus TCP Client
Modbus TCP N/A Server Client 0

Modbus TCP Server
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ELX-EIP-MBTCP & TCP Protocol Gateway Container
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2.3 Sending Data to the Server

This section configures the ELX-EIP-MBTCP container to send data to the Server.

The container will establish communications with the Server. The same container database
address used to store the received data (see section 2.2 Establishing Communications with the
Server) will be the data source to be sent to the Server:

Container
ELX-EIP-MBTCP

sEms  cEme

Database

______________________

This step will depend on the supported Server communication protocol. For more information,
please see the following sections:

Server Protocol Server EtherNet/IP Server Role Container Role Section

Method
EtherNet/IP Class 1 Scanner Adapter 2.4.1 EtherNet/IP Class 1 Scanner
EtherNet/IP Class 3 Client Server 2.4.2 EtherNet/IP Class 3 Client
EtherNet/IP Class 3 Server Client 2.4.3 EtherNet/IP Class 3 Server
Modbus TCP N/A Client Server 2.4.4 Modbus TCP Client
Modbus TCP N/A Server Client 0

Modbus TCP Server
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2.4 Data Exchange

The following sections describe the various ways of data exchange using the EtherNet/IP and
Modbus TCP protocols.

2.4.1 EtherNet/IP Class 1 Scanner

The Class 1 data is exchanged between the ELX-EIP-MBTCP container and the EtherNet/IP
scanner through implicit connections. The container supports up to 8 connections where each
can transfer a maximum of 248 words in each direction. The data exchanged through each
connection is stored at the container database input and output sections as follows:

Container
ELX-EIP-MBTCP

! 1

! !

! 1

: 1

Connection X ! - |

! 1

N 1

! 1

Scanner ' Input |
Device ! |
A TR

! 1

! 1

! 1

: 1

! Database '

By default, the ELX-EIP-MBTCP container is configured with specific internal I/O memory
locations that map to the PLC’s Input Image (data received from the PLC) and Output Image
(data sent to the PLC) for each connection.

Connection # Input Start Address Input Size Output Start Address Output Size

1 0 248 2000 248
2 250 248 2250 248
3 500 248 2500 248
4 750 248 2750 248
5 1000 248 3000 248
6 1250 248 3250 248
7 1500 248 3500 248
8 1750 248 3750 248

The ELX-EIP-MBTCP container database configuration for Class 1 data storage can be edited
in the EIP Class 1 Connection X configuration in PCB. For more information, please see section
5.3.1 EIP Class 1 Connection.
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2411 Example 1

Consider a ControlLogix controller transferring the first two data bytes to the ELX-EIP-MBTCP
container through Connection #1 using class 1 communication:

4 ELX_EIP_MEBTCP:ON f.}
4 ELX_EIP_METCP:O1.Data {..}
B ELX_EIP_METCP:01.Data[0] 1

B ELX_EIP_METCP:O1.Datal1] 2

The container will automatically store the received data at database word address 2000 (since
Output Start Address for connection #1 is set as 2000 by default).

241.2 Example 2

Consider a ControlLogix controller receiving the first two data bytes of Connection #1 from the
ELX-EIP-MBTCP container using class 1 communication. The container will send the data
stored at database address 0 (word size) to the controller tags below. The reason for using
database address 0 is because the Input Start Address for connection #1 is set as 0 by default.

4 ELX_EIP_MBTCP:1.Data .
b ELX_EIP_METCP:I1.Data[0]
b EL¥_EIP_METCP:1.Data[1]

[= o TR ) R
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2.4.2 EtherNet/IP Class 3 Client

There is no user configuration required for this application since the ELX-EIP-MBTCP container
automatically operates as an EtherNet/IP Class 3 server to exchange data with an EtherNet/IP
Class 3 client.

When the container operates as an EtherNet/IP Class 3 server, the container database is
automatically mapped to the following tag names to provide data access for the EtherNet/IP

Class 3 device:

Database CIP Integer CIP Boolean CIP Bit Array CIP SINT CIP DINT CIP Real
Address Tag Tag Tag Tag Tag Tag

0 INT_Data[0] BOOLData[0] BITAData[0] SINTData[0] DINTData[0] REALData[0]
999 INT_Data[999] BOOLData[15984] SINTData[1998]

1000 INT_Data[1000] BOOLData[16000] BITAData[500] SINTData[2000] DINTData[500] = REALData[500]
1999 INT_Data[1999] BOOLData[31984] SINTData[3998]

2000 INT_Data[2000] BOOLData[32000] BITAData[1000] SINTData[4000] DINTData[1000] REALData[1000]
2999 INT_Data[2999] BOOLData[47984] SINTData[5998]

3000 INT_Data[3000] BOOLData[48000] BITAData[1500] SINTData[6000] DINTData[1500] REALData[1500]
3999 INT_Data[3999] BOOLData[63999] SINTData[7998]

9999 INT_Data[9999] BOOLData[159984] SINTData[19998]

24.21 Example

Consider an EtherNet/IP Class 3 Client device sending 5 words of data to the ELX-EIP-MBTCP
container through the following CIP message:

Configuration®  Communication Tag

Message Type: CIP Data Table Write

Source Element: ‘LocaI_INT_TAG
Number Of Elements: 5 >
Destination Element:  Int_data[300]

e MNew Tag...

The ELX-EIP-MBTCP container will store the received data at the following container database

addresses:

Class 3 Client Device Source Tags

Container Destination Tags

Container Database Address

Local_INT_TAG[0] INT_Data[500] 500
Local_INT_TAG[1] INT_Data[501] 501
Local_INT_TAG[2] INT_Data[502] 502
Local_INT_TAG[3] INT_Data[503] 503
Local_INT_TAG[4] INT_Data[504] 504

ProSoft Technology, Inc.
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2.4.3 EtherNet/IP Class 3 Server

The following steps will configure the ELX-EIP-MBTCP container EtherNet/IP Class 3 Client to
exchange data with an EtherNet/IP Class 3 Server.

1 In PCB refer to the EIP CLASS 3 CLIENT X section (connected client configuration) or EIP
CLASS 3 UCLIENT 0 (unconnected client configuration).

[&4 Untitled - ProSoft Configuration Builder - (m] X

File View Project Tools Help

U2H+=roNv+H 9.

=0 Default Project [ Name Status Information
-l Default Location + EIP Class 3 Client 0 Configured
[} ELX-EIP-MBTCP EIP Class 3 Client 0 oK
(a8 Comment EIP Class 3 Client 0 Comma... 0K
ésa EIP Class 1 Connection EIP Class 3 Client 0 Comma... 0K
b

&%, EIP Class 3 Client 1
(- g% EIP Class 3 UClient 0
&% MBTCP Servers
#)-a% MBTCP Client 0

gt MBTCP Client 1
()& MBTCP Client 2

s MBTCP Client 3
[)-g8% MBTCP Client 4 [EIP class 3 client 0]

T Minimum Command Delay : 50
% MBTCP Client 5 Response Timeout : 1000
[ g%, MBTCP Client 6 Retry Count 13

&% MBTCP Client 7

! [EIP Class 3 Client 0 Commands]
#-afa MBTCP Client 8 START

% MBTCP Client 9 END
(- CommonNet

\Ready ELX-EIP-MBTCP CAP NUM SCRL

2 To configure a CIP Data Table Read/Write command, double-click on EIP CLASS 3
CLIENT X COMMANDS CONTROLLER TAG ACCESS.

For unconnected client commands, double-click on EIP CLASS 3 UCLIENT 0 COMMANDS
CONTROLLER TAG ACCESS.

a Untitled - ProSoft Configuration Builder

File View Project Tools Help

JU2H +=2NMv+r R 9.
=] Default Project
=)-_al Default Location
=) -m#e ELX-EIP-MBTCP
[+ &% Comment
&% EIP Class 1 Connection
[ g% EIP Class 3 Client 0
-[B EIP Class 3 Client 0
B
B EIP Class 3 Client 0 Commands CIP Generic
[#-g% EIP Class 3 Client 1
5% EIP Class 3 UClient 0

+« 2 ADTAN Cacimes
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3 Inthe Edit— EIP Class 3 Client X Commands (or Edit — EIP Class 3 UClient 0
Commands) dialog, click ADD Row to create a new command.

B " Edit - EIP Class 3 Client 0 Cemmands x

Enable Intermal Addrese | PollInterval | Reg Count | Swap Code IP:

Set to Defaults | Add Row | | | |

| | | Ok, | Cancel |

4 To edit the command parameters, double-click on the command or click on EDIT Row.

B Edit - EIP Class 3 Client 0 Commands X
Enable Internal Address | Poll Interval | Reg Count | Swap Code IPs
& Di:-bie | 0 0 1 No Change 11

Enable W alue Status - DK,

SettoDefauIts| Add Row | InseltH0w| Delete Row Move Up | MoveDown|
Edit Row | Copy Raow | | QK | Cancel |
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5 Edit the parameter values for the CIP data table command. The example below will
configure the ELX-EIP-MBTCP container to write 10 integer values (stored at Internal
Addresses 0 to 9) to the server IP 192.168.0.30 (controller tags DestinationTag[0]
through DestinationTag[9]). The command will continuously be sent every second.

Edit - Row 1 >
[Enable
Internal Address 0
Poll Interval 10 :
Reg Count 10
Swap Code Mo Change
IF Address 192.168.0.30
Slot 2
Func Code CIP Data Table Write
Data Type INT ST
Tag Mame DestinationTag E—
Offset 0 . 1,
Comment Thiz field defines whether or

not the command is to be
executed and under what
conditions.

0 = The command is disabled
and will not be executed in the
narmal polling sequence.

1 = The command is executed
each scan of the command list
if the Poll Interval Time is set
to zero. If the Poll Interval time
iz zet, the command is
executed when the interval
timer expires.

Reset Tag | Reset All ‘

Ok | Cancel ‘

6 To create a Generic CIP Class 3 Client 0 command, refer to the EIP CLASS 3 CLIENT X
CoMmMANDS CIP GENERIC section. For an unconnected client configuration, refer to the
EIP CLASS 3 CLIENT 0 CoMMANDS CIP GENERIC section.

a Untitled - ProSoft Configuration Builder

File View Project Tools Help

U2H +=2NMv+r R 9.
- Default Project
=-Lal Default Location
[=-~4g ELX-EIP-MBTCP
[ g% Comment
g%, EIP Class 1 Connection
5] g% EIP Class 3 Client 0
[8 EIP Class 3 Client 0
B8 EIP Class 3 Client 0 Commands Controller Tag Access
B
[+ g% EIP Class 3 Client 1

g% EIP Class 3 UClient 0
m 2 MRTOD Cencare
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7 The procedure is the same as previously covered for the Controller Tag Access
commands, except the generic CIP parameters (service, class, instance, attribute) are
required instead of the CIP Data Table Read/Write parameters.

Edit - Row 1 X
[Enable
Internal Address 0
Poll Intervs| 0 -
Reg Count o
Swap Code Mo Change
IP Address 192.168.0.30
Slot 2
Func Code CIP Generic
Service Code (Hex) 0z S
Class (Hex) o1 Definition:
Instance a 01,2
Attribute (Hex) 1 This field defines whether or
Comment not the command is to be

executed and under what
conditions.

0 = The command is disabled
and will not be executed in the
normal polling sequence.

1 = The command is executed
each scan of the command list
if the Poll Interval Time is set
to zero. If the Poll Interval time
is set, the command is
executed when the interval
timer expires.

Reset Tag | Reset All |

oK | Cancel |

8 Refer to section 5.3.2 EIP Class 3 Client [x] Connection for more information on the

command parameters.
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2.4.4 Modbus TCP Client

The ELX-EIP-MBTCP container automatically operates as a Modbus TCP server to exchange
data with a Modbus TCP client.

When the container operates as a Modbus TCP server, the database is mapped by default to
the following Modbus addresses to provide data access for the Modbus TCP client:

Container Database

Read Modbus Input Register

Read Modbus Holding Register

Word Address Address (Function Code 4) Address (Function Code 3)
0 30001 40001
1000 31001 41001
2000 32001 42001
3000 33001 43001
9998 39999 49999

Container Database

Read Output Coils

Read Discrete Inputs

Bit Address (Function Code 1) (Function Code 2)
0 00001 10001
1000 01001 11001
2000 02001 12001
3000 03001 13001
9998 09999 19999

ProSoft Technology, Inc.
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2441 Example

Consider a Modbus TCP client device that writes one holding register (Function Code 6 or 16)
to Modbus address 42001 in the ELX-EIP-MBTCP container. The received value will be stored
at database address 2000:

Container
ELX-EIP-MBTCP

555 2000

Write one Holding Register to
Modbus Address 42001

Modbus TCP (value = 555) !

v

Database

The user can optionally configure a database offset to the database mapping and certain timing
parameters associated with the Modbus TCP server feature in the MBTCP Servers section in
PCB. For more information, please see section 6.3.7 MBTCP Servers.

ﬁ Untitled - ProSoft Configuration Builder

File View Project Tools Help
J2H +=2Mdvr R 9.
= Default Project
=@l Default Location
-~ ELX-EIP-MBTCP
[ g% Comment
& 63& EIP Class 1 Connection
[+ ,535 EIP Class 3 Client 0
g% EIP Class 3 Client 1
[+ 685 EIP Class 3 UClient 0
El-g% MBTCP Servers
AVETCP senver
5%, MBTCP Client 0

[ g% MBTCP Client 1
o2 MRTCD Client 2
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2.4.5 Modbus TCP Server

This section configures the ELX-EIP-MBTCP container as a Modbus TCP client to exchange
data with a Modbus TCP server.

1 In PCB refer to the MBTCP Client X section for the Modbus TCP client configuration.

a Untitled - ProSoft Configuration Builder

File View Project Tools Help

J2H +=2NMVvrPR 9.
= Default Project
=}-_al Default Location

, £~y ELX-EIP-MBTCP
| 2] ,53& Comment
= ,53,5 EIP Class 1 Connection
2] ,53& EIP Class 3 Client 0
,53,1, EIP Class 3 Client 1
[ g8 EIP Class 3 UClient 0
,53,3, MBTCP Servers
Eah

(B MBTCP Client 0

B# MBTCP Client 0 Commands
,_.,Sa MBTCP Client 1
[#-g% MBTCP Client 2

;a MBTCP Client 3
m 2 MRTCD Client 4

2 Double-click on MBTCP CLIENT X COMMANDS to configure the commands for data
exchange between the ELX-EIP-MBTCP container and the Modbus TCP server.

) g% MBTCP Client 0
. ~[B MBTCP ClientD

:EMBTCP Client 0 Commands

3 Inthe Edit— MBTCP Client X Commands dialog, click on ADD Row to create a new
command. Then double-click on the command or click on EDIT ROw.

B Edit - MBTCP Client 0 Commands X

Enable Internal Address | PallInterval | Reg Count | Swap Code Mode IP Address | Serv Port | Server Addiess | ModBus Function

Set to Defaults ‘ Add Row | | |

‘ | ‘ oK | Cancel |
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4 The example below configures the ELX-EIP-MBTCP container Modbus Client to write 10
holding register values stored at container database addresses 0 to 9 to the Modbus
TCP server IP 192.168.0.30 starting at address 40101. The command will be sent
continuously every second.

Refer to section 6.3.3 MBTCP Client [x] Commands for more information on the
command parameters.

Edit - Row 1 X
[Enable
Internal Address 0
|| Pall Interval 10 Yes =
H Reag Count i0
Swap Code No Change
| | Node IP Address 192.168.0.30
Serv Port 502
Server Address 1
ModBus Function FC 16 - Preset (Write) Multiple S
MEB Address in Device 100 EEinren:

Comment 01,2

This field defines whether or
not the command is to be
executed and under what
conditions.

0 = The command is disabled
and will not beexecuted in the
normal polling seguence.

1 = The command is executed
each scan of the command list
if the Poll Interval Time is set
to zero. If the Poll Interval time
is set, the command is
executed when the interval

Reset Tag | Reset All |

oK | Cancel |

5 Click on OK to confirm the command.

6 Repeat the same procedure to create additional commands for data exchange between
the ELX-EIP-MBTCP container and the Modbus TCP server.

7 Modbus TCP Client timing and other advanced parameters are available through the
MBTCP Client X section in PCB. For more information, please see section 6.3.2 MBTCP
Client [x].

&% MBTCP Client 0

S| § MBTCP Client 0

B MBTCP Client 0 Commands

8 Save and download the configuration to the Container. For more information, see
section 3.3 Downloading the Project to the Container.

9 Diagnostics can be accessed in ProSoft Configuration Builder. For more information, see
section 3.5.1 Diagnostics Menu.
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3 ProSoft Configuration Builder

3.1 Overview

ProSoft Configuration Builder (PCB) software provides a quick and easy way to manage the
ELX-EIP-MBTCP container configuration files in a graphical, tree-structured layout. It includes
extensive online help to define configuration parameters and database configuration.

It can be downloaded at: www.prosoft-technology.com.

3.1.1 Compatible Operating Systems

¢ Windows 11
¢ Windows 10 Pro x64

Note: To use PCB with older Windows operating systems, be sure to install it using the Run as Administrator option.
To find this option, right-click the Setup.exe program icon, and then click RUN AS ADMINISTRATOR on the context
menu. Using the Run as Administrator option allows the installation program to create folders and files on the PC with
proper permissions and security.

If the RUN AS ADMINISTRATOR option is not used, the ProSoft Configuration Builder may appear to install correctly but
multiple file access errors will appear when ProSoft Configuration Builder is running. If this happens, completely
uninstall the ProSoft Configuration Builder, then re-install using the Run as Administrator.

3.1.2 Hash Signature

Before installing PCB, compare the sha256 hash on the PCB webpage with the sha256 hash
calculated from the PCB .exe file. Use the Windows "certutil" utility to calculate the sha256
hash.

In the Windows Command Prompt navigate to the file location, then enter the following
command:
CertUtil -hashfile path\file name.ext SHA256

Example:
CertUtil -hashfile C:\Downloads\PCB 4.9.0.042.exe SHA256
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3.2 Using ProSoft Configuration Builder

The ProSoft Configuration Builder window consists of a tree view on the left, an information
pane, and a configuration pane on the right side of the window. The following illustration
displays the ProSoft Configuration Builder window with a new project.

m Untitled - ProSoft Configuration Builder
File View Project Tools Help
O2H| & | .| e.

o] @]

=-0 Default Project
= Default Location

N Default Module

Mame Status Information

' Default Module Please Select Module Type
Unknown Preduct Line

Last Change: Mever
Last Download: MNever

1

~

mModule Information

Last Change: MNewver

Last Download: Never

application Rew:

05 REV:

Loader Rev:

mMaC Address:

configedit wersion: 4.3.4 Build &

FHFEEFEEHRE

# Module Configuration

[Module]
Module Type :

mModule Mame : pefault Module

Ready

Default Module CAP NUM

SCRL
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3.2.1 Selecting the ELX-EIP-MBTCP Container
To add the ELX-EIP-MBTCP container to the project:

1

w

3.2.2

Right-click DEFAULT MODULE in the tree view and then choose CHOOSE MODULE TYPE.
This opens the Choose Module Type dialog.

Choose Module Type X |
Product Line Filter
& Al € PLX4000 ¢ PLX6000 " MVI46 " MvIse © MvI71L
" PLX5000  pLX30 " MVIES  MVIS6E  PTQ
© MVIESE  MvIsSL " pLx80 * ELX
Search Module Type
STEP 1: Select Module Type Module Definition:
[ Search by Product Number Ethernet/IP to Modbus TCP/IP
'Communications Gateway Container
Eocerwerce K]
STEP 2: Define Ports
Section Status Action Required ~
w/Ccmment Used
+ EIP Class 1 Connect... Used
VEIP Class 3 Client 0 Used
Y EIP Class 3 Client 1 Used UnCheck if Not Used
 EIP Class 3 UClient 0 Used UnCheck if Not Used
‘/ MBTCP Servers Used uUnCheck if Not Used
' MBTCP Client 0 Used
+ MBTCP Client 1 Used
+ MBTCP Client 2 Used
+ MBTCF Client 3 Used
</ MRTCD Cliant 4 licad >
< >
OK I Cancel

In the Product Line Filter area of the dialog, select the ELX radio button.

Select the ELX-EIP-MBTCP model.
Click OK.

Connecting the PC to the ELX3

Connect one end of the Ethernet cable to the ELX3 ProLinx Edge gateway and the other end to
an Ethernet hub or switch accessible from the same network as the PC. Or, directly connect

from the Ethernet Port on the PC to the ELX3 ProLinx Edge gateway.
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3.3 Downloading the Project to the Container

To download the project file from the PC to the container:

1 Inthe tree view in ProSoft Configuration Builder, right-click the ELX-EIP-MBTCP icon
and select DOWNLOAD FROM PC TO DEVICE.
=1 Default Project Name
=@ Default Location v ELX-EIP-MBTCP
=R ] ELX-EIP-MBTCE Fl Y
[ g% Comment Delete
685 EIP Class 1¢ Copy 0
[ g% EIP Class 3 ¢ Pt i
5% EIP Class 3 (¢ i
oo, EIP Class 31 View Configuration Ic
s, MBTCPSen  \yrite to Removable Media 5
= 63’!' M lee Export Configuration File(s) at
635 MBTCP Clie ) o
® 633, MBTCP Clie Load Config File B
685 MBTCP Clie Add External File ‘o
&%, MBTCP Clie -
& MBTCP Clie | Download from PC to Device I lg
[ 4% MBTCP Clie Upload from Device to PC w
5%, MBTCP Clie Diagnostics "
82 RADTOD Clicne w - e
2 In the Download files from PC to module dialog, in the Select Connection Type
dropdown box, select the default ETHERNET option.
|
I
STEP 1: Select Communication Path:
Select Connection Type: v| Browse Device(s)
Ethernet: [ o .0 o .0 Use Default 1P
ClPconnect: I 4|
STEP 2: Transfer File(s):
DOWNLOAD I I Test Connection I
| Cancel I
3 Click BROWSE DEVICE(S) to select the container from the ProSoft Discovery Service

dialog.
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4 Double-click on the container icon. This will populate the target IP address for the

download.

A Prosoft Discovery Service

Q

Sn; =L
ELX3

192.168.0.250:3080

* Sn: .
ProLinx cceruetce
edge

52.168.0.200

Click the search icon te begin the browse

Download files from PC to module X

Select Connection Type:

STEP 1: Select Communication Path:

Ethernet v Browse Device(s)

STEP 2: Transfer File(s):

DOWNLOAD |

Ethernet: | 192 . 168 . 0 . 200 Use Default IP
CIPconnect: I

I Test Connection |

| Cancel |

5 Click TEST CONNECTION to verify that the IP address allows access to the
ELXEIPMBTCP container.

6 If the connection succeeds, click DOWNLOAD to transfer the Ethernet configuration to the
ELX-EIP-MBTCP container.

7 Click OK when complete.
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3.4 Uploading the Project from the Container

To upload the project file from the container to the PC:

1 In the tree view, right-click the ELX-EIP-MBTCP icon and then select UPLOAD FROM
DEevICE TO PC. This opens the Upload dialog.

=-_1 Default Project Name
=@l Default Location v ELX-EIP-MBTCP
=B JELX-EIP-MBTCP ELX

(] g% Comment Delete
&% EIP Class 1 Copy Cc?
- g% EIP Class 3 Cli
Paste Ci
g% EIP Class 3 W
[ EIP Class 3 View Configuration pc
ver
s MBTCP Ser Write to Removable Media it
5%, MBTCP Cli ) ) ] " :
& MBTCP Cli Export Configuration File(s) 2t
M 63& MBTCP Cli Load Config File e
&% MBTCP Cli Add External File fo

[#]-g% MBTCP Cli

6‘3& MBTCP Cli Download from PC to Device ?g
% MBTCP Cli [ Upload from Device to PC ] on
63& MBTCP Cli Diagnostics Ve

m 2 MRTrD Ml

2 In the Upload files from module to PC dialog, in the Select Connection Type dropdown
box, select the default ETHERNET option.

Upload files from module to PC X

Select Connection Type:

STEP 1: Select Communication Path:

Ethernet - Browse Device(s)

STEP 2: Transfer File(s):

UPLOAD |

Ethernet: | o .0 .0 . O Use Default IP
ClPconnect: I

| Test Connection |

I Cancel I

3 Click BROWSE DEVICE(S) to select the container from the ProSoft Discovery Service

dialog.
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4 Double-click on the container icon. This will populate the target IP address for the

download.

.ﬁ Prosoft Discovery Service

Sn: D0ODBDAZ3ZTA
PL¥31-EIP-MBTCF
192.168.0.123

+  8n: 939475 PO n: 0742C0A300CE
ProLinx =. ProLinx EEesis:ie:
edge 152 163.0.250:3080 E5523197 163.0.200

Click the search icon to begin the browse

Upload files from module to PC X

STEP 1: Select Communication Path:

Ethernet: [192 . 168 . 0

. 200

CIPconnect: |

STEP 2: Transfer File(s):

UPLOAD |

Select Connection Type: Ethernet v Browse Device(s) I

Use Default IP I
| iz
I

Test Connection |

| Cancel I

5 Click TEST CONNECTION to verify that the IP address allows access to the container.
6 If the connection succeeds, click UPLOAD to transfer the Ethernet configuration to the

PC.
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3.5 Diagnostics and Troubleshooting

ProSoft Configuration Builder has many useful tools to help with diagnostics and
troubleshooting. Use PCB to connect to the container and retrieve status and configuration data.

In PCB, right-click on the container name and select DIAGNOSTICS to open the Diagnostics
dialog.

-1 Default Project
=-{zal Default Location

= ~ae RSEAYATEY

&5 Con Delete

,;3;, EIP 1 Copy

& EIP1 Paste

,53;, EIP1

ot EIP1 View Configuration

‘Ege‘ MB_ Write to Removable Media
&% MB R
& MB" Export Configuration File(s)
&5 MB Load Config File

gy ME Add External File

oty MB'

o, ME Download from PC to Device
& MB Upload from Device to PC
B-ata ME Diagnostics %

o MBicr i w

-8 MBTCP Client 9

=% CommonNet
-8 DATA MAP

&4 Diagnostics

Connection Log Module
L NS S
Time : 09.15.12 -|

g%, MODULE select item within "ELX-EIP-MBTCP" for diagnostic information

[ version
| [ DataMap
g Database View
[ asci
I @ Decimal
[ Hex
| [ Float
=l g% MBTCP Server
[ Server Config
| [ Cormm Status
= g% EIP Class 1 Connection
[ Config
| @ status
B g% EIP Class 3 Server
(& Config
| [ Cormm Status
g% EIP Class 3 Client 0
I [ cenfig
I [ Cormm Status
I @ Commands
I @ Crod Ercrs{Decimal)
[l Frnd FreaesiHesd ot j
Path “Ethernet - 192.168.0.200"
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If there is no response from the container, follow these steps:

1 From the toolbar, click the SETUP CONNECTION button.

M| S| 8[< ]

Connection Setup |

Select Connection Type: | Ethernet - I

Ethemet
10 .12 .1 254

ProSoft Discovery Service (FDS)

Browse Devicels] I

ClPconnect

| H192 168,01 00,01 50356

Teleomectinnl {Co

2 Inthe Connection Setup dialog box, select ETHERNET from the SELECT CONNECTION TYPE

list.

3 Enter the container’s IP address in the ETHERNET field, or click BROWSE DEVICE(S).

4 Click CONNECT.

5 Verify that the Ethernet cable is properly connected between the computer’'s communication

port and the container’s assigned ethernet port (Port 1 by default).

6 If a connection is still not established, contact ProSoft Technology Technical Support for

assistance.
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3.5.1 Diagnostics Menu

The Diagnostics menu is arranged as a tree structure in the left side of the Diagnostics window.

a Diagnostics

Connection Log Module

=] 298

ELX-EIPMBTCP

=1 g% MODULE
Q
(3 oataMap

= 63;, Database View
@ asan
G Decimal
ca Hex
(3 Float

=) g% MBTCP Setver
Q Setver Config
Q Comm Status

= g% EIP Class 1 Connection
Config
@ status

= &% EIP Class 3 Server
c] Conlfig
(3 Comm Status

= g% EIP Class 3 Chert 0
(3 Config
G Comm Status
Q Commands
(d Cmd Enors(Decimal)
A Cmd FrnesHax)

Path "Ethemet - 192.168.0.200"

ELX-EIP-MBTCP > MODULE > version :

PRODUCT NAME

PRODUCT NAME CODE
SOFTWARE REVISION LEVEL
OPERATING SYSTEM REVISION
MY IP ADDRESS

MY ETHERNET ADDRESS (HEX)
PROGRAM SCAN COUNTER
SYSTEM FREE MEMORY

MODULE NAME

Time : 11.24.28 -|
[Refresh coun

ELX-EIP-MBTCP
:EXEM

:5.4.45-PS1#5
:192.168.0.200
:02:42:C0:A8:00:C8
162650602809
1977121280

:NOT CONFIGURED

Caution: Some of the commands from this menu are designed for advanced debugging and system testing only, and
can cause the container to stop communicating, potentially resulting in data loss or other communication failures.

Use these commands only if their potential effects are understood or specifically directed to do so by ProSoft

Technology Technical Support engineers.

Menu Submenu Description
Command Command
Module Version Displays the container’s current software version and other important values.
Data Map Displays the container’s Data Map configuration.
Database ASCII Displays the contents of the container’s database in ASCII character format.*
View Decimal Displays the contents of the container’s database in decimal number format.*
Hex Displays the contents of the container’s database in hexadecimal number format.*
Float Displays the contents of the container’s database in floating-point number format.*

* Use the scroll bar on the right edge of the window to navigate through the database. Each page displays 100 words
of data. The total number of pages available depends on the container’s configuration.
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3.5.2 Capturing a Diagnostic Session to a Log File

A Diagnostics session can be captured to a log file. This feature can be useful for
troubleshooting and record-keeping purposes, and for communication with ProSoft
Technology’s Technical Support team.

To capture session data to a log file

1 Open a Diagnostics window.

2 Tolog a Diagnostics session to a text file, from the toolbar, click the LOG FILE button. Click
the button again to stop the capture.

DESLE

3 To view the log file, from the toolbar, click the VIEW LOG FILE button. The log file opens as a
text file that can be renamed and saved to a different location.

NESEE

4 If multiple sequential sessions are captured, PCB appends the new data to the end of the
previously captured data. To clear the previous data from the log file, click the CLEAR DATA
button each time before capturing data.

)

3.5.3 Warm Boot / Cold Boot

Warm and Cold booting the container can be done by clicking MODULE > GENERAL > WARM
BooT or CoLD BOOT.

2] 5

-
a Diagnostics

Connection Log | Module

~ |, General 3 Transfer Config to Processor
Y| oy ,
Data Analyzer 3 Warm Boot
il

Cannhot Connhect to T Address Cold Boot
el A €55
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4 Internal Database

The internal database is central to the functionality of the ELX-EIP-MBTCP container. The
container shares this database between all the protocols of the ELX-EIP-MBTCP container and
uses it as a conduit to pass information from one protocol to another protocol. This permits data
from devices using one protocol to be accessed and controlled by devices using another

protocol.

In addition to data from the client and server, status and error information generated by the
container can be mapped into the user data area of the internal database. The internal database
is divided into two areas:

o Upper Memory: Internal database range for ELX-EIP-MBTCP container status data.
This data range is reserved for the status data of the EIP driver, MBTCP driver, and
ELX-EIP-MBTCP container.

¢ Lower Memory: Internal database range for ELX-EIP-MBTCP container user data area.
This is where incoming and outgoing EIP and MBTCP protocol data from external
devices is stored and accessed.

ELX-EIP-MBTCP Container

Internal Memory

———
Upper Memory

Status Data Addresses

EIP Status Data:
17000 to 18979

EIP Client Status Data:
17900 to 22909

MBTCP Status Data:
16200 to 16229

MBTCP Client Status Data:
25500 to 25759

v

Lower Memory

User Data Addresses
0 to 9999

\_/

Upper Memory data is not directly accessible
through either protocol. Use the DATA MAP
feature in ProSoft Configuration Builder
to access this data.

Lower Memory Read / Write
data is accessible through
EIP or MBTCP protocol
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Either protocol in the ELX-EIP-MBTCP container can write data to and read data from the Lower
Memory user data area.

o |f the protocol gateway container is acting as an EIP or MBTCP client, commands are
configured to read/write data from/to external server devices. The incoming read-data is
stored at a specified address of the ELX-EIP-MBTCP container user data area. The
outgoing write-data is accessed from a specified address of the ELX-EIP-MBTCP
container user data area.

¢ If the protocol gateway container is acting as an EIP or MBTCP server, the external
client reads/writes data from/to a specific location in the ELX-EIP-MBTCP container user
data area.

Note: For more information on specific EIP and MBTCP status data, please see:
EIP: Section 5.4.2 EIP Status Data in Upper Memory
MBTCP: Section 6.4.2 MBTCP Status Data in Upper Memory

To access the protocol gateway container status data, use the Data Mapping feature to copy data from the container
status data area (Upper Memory) to the user data area (Lower Memory). For more information, please see chapter 7
Mapping Data in Container Memory.

Otherwise, use the diagnostic functions in ProSoft Configuration Builder to view the current container status data
(section 6.4 Network Diagnostics).
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5 EIP Configuration

5.1

EIP Functional Overview
The EIP driver of the ELX-EIP-MBTCP container is used to interface Rockwell Automation

processors or other software-based EtherNet/IP™ solutions.

The following illustration shows the functionality of the EtherNet/IP protocol.

EtherNet/IP

ELX-EIP-MBTCP Server LU
Internal o
Database 2
E P
(Addresses 0 to 9999 g
for Read / Write EtherNet/IP =

Registers) Client

ien
\____/

5.1.1 EtherNet/IP Specifications

Specification Description

Number of Class 3 Server Connections 5

Supported PLC Types ControlLogix®, CompactLogix™
Supported Message Types CIP

Class 3 Client Connections

Connected: 2
Unconnected: 1

Number of Class 1 I/O Connections

8

I/O connection sizes

Input: 1 to 248
Output: 1 to 248

RPI Time Ranges

8 Connections: 10ms minimum RPI for all connections

CIP Services Supported

0x4C: CIP Data Table Read
0x4D: CIP Data Table Write
CIP Generic

Command List

Support for 100 commands per Client, each configurable for command

type, IP address, register to/from addressing and word/bit count.
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5.2 EIP Internal Database

5.2.1 EIP Client Access to ELX-EIP-MBTCP Container Database

The client functionality exchanges data between the ELX-EIP-MBTCP container's internal
database and EtherNet/IP servers on the network. The command list defined in ProSoft
Configuration Builder specifies the data to be transferred between the ELX-EIP-MBTCP
container and each of the EtherNet/IP servers on the network.

The following illustration describes the flow of data between the EIP Client and the internal
database.

Processor
Server

Network
Client

1Re3d or

=y O

IWrite Functon

5.2.2 EIP Server Access to ELX-EIP-MBTCP Container Database

EtherNet/IP Server support in the ELX-EIP-MBTCP container allows client applications (such as
HMI software and processors) to read from and write to the ELX-EIP-MBTCP container’s
database. The server driver is able to support multiple concurrent connections from several
clients.

The EIP server supports Class 3 Server functionality for CIP Generic and CIP Data Table
Read/Write.

When configured as a server, the user data 0 be seen on the network.
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5.3 EIP Driver Configuration

5.3.1 EIP Class 1 Connection

Use the EIP Class 1 Connection when the container acts as an EtherNet/IP server transferring
data to and from a PLC client using a direct I/O connection. Direct /O connections can quickly
transfer large amounts of data.

The EIP driver can handle up to eight I/O connections, each with 248 words of input data and

248 words of output data.

5.3.1.1 Configuration

After the ELX-EIP-MBTCP container has been created in Studio/RSLogix 5000, the connections

in the ELX-EIP-MBTCP container can be configured in PCB.

1 In ProSoft Configuration Builder, click the [+] next to the EIP Class 1 Connection.

=] Default Project
=-{.a) Default Location
[--mg ELX-EIP-MBTCP
[+ g% Comment

= }i IP Class 1 Connection

[a
[D

[
13

B
[D

[

B EIP Class 1 Connection 1
EIP Class 1 Connection 2

& EIP Class 1 Connection 3

EIP Class 1 Connection 4

& EIP Class 1 Connection 5

EIP Class 1 Connection 6

& EIP Class 1 Connection 7

EIP Class 1 Connection 8

5% EIP Class 3 Client 0
g, EIP Class 3 Client 1

g% EIP Class 3 UClient 0
m 2 MRTCD Sanrarc
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2 Double-click the EIP Class 1 Connection [x] to display the Edit - EIP Class 1 Connection

[x] dialog.
Edit - EIP Class 1 Connection 1 X
[Tnput Dats Address

Input Size 248

Output Data Address 2000 m

Qutput Size 248
Comment:
Definition:

Starting database word
address (Input).

Reset Tag | Reset All |

oK | Cancel |

3 Inthe dialog, click a parameter and enter a value for the parameter. There are four
configurable parameters for each |/O connection:

Parameter Value Range Description

Input Data Address 0 to 9999 Specifies the starting address within the container’s virtual database for
data transferred from the container to the PLC.

Input Size 1to 248 Specifies the number of Integers being transferred to the PLC's input
image (248 integers max).

Output Data Address 0 to 9999 Specifies the starting address within the container’s virtual database for
data transferred from the PLC to the container.

Output Size 1t0 248 Specifies the number of integers being transferred to the PLC's output

image (248 integers max).
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5.3.2 EIP Class 3 Client [x] Connection

Use the EIP Class 3 Client [x] connections when the ELX-EIP-MBTCP container is acting as a

Client initiating message instructions to the server devices. The EIP driver supports 2

Connected Clients and 1 Unconnected Client, each configurable with up to 100 commands per
client. The EIP driver supports 1 unconnected client connection. Typical applications include

SCADA systems, and SLC communication.

5.3.2.1 Configuration

To configure Class 3 Client [x] connections:

1 Click the [+] next to EIP Class 3 Client [x].

=-{_] Default Project
=-_al Default Location
[=) -~y ELX-EIP-MBTCP
&%, Comment

&% EIP Class 1 Connection

SR M EIP Class 3 Client 0

(B EIP Class 3 Client 0

B EIP Class 3 Client 0 Commands Controller Tag Access
- EIP Class 3 Client 0 Commands CIP Generic

2 Double-click the lower EIP Class 3 Client [x] icon to display the Edit - EIP Class 3 Client [x]

dialog.

Edit - EIP Class 3 Client 0 X

Minimum Command Dela 50 | Minimum Coemmand Delay
Response Timeout 1000
Retry Count 3

Comment:

Definition:

Minimum number of msec's
between commands (0-65535)

Reset Tag | Reset All

oK | Cancel
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3 Inthe dialog, click any parameter to change its value. The following table specifies the
configuration for the EIP Client device on the network port:

Parameter Value Description

Minimum 0 to 65535 Specifies the number of milliseconds to wait between the initial issuances of a

Command  milliseconds command. This parameter can be used to delay all commands sent to servers to

Delay avoid "flooding" commands on the network. This parameter does not affect retries of
a command as they will be issued when failure is recognized.

Response 0 to 65535 Specifies the amount of time in milliseconds that a Client will wait before re-

Timeout milliseconds transmitting a command if no response is received from the addressed server. The
value to use depends on the type of communication network used, and the expected
response time of the slowest device connected to the network.

Retry Count 0to 10 Specifies the number of times a command will be retried if it fails.
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5.3.2.2 Commands

Each of the EIP Class 3 Client’s configuration includes a separate command list for each
supported command type (i.e. CIP Generic).

Each list is processed from top to bottom, one after the other, until all specified commands are
completed, and then the polling process begins again.

This section defines the Class 3 Client [x] commands to be issued from the container to server
devices on the network. Use these commands for data collection and control of devices on the
TCP/IP network. In order to interface the virtual database with Rockwell Automation
Programmable Automation Controllers (PACs), Programmable Logic Controllers (PLCs), or
other EtherNet/IP server devices, a command list must be constructed using the parameters for
each message type.

To add Class 3 Client [x] commands:

1 In ProSoft Configuration Builder, click the [+] next to EIP Class 3 Client [x]. Then double-
click the desired command type to display the Edit - EIP Class 3 Client [x] Commands
dialog.

=1 Default Project
=)l Default Location
[~ ELX-EIP-MBTCP
- g% Comment
68?.1 EIP Class 1 Connection
[-g% EIP Class 3 Client 0
(B EIP Class 3 Client 0

i) EIP Class 3 Client 0 Commands Controller Tag Access

B EIP Class 3 Client 0 Commands CIP Generic

2 Double-click the desired command type to display the Edit - EIP Class 3 Client [x]
Commands dialog.

M Edit - EIP Class 3 Client 0 Commands *

Enable Internal Address | Poll Interval | RegCount | Swap Code IP Address

Set to Defaults | Add Row | | ‘

| ‘ ‘ oK | Cancel ‘

3 Click AbbD Row to add a new command.
4 Click EpiIT Row or double-click the row to display the Edit dialog to configure the command.
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5.3.2.21

Controller Tag Access Command

Parameter Value

Description

Enable Enable Specifies if the command should be executed and under what conditions.
Disable ENABLE: The Command is executed each scan of the command list
Conditional Write  DisABLE: The command is disabled and will not be executed
ConpiTioNAL WRITE: The Command executes only if the data in the associated
Internal Address has changed.

Internal 0 to 9999 Specifies the database address in the container’s internal database to be

Address associated with the command. If the command is a read function, the data received
in the response message is placed at the specified location. If the command is a
write function data used in the command is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute this command. The parameter is entered

Interval in 1/10 of a second. For example, if a value of 100 is entered, this command
executes no more frequently than every 10 seconds.

Reg Count 0 to x* Specifies the number of data points to be read from or written to the target device.

Swap None Specifies if the data from the server is to be ordered differently than it was

Code Word swap received. This parameter is typically used when dealing with floating-point or other

Word and Byte multi-register values.

swap NoNE: No change is made (ABCD)

Byte swap WORD SWAP: The words are swapped (CDAB)
WORD AND BYTE sSWAP: The words and bytes are swapped (DCBA)
BYTE sWAP: The bytes are swapped (BADC)

IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the server to be addressed by this command.

Slot -1 Specifies the slot number for the device. When addressing a processor in a
ControlLogix or CompactLogix, the slot number corresponds to the slot in the rack
containing the controller being addressed.

Func Code 332 Specifies the function code to be used in the command.

333 332: CIP Data Table Read
333: CIP Data Table Write
Data Type BOOL Specifies the data type of the target controller tag name.
SINT
INT
DINT
REAL
DWORD

Tag Name Specifies the controller tag in the target PLC.

Offset 0 to 65535 Specifies the offset database where the value corresponds to the Tag Name
parameter.

Comment Optional 32-character comment for the command.
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5.3.2.2.2 CIP Generic Command
Parameter Value Description
Enable Disabled Specifies the condition to execute the command.
Enabled DisaBLED: The command is disabled and will not be executed.
Conditional Write ENABLED: The command is executed on each scan of the command list if the Poll
Interval is set to zero. If the Poll Interval is non-zero, the command is executed
when the interval timer expires.
ConbpiTIoNAL WRITE: The command executes only if the internal data value(s) to be
sent has changed.
Internal 0 to 9999 Specifies the database address in the container’s internal database to be
Address associated with the command. If the command is a read function, the data received
in the response message is placed at the specified location. If the command is a
write function, data used in the command is sourced from specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The parameter
Interval is entered in 1/10 of a second. For example, if a value of 100 is entered for a
command, the command executes no more frequently than every 10 seconds.
Reg Count 0 to x* Specifies the number of data points to be read from or written to the target device.
*The maximum value depends on the selected Data Type used in the command.
Swap None Specifies if the data from the server is to be ordered differently than it was
Code Word swap received. This parameter is typically used when dealing with floating-point or other
Word and Byte multi-register values.
swap NoNE: No change is made (ABCD)
Byte swap WOoRD swaAP: The words are swapped (CDAB)
WOoRD AND BYTE swAP: The words and bytes are swapped (DCBA)
BYTE swAP: The bytes are swapped (BADC)
IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this command.
Slot -1 Use -1 to target a connected device.
Use > -1 to target a device in a specific slot number within the rack.
Func Code CIP Generic Used to read/write the attributes of any object by using an explicit address
Service 00 to FF (Hex) An integer identification value which denotes a particular Object Instance and/or
Code Object class function. For more information refer to ODVA CIP specification.
Class 00 to FFFF (Hex)  An integer identification value assigned to each Object Class accessible from the
network. For more information, refer to ODVA CIP specification.
Instance Application- An integer identification value assigned to an Object Instance that identifies it
dependent among all Instances of the same Class. For more information, refer to ODVA CIP
specification.
Attribute 00 to FFFF (Hex)  An integer identification value assigned to a Class and/or Instance Attribute. For
more information, refer to ODVA CIP specification.
Comment This field can be used to give a 32-character comment to the command. The ":"

and "#" characters are reserved characters. It is strongly recommended not be use
in the comment section.
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5.3.3 EIP Class 3 UClient Connection

The ELX-EIP-MBTCP container supports one unconnected client (most devices use connected
clients; be sure refer to the user manual for the target device for verification).

Use the EIP Class 3 UClient 0 connection when the ELX-EIP-MBTCP container is acting as a
Client initiating message instructions to the server devices. Unconnected messaging is a type of
EtherNet/IP explicit messaging that uses TCP/IP implementation.

Certain devices, such as the AB Power Monitor 3000 series B, support unconnected
messaging. Check the device documentation for further information about its EtherNet/IP
implementation.

5.3.3.1 Configuration
To configure a Class 3 UClient connection:
1 Click the [+] next to EIP Class 3 UClient 0.

=-{_] Default Project
-l Default Location
[=)-m#g ELX-EIP-MBTCP
[ g% Comment
5% EIP Class 1 Connection
] g% EIP Class 3 Client 0
5, EIP Class 3 Client 1
B
' (B EIP Class 3 UClient 0
B EIP Class 3 UClient 0 Commands Controller Tag Access
- EIP Class 3 UClient 0 Commands CIP Generic

2 Double-click the lower EIP Class 3 Client [x] icon to display the Edit - EIP Class 3 Client [x]

dialog.

Edit - EIP Class 3 UClient 0 X
Minimum Command Dela 50 | Minimum Command Delay
Response Timeout 1000
Retry Count 3 IE

Comment:

Definition:

Minimum number of msec's
between commands (0-65535)

Reset Tag | Reset All |

OK | Cancel |
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3 Inthe dialog, click any parameter to change its value. The following table specifies the
configuration for the EIP UClient device on the network port:

Parameter Value Description

Minimum 0 to 65535 Specifies the number of milliseconds to wait between the initial issuances of a

Command  milliseconds command. This parameter can be used to delay all commands sent to servers to

Delay avoid "flooding" commands on the network. This parameter does not affect retries of
a command as they will be issued when failure is recognized.

Response 0 to 65535 Specifies the amount of time in milliseconds that a Client will wait before re-

Timeout milliseconds transmitting a command if no response is received from the addressed server. The

value to use depends on the type of communication network used, and the expected
response time of the slowest device connected to the network.
Retry Count 0to 10 Specifies the number of times a command will be retried if it fails.

5.3.3.2 Commands

There is a separate command list for each of the different message types supported by the
protocol. Each list is processed from top to bottom, one after the other, until all specified
commands are completed, and then the polling process begins again.

This section defines the EtherNet/IP commands to be issued from the container to server
devices on the network. Use these commands for data collection and control of devices on the
TCP/IP network. In order to interface the virtual database with Rockwell Automation
Programmable Automation Controllers (PACs), Programmable Logic Controllers (PLCs), or
other EtherNet/IP server devices, a command list must be constructed using the parameters for
each message type.

To add Class 3 UClient 0 commands:

1 In ProSoft Configuration Builder, click the [+] next to EIP Class 3 UClient 0. Then double-
click the desired command type to display the Edit - EIP Class 3 UClient 0 Commands
dialog.

-1 Default Project
=)-{al Default Location
() mte ELX-EIP-MBTCP
i g8 Comment
[#-g%, EIP Class 1 Connection
#-g8 EIP Class 3 Client 0
(] g% EIP Class 3 Client 1
g% EIP Class 3 UClient 0
(B EIP Class 3 UClient 0

;0 EIP Class 3 UClient 0 Commands Controller Tag Access

E EIP Class 3 UClient 0 Commands CIP Generic
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2 Double-click the desired command type to display the Edit - EIP Class 3 UClient 0

Commands dialog.

[N Edit - EIP Class 3 UClient 0 Commands X

Enable Internal Address | Poll Interval | Reg Count | Swap Code IP:

Set to Defaults | Add Row

| 0K | Cancel |

3 Click AbD Row to add a new command.

Click EDIT Row or double-click the row to display the Edit dialog to configure the command.

5.3.3.21 Controller Tag Access Command

Parameter Value

Description

Enable Enable
Disable
Conditional Write

Specifies if the command should be executed and under what conditions.
ENABLE: The Command is executed each scan of the command list

DisaBLE: The command is disabled and will not be executed

ConbITIoNAL WRITE: The Command executes only if the internal data associated
with the command changes

Internal 0 to 9999

Specifies the database address in the container’s internal database to be

Address associated with the command. If the command is a read function, the data received
in the response message is placed at the specified location. If the command is a
write function data used in the command is sourced from specified data area.

Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The parameter

Interval is entered in 1/10 of a second. If a value of 100 is entered for a command, the

command executes no more frequently than every 10 seconds.

Reg Count O to x*

Specifies the number of data points to be read from or written to the target device.
*The maximum value depends on the selected Data Type used in the command.

Swap None

Code Word swap
Word and Byte
swap
Byte swap

Specifies if the data from the server is to be ordered differently than it was
received. This parameter is typically used when dealing with floating-point or other
multi-register values.

NoNE: No change is made (ABCD)

WOoRD sWAP: The words are swapped (CDAB)

WOoRD AND BYTE swAP: The words and bytes are swapped (DCBA)

BYTE swWAP: The bytes are swapped (BADC)

IP Address  XXX.XXX.XXX.XXX

Specifies the IP address of the target device to be addressed by this command.

Slot -1

Specifies the slot number for the device.
Use -1 to target a connected device.
Use > -1 to target a device in a specific slot number within the rack.
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Func Code 332 Specifies the function code to be used in the command.
333 332: CIP Data Table Read
333: CIP Data Table Write
Data Type BOOL Specifies the data type of the target controller tag name.
SINT
INT
DINT
REAL
DWORD
Tag Name Specifies the controller tag in the target PLC.
Offset 0 to 65535 Specifies the offset database where the value corresponds to the Tag Name
parameter
Comment Optional 32-character comment for the command.
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5.3.3.2.2 CIP Generic Command
Parameter Value Description
Enable Disabled Specifies the condition to execute the command.
Enabled DisaBLED: The command is disabled and will not be executed.
Conditional Write  ENABLED: The command is executed on each scan of the command list if the Poll
Interval is set to zero. If the Poll Interval is non-zero, the command is executed
when the interval timer expires.
ConbpiTIoNAL WRITE: The command executes only if the internal data value(s) to be
sent has changed.
Internal 0 to 9999 Specifies the database address in the container’s internal database to be
Address associated with the command. If the command is a read function, the data received
in the response message is placed at the specified location. If the command is a
write function, data used in the command is sourced from specified data area.
Poll 0 to 65535 Specifies the minimum interval to execute continuous commands. The parameter
Interval is entered in 1/10 of a second. For example, if a value of 100 is entered for a
command, the command executes no more frequently than every 10 seconds.
Reg Count 0 to x* Specifies the number of data points to be read from or written to the target device.
*The maximum value depends on the selected Data Type used in the command.
Swap None Specifies if the data from the server is to be ordered differently than it was
Code Word swap received. This parameter is typically used when dealing with floating-point or other
Word and Byte multi-register values.
swap NoNE: No change is made (ABCD)
Byte swap WOoRD swaAP: The words are swapped (CDAB)
WOoRD AND BYTE swAP: The words and bytes are swapped (DCBA)
BYTE swAP: The bytes are swapped (BADC)
IP Address  XXX.XXX.XXX.XXX Specifies the IP address of the target device to be addressed by this command.
Slot -1 Specifies the slot number for the device.
Use -1 to target a connected device.
Use > -1 to target a device in a specific slot number within the rack.
Func Code CIP Generic Used to read/write the attributes of any object by using an explicit address
Service 00 to FF (Hex) An integer identification value which denotes a particular Object Instance and/or
Code Object class function. For more information refer to ODVA CIP specification.
Class 00 to FFFF (Hex)  An integer identification value assigned to each Object Class accessible from the
network. For more information, refer to ODVA CIP specification.
Instance Application- An integer identification value assigned to an Object Instance that identifies it
dependent among all Instances of the same Class. For more information, refer to ODVA CIP
specification.
Attribute 00 to FFFF (Hex)  An integer identification value assigned to a Class and/or Instance Attribute. For
more information, refer to ODVA CIP specification.
Comment This field can be used to give a 32-character comment to the command. The ":"

and "#" characters are reserved characters. It is strongly recommended not be use
in the comment section.
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5.3.4 EIP Class 3 Server

The ELX-EIP-MBTCP container can act as an EtherNet/IP Class 3 server device responding to
Connected/Unconnected messages initiated from a client device such as an HMI, DCS, PLC, or
PAC. It supports CIP Generic, CIP Data Table Read and Write messages.

5.3.41 Explicit Messaging Support
The ELX-EIP-MBTCP Container supports the following explicit message types:
o CIP Controller Tag Access

This command is used to read or write a controller tag value. A maximum of 125
elements can be configured for each command.

o CIP Generic
This command is used to configure the CIP parameters (Class, Service, Instance,
Attribute) for the container to issue a CIP command to an EtherNet/IP device. A
maximum of 125 elements can be configured for each command.

The following table refers to the user data area in the ELX-EIP-MBTCP container’s 10,000
register memory:

Data Type Tag Name Length of Each Element in Array Range
CIP Message
BOOL BOOLData|[ ] 1 0 to 159999
Bit Array BITAData[ ] 4 0 to 4999
SINT SINTData[ ] 1 0 to 19999
INT INT_Datal ] 2 0 to 9999
DINT DINTData[ ] 4 0 to 4999
REAL REALData[ ] 4 0 to 4999

Note: The maximum length for a CIP message is 500 bytes.

5.3.41.1 CIP Data Table Read and Write

The following table defines the relationship of the user data area in the ELX-EIP-MBTCP
container’s internal database to the addresses required in the MSG CIP instructions:

Database CIP Integer CIP Boolean CIP Bit Array CIP Short CIP Double CIP Floating
Address (INT) (BOOL) (BOOL[32]) Integer (SINT) Integer (DINT) Point (REAL)
0 INT_Data[0] BOOLData[0] BITAData[0] SINTData[0] DINTData[0] REALData[0]
999 INT Data[999] BOOLData[15984] SINTData[1998]

1000 INT Data[1000] BOOLData[16000] BITAData[500] SINTData[2000] DINTData[500] REALData[500]
1999 INT Data[1999] BOOLData[31984] SINTData[3998]

2000 INT_Data[2000] BOOLData[32000] BITAData[1000] SINTData[4000] DINTData[1000] REALData[1000]
2999 INT_Data[2999] BOOLData[47984] SINTData[5998]

3000 INT_Data[3000] BOOLData[48000] BITAData[1500] SINTData[6000] DINTData[1500] REALData[1500]
3999 INT_Data[3999] BOOLData[63999] SINTData[7998]

9998 INT_Data[9998] BOOLData[159968] BITAData[4999] SINTData[19996] DINTData[4999] REALIData[4999]
9999 INT_Data[9999] BOOLData[159984] SINTData[19998]
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5.4 Network Diagnostics

5.4.1 EIP PCB Diagnostics

Use ProSoft Configuration Builder to troubleshoot the EIP driver communications. For
instructions on how to access the diagnostics, see section 3.5 Diagnostics and Troubleshooting.

Connection Type

EIP Class 1

Submenu Item Description
Config Configuration settings for Class 1 Connections.
Status Status of the Class 1 Connections. Displays any configuration error, as well

as the number of Class 1 Connections.

EIP Class 3 Server

Comm Status

Status information for each Class 3 Server Connection. Displays port
numbers, IP addresses, socket status, and read/write counts.

EIP Class 3 Client

and UClient 0

Config

Configuration settings for Class 3 Client/UClient Connections.

Comm Status

Status information for Class 3 Client/UClient commands. Displays a summary
of all the errors resulting from Class 3 Client/UClient commands.

Commands Configuration for the Class 3 Client/UClient command list.

Cmd Errors Current error codes for each command on the Class 3 Client/UClient

(Decimal) command list in decimal number format. A zero means there is currently no
error for the command.

Cmd Errors Current error codes for each command on the Class 3 Client/UClient

(Hex) command list in hexadecimal number format. A zero means there is currently

no error for the command.

Example:

EIP Class 1 Connection Status in PCB:

(& Diagnostics
Connection Log Module
[s] 29128
ELXEIPMBTCP
&gy MODULE
@ Version

[d DataMap
= g% Database View

=I-g% MBTCP Server
[ Server Config
Q@ Comm Status
=-g% EIP Class 1 Connection
(@ Coniig
|
-1 ¥ EIP Class 3 Server
(@ Comm Status
=l-g% EIP Class 3 Cliert 0
@ Conlig
(@ Comm Status
@ Commands
(d Cmd EnorsiDecimal)
(J Cmd EnorsiHexn)
g% EIP Class 3 Client 1
(3 Coniig
@ Comm Status
@ Commands
@ Cmd Enoes(D ecimal)
[ cmd EnorsiHex)
- g% EIP Class 3UChent 0
@ Config
@ Comm Status
@ Commands
@ tmd Enors(D ecimal)
@ Cmd EnorsiHex)
=l g% MBTCP Cliert 0
(& Config
(@ Comm Status
(3 Modbus Cmds

[ Modbus Cmd Errors(Hex)
=l-g8y MBTCP Chert 1

(& conig

Tl Foenen Status

Path "Fihamat . 192 168 0 20"

(@ Modbus Cmd Enors(Decimal)

configuration Error
Connection 1
RPI

P
1P address
PLC state
Connection timeout
Connection 2
RPI
IP address
PLC state

Connection timeout
connection 3

Connection timeout
Connection 4
RPI

1P address
PLC state

Open connection count

Cconnection timeout
Connection §
RP!

IP address
PLC state

open connection count

connection timeout
connection 6

RPI

1P address

PLC state

open connection count

connection timeout
connection 7
RPI

IP address
PLC state

Open connection count

Connection timeout
connection 8
RPI

IP address
PLC state

open connection count

connection timeout

ELX-EIP-MBTCP > EIP Class 1 Connection > status :

oOpen connection count

Open connection count

open conmection count

Time : 09.27.22 |
[Refresh counter: 32]

:0x0000
Number of EIP Class 1 (Implicit) connections :8

1100 ms
:192.168. 0, 246
i1 (l=run O=prog)

200 ms
1100 ms
:192.168. 0. 246

:1 (1=run O=prog)
1

1400 ms

1100 ms

1192, 168, 0, 246

:1 (1=run O=prog)
1400 ms

:100 ms
1192.168. 0. 246

i1 (l=run 0=prog)
i1

1400 ms

1100 ms
:192.168. 0. 246

i1 (i=run 0=prog)
1

1400 ms

1100 ms

192,168, 0. 246

11 (l=run O=prog)
1

1400 ms

100 ms
192.168. 0. 246

i1 (1=run O=prog)
1

1400 ms

1100 ms
192,168, 0. 246

1 (1=run 0=prog)
1

100 ms

For specific information on error codes, see section 5.5 EIP Error Codes.
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5.4.2 EIP Status Data in Upper Memory

The EIP driver has an associated status data area located in the ELX-EIP-MBTCP container’s
upper memory. The Data Map functionality of the ELX-EIP-MBTCP container can be used to
map this data into the normal user data range of the ELX-EIP-MBTCP container database.

Note that all the status values are initialized to zero (0) at power-up, cold boot and during warm
boot.

5.4.2.1 EIP Client Status Data

The following table lists the addresses in upper memory the ELX-EIP-MBTCP container stores
general error and status data for each EIP connected and unconnected client:

EIP Client Address Range

Connected Client 0 17900 through 17909
Connected Client 1 18100 through 18109
Unconnected Client 0 22800 through 22809

The content of each client’s status data area is structured in the same way. The following table
describes the content of each register in the status data area:

Offset Description

Number of Command Requests
Number of Command Responses
Number of Command Errors
Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received
Reserved

Current Error Code

Last Error Code

O[N] B[W[IN|—=]O
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5.4.2.2 EIP Client Command List Error Data

The ELX-EIP-MBTCP container stores a status/error code in upper memory for each command
in each EIP client's command list. The following table lists the addresses in upper memory
where the ELX-EIP-MBTCP container stores the command list error data for each EIP client:

EIP Client Address Range
Connected Client 0 17910 through 18009
Connected Client 1 18110 through 18209

Unconnected Client 0 22810 through 22909

The first word in each client's command list error data area contains the status/error code for the
first command in the client’'s command list. Each successive word in the command error list is
associated with the next command in the list. Therefore, the size of the command list error data
area depends on the number of commands defined.

The structure of the command list error data area (same for all clients) is displayed in the
following table:

Offset Description

0 Command #1 Error Code

1 Command #2 Error Code

2 Command #3 Error Code

3 Command #4 Error Code

4 Command #5 Error Code
97 Command #98 Error Code
98 Command #99 Error Code
99 Command #100 Error Code

5.4.2.3 EIP Class 1 Server Status Data

The following table lists the addresses in upper memory where the ELX-EIP-MBTCP container
stores the Open Connection Count for each EIP Class 1 server.

EIP Class 1 Server Address Range Description
17000 Bit map of PLC State for each Connection 1 to 8.
0 = Run, 1 = Program

1 17001 Open Connection Count for Connection 1
2 17002 Open Connection Count for Connection 2
3 17003 Open Connection Count for Connection 3
4 17004 Open Connection Count for Connection 4
5 17005 Open Connection Count for Connection 5
6 17006 Open Connection Count for Connection 6
7 17007 Open Connection Count for Connection 7
8 17008 Open Connection Count for Connection 8
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5.4.2.4 EIP Class 3 Server Status Data

The following table lists the addresses in upper memory where the ELX-EIP-MBTCP container
stores status data for each EIP Class 3 server:

EIP Class 3 Server Address Range

0 18900 through 18915
1 18916 through 18931
2 18932 through 18947
3 18948 through 18963
4 18964 through 18979

The content of each server’s status data area is structured the same. The following table
describes the content of each register in the status data area:

Offset Description

0 through 1 Connection State

2 through 3 Open Connection Count
4 through 5 Socket Read Count

6 through 7 Socket Write Count

8 through 15 Peer IP
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5.5 EIP Error Codes

The ELX-EIP-MBTCP container stores error codes returned from the command list process in
the command list error memory region. A register is allocated for each command in the memory
area. The error codes are formatted in the register as follows: The least-significant byte of the
word contains the extended status code and the most-significant byte contains the status code.

Use the error codes returned for each command in the list to determine the success or failure of
the command. If the command fails, use the error code to determine the cause of failure.

Warning: The application-specific error codes (not EtherNet/IP compliant) are returned from the gateway and never
returned from an attached EtherNet/IP Server device. These are error codes that are part of the EtherNet/IP protocol
or are extended codes unique to the ELX-EIP-MBTCP container. The most common errors for the EtherNet/IP
protocol are shown below.

5.5.1.1 EIP Error Codes
Code (Int) Code (Hex) Description

-8 OxFFF8 Data size too large

-1 OxFFF5 Timeout waiting for response after request

-12 OxFFF4 Reply data does not match requested byte count
-15 0x000F Write protection enabled

5 0x0005 Class or instance not supported

5.5.1.2 EtherNet/IP CIP Generic Error Codes
Code (Int) Code (Hex) Description

8 0x0008 Service not supported
20 0x0014 Attribute not supported
21 0x0015 Too much data

5.5.1.3 TCPIIP Interface Error Codes
Error (Int) Error (Hex) Description

-33 OxFFDF Failed to connect to target

-34 OxFFDE Failed to register session with target (timeout)
-35 OxFFDD Failed forward open response timeout

-36 OxFFDC Tag command response timeout

-37 OxFFDB No TCP/IP connection error
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5.5.1.4 Common Response Error Codes

Error (Int) Error (Hex) Description

-40 OxFFD8 Invalid response length

-41 OxFFD7 CPF item count is not correct

-42 OxFFD6 CPF address field error

-43 OxFFD5 CPF packet tag invalid

-44 OxFFD4 CPF bad command code

-45 OxFFD3 CPF status error reported

-46 OxFFD2 CPF incorrect connection ID value returned

-47 OxFFD1 Context field not matched

-48 OxFFDO Incorrect session handle returned

-49 OxFFCF CPF not correct message number

5.5.1.5 Register Session Response Error Codes

Error (Int) Error (Hex) Description

-50 OxFFCE Message length received not valid

-51 OxFFCD Status error reported

-52 OxFFCC Invalid version
5.5.1.6 Forward Open Response Error Codes

Error (Int) Error (Hex) Description

-55 OxFFC9 Message length received not valid

-56 OxFFC8 Status error reported
5.5.1.7 EIP Class 1 Connection Error Codes

Error (Int) Error (Hex) Description

0 0x0000 No error

1 0x0001 Input Data Address is either less than O or greater than DB Address range
2 0x0002 Input Size is less than 0 or greater than 250

4 0x0004 Output Data Address is less than 0 or greater than DB Address range
8 0x0008 Qutput Size is less than 0 or greater than 248

16 0x0010 Data address is overlapped with connection Input data address
32 0x0020 Data address is overlapped with connection Output data address
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5.6 EIP Reference

5.6.1 Adding the ELX-EIP-MBTCP Container to RSLogix

The ELX-EIP-MBTCP container can be added to RSLogix via EDS file (v20 and newer) or by
adding it as a New Module (v19 and older).

5.6.1.1 Adding the ELX-EIP-MBTCP Container EDS File to RSLogix/Studio 5000
v20+

1 Open Rockwell Automation RSLinx and browse to the ELX-EIP-MBTCP container.

2 Right-click on the container and then choose UPLOAD EDS FILE FROM DEVICE.

EQ Workstation, WINT0_VM_ENY
-,5'?5 Linx Gateways, Ethernet
S-g AB_ETHIP-1, Ethernet
Eh 192.168.0.11, FactoryTalk Linx - Desktop, WINT0_VM_ENV

L P/IP Communicat
Remove

Driver Diagnostics
Configure Driver

Upleoad EDS file from device

Security...
Device Properties

Module Statistics

Module Configuration

Note: RSLogix5000 may need to be restarted to complete the EDS installation.

3 After RSLogix 5000 is restarted, open the desired RSLogix 5000 project.

4 In the Controller Organizer, right-click the EtherNet/IP bridge in the 1/O tree and choose NEwW

MODULE.
4 Controller Test
3 Tasks
4 Motion Groups
3 Assets
" Logical Maodel
4 1/0 Configuration

4 B3 1756 Backplane, 1756-A10
[ [0] 1756-L71 Test
4 fJ [1]11756-EN2T ENET_Bridge

B New Module...

Import Module...

Paste Ctrl=Vy

Print 4
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5

In the Select Module Type dialog, in search for ELX-EIP-MBTCP.

6 Click on the ELX-EIP-MBTCP, and then click CREATE. This opens the New Module dialog.

7

Select Module Type

Catalog Module Discovery Favorites

EtherMet/|P to Modbus TCP/IP Communication Interface

ELX-EIP-MBTCP

Prosoft Technology ~ Communications Adapter

|ELX—EIP-MBTCF‘ Clear Filters Hide Filters
Module Type Category Fitters i Module Type Vendor Fitters =
Analog Prosoft Technology
Communication Rockwell Automation,/Allen-Bradley
Communications Rockwell Automation/Reliance Blectric
Communications Adapter W Rockwell Automation,Sprecher+Schuh w
< > <
Catalog Mumber Description Vendor Category

< >
1 of 610 Module Types Found Add to Favorites
[] Close on Create Create Close Help

Note: If the ELX-EIP-MBTCP does not appear in this list, upload EDS file from the container again, or download

the EDS file from www.prosoft-technology.com and run the EDS Hardware Installation Tool.

In the New Module dialog, enter a name for the container, then enter the IP address of the
ELX-EIP-MBTCP container. Please see the ELX3 User Manual for more information about

configuring the ELX-EIP-MBTCP container IP address.

B New Module
- General” General
- Connection
Module Info Tz ELXEIP-MBTCP EtherNet/IP to Modbus TCP/IP Communication Interface
Intemet Protocol
Port Configuration Vendor: Prosoft Technology
Parent ENET_Bridge
Name Test1 Ethemet Address
Py O Private Network 192.168.1
(®) IP Address 182 . 168 .
() Host Name:
Module Definition
Revision: 1.001
Blectronic Keying: Compatible Module
Connections 'O Connection 1
Change
Status: Creating Cancel

o .o

Help
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8 To add I/O connections click CHANGE.
9 In the Module Definition dialog, enter the I/O connections.

Size 1/0: Maximum 496 bytes
Type: SINT/INT/DINT/REAL

B " Module Definition™ *
Revision: 1 ~ 001 (5
Blectronic Keying: Compatible Module w
Connections:
Name Size Tag Suffix
Input: 495 SINT sdzd:I1
VO Cennection 1 ~ 1
Output: | 496 sded.01
e INT
= DINT
REAL

Cancel Help

10 Up to eight I/O connections can be added. The I/O connections can have different Input and
Output data sizes, as long as it matches the /nput and Output sizes configured in the EIP

Class 1 Connection configuration in PCB. For more information, see section 5.3.1 EIP Class
1 Connection. When finished click OK.
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11 In the Module Properties dialog, click on the CONNECTION tab to configure each 1/0O

connection with its own RPI time. When finished, click OK.

Note: The RPI time range for each of the 8 connections is 10ms.

- General

- Module Info

- Intemet Protocol
“ Patt Corfiguration

Status: Offline

Connection

Reguested Packet Interval (RPI)

Connection over

Name (ms) EtherNetP Input Trigger
U0 Connection 1 10.0 2{1.0 - 1000.0 Unicast | Cyciic
[ inhibit Module
[[1Major Fault ©n Controller If Connection Fails While in Run Mode
Module Fault
Cancsl ‘o Felp

3 Module Properies eNeT aridge eux-ae-merce +oon [

12 The newly-created ELX-EIP-MBTCP container appears in the Controller Organizer under
the EtherNeV/IP bridge.

¥ Tasks

[ Assets

4 Controller Test
<2 Controller Tags
Controller Fault Handler
Power-Up Handler

4 £% MainTask
P 4L MainProgram
Unscheduled
4 Motion Groups
Ungrouped Axes

. Logical Model
4 1/0 Configuration
4 B3 1756 Backplane, 1756-A10
[ [0] 1756-L71 Test
4 f] [1]11736-EN2T ENET_Bridge
4 = Ethernet

f 1756-ENZT EMET Bridge

s ELX-EIP-METCP Test1
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5.6.1.2 Adding the Container to RSLogix 5000 v16 through v19

Note: Class 1 connections are not supported in RSLogix v15 and older.

1 Start Rockwell Automation RSLogix 5000.

2 Add an EtherNet/IP bridge to the controller.

3 Inthe Controller Organizer, right-click the EtherNet/IP bridge in the I/O tree and click on

NEwW MODULE.

EB 1/0 Configuration
E|- 1756 Backplane, 1756-A10
0 [0] 1736-L55 test_1

=8l (1] 1756-ENET/A Eth Bridge

...... &5 Eth[ B New Module...

& Cut

Copy
Paste
Delete

Cross Reference

Properties

Ctrl+X
Ctrl+C
Ctrl+V
Del

Ctrl+E

Alt+Enter

BRIDGE module and then click OK.

B Select Module x
Module Description Vendor

- DataMan 500 Series 1D Reader Cognex., A

. DataMan 8000 Series ID Reader Cognex...

- Drivelogix5730 Ethernet Port 10/100 Mbps Ethernet Port on DriveLogix3730  Rockwel.

- E1Plus Electronic Overload Relay Communications Int... Rockwel.

= ETHERNET-BRIDGE Generic EtherNet/IP CIP Bridge Rockwel.

- ETHERNET-MODULE Generic Ethernet Module Rockwel..

- EtherMet/IP SoftLogix5800 EtherMet/IP Rockwel.,

- EX250-5EN1 Ethernet Valve Manifold SIU SMC Co..

- EX260-5EN1 Ethernet Valve Manifold SIU SMC Co.

- EX260-SEN2 Ethernet Valve Manifold SIU SMC Co..
- EX260-5EN3 Ethernet Valve Manifold SIU SMC Co. v

FuaEn CrRis [ R VI S B SN Y T

K 2

Find. | AddFavorte |
By Category By Wendor Favorites ]
ok | Cancel | Help |

In the Select Module dialog, under the Communications category, select the ETHERNET-
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5 Inthe New Module dialog, enter a Name and IP Address of the ELX EIP MBTCP container.
This creates the communication path from the processor to the ELX EIP MBTCP container.
Click OK to add the bridge to the rack.

MNew Module X
Type: ETHERMET-BRIDGE Generic EtherMet/IP CIP Bridge
Parent: Eth_Bridge
Name: [ELX_EIP_MBTCP_Cortainer Address / Host Name
Dezcription: @+ |P Address: | 192 0168 . 0 . 100

™ Host Name: |

|v Open Maodule Properties (n] 4 | Cancel | Help |

6 Inthe I/O tree, right-click on the newly-created ETHERNET-BRIDGE module and click on
NEwW MODULE.

B-E3 170 Configuration
583 1756 Backplane, 1756-A10
.ff0 [0] 1756-L55 test_1
= fl [111756-ENBT/A Eth_Bridge
E|-,5'E,5 Ethernet
.. fl 1756-ENBT/A Eth_Bridge

EI ﬂ ETHERMET-BRIDGE ELX_EIP_MBTCP_Container

L3 CPBus |[f NewModule.. |

4 Cut Ctrl+X

Copy Ctrl+C
Paste Ctrl+V
Delete Del

Cross Reference  Ctrl+E

Properties Alt+Enter
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7 In the Select Module dialog, select the CIP-MODULE and then click OK.

Find...

B Select Module st
Module Description endor
- Other
(% C|P-MODULE Generic CIP Module Rockwell Au...

| &dd Favorite |

Byendaor Favarites ]

oK | Cancel

By Category

| Help

8 Inthe New Module dialog, specify the parameters for the 1/O connection. The input and

output sizes must match the Input and Output sizes configured in PCB EIP Class 1

Connection configuration. For more information, see section 5.3.1 EIP Class 1 Connection.

MNew Module
Type: CIP-+0DULE Generic CIP Module
Parent; EL=_EIP_METCP_Container
C 1 Connection Parameters
Name: | onn_ Agzembly
Desciinti Instance: Size:
escription:
Inpt: 1 248 43 [16-hit]
- Dutput: 2 248 5‘ [16kit]
Cormm Format: |EEERENN
Configuration: {100 1} =1 (gt
Address: 0 J;I Q ’_4 -
v Open Madule Properties oK | Cancel | Help

e

The Address parameter represents the connection number in PCB.

Address Input Output Configuration
1 1 2 100
2 5 6 100
3 9 10 100
4 13 14 100
5 17 18 100
6 21 22 100
7 25 26 100
8 29 30 100
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9 Setthe Comm Format to DATA TYPE INT.
MNew Module x
Type: CIP-tMODULE Generic CIP Module
Parent: EL+%_EIP_MBTCP_Container
Connection Parameters
Nare: |Conn_1 Assembly
Dol Instance: Size:
P Input 1 28 = (16
: Dutput 2 28 = (esi
Comm Formet: -
s m Configuration: |100 1} J;I [8-bit)
T
¥ Open Module Properties oK | Cancel | Help |
Parameter Value
Input Assembly Instance 1
Input Size 248
Output Assembly Instance 2
Output Size 248
Configuration Assembly Instance 100
Configuration Size 0
10 Click OK to add to CIP-Module to the Ethernet Bridge.
=531 1/0 Configuration
E|- 1756 Backplane, 1756-A10
..[f0 [0] 1756-L55 test_1
E| ﬂ [1] 1756-ENBT/A Eth_Bridge
B2 Ethernet
.. fl 1756-ENBT/A Eth_Bridge
- B ETHERNET-BRIDGE ELX_EIP_MBTCP_Container
S8 CIP Bus
9
11 Repeat the steps above to add and configure additional CIP Connections.
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5.6.2 ControlLogix and CompactLogix Processor Specifics

CIP Data Table MSG instructions are used to exchange data between a Control/CompactLogix
processor and the ELX-EIP-MBTCP container.

5.6.2.1 CIP Data Table Operations

Use CIP messages to transfer data between the ControlLogix or CompactLogix processor and
the ELX-EIP-MBTCP container. Tag names define the elements to be transferred. The
ELX-EIP-MBTCP container supports both read and write operations.

5.6.2.1.1  CIP Data Table Write

CIP data table write messages transfer data from the processor to the ELX-EIP-MBTCP
container. The following diagram shows an example rung that executes a write command.

WiriteData writemso EN ful:
i} — F 3 E Type - CIP Data Takle Write =
Mes=sage Control writemsg [ ] —D—
ER—

wiriteData
il

1 In the Message Configuration dialog, define the data set to be transferred from the
processor to the ELX-EIP-MBTCP container as shown in the following image.

Message Configuration - WriteM5G @

Configuration” | Communication® | Tag

Meszage Type: | CIP Data T able ‘write -

Source Element: plcSdatal0] - Mew Tag...

Murnber Of Elements: 10 =

Destination Element;  int_data[]

2 Enable 3 Enable Waiting ) Start 2 Dane Done Length: 0

2 Error Code: Extended Error Code: Timed Out €
Error Path:
Error Text:

[ 0k ] | Cancel | | Apply | | Help |

2 Complete the dialog for the data area to be transferred. CIP Data Table messages require a
tag database element for both the source and destination.

The SOURCE ELEMENT is a tag defined in the Controller Tag database.

The NUMBER OF ELEMENTS is the number of words written to the ELX-EIP-MBTCP
Container virtual/internal database.

The DESTINATION ELEMENT is the tag element in the ELX-EIP-MBTCP container.
The ELX-EIP-MBTCP container simulates a tag database as an array of elements
defined by the maximum register size for the ELX-EIP-MBTCP container with the tag
name INT_DATA (with the maximum value of int_data[9999]).
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3 Inthe previous example, the first element in the database is the starting location for the write
operation of ten words. Click the COMMUNICATION tab and complete the communication
information as shown in the following image.

Message Configuration - WriteM5G @
Configuration® | Commurication”™ | Tag
@ Pathy Enet, 2,192.168.0.075 Browse...
Broadcast:
Communication Method
@ P DH+ ! 0
CIP with 0 . il
Source D .
Connected Cache Connection: Large Connection
3 Enable ) Enable Waiting 3 Start O Done Done Length: 0
2 Error Code: Extended Error Code: Timed Qut €
Error Path:
Error Text:
[ ak. ] | Cancel | | Apply | | Help |

4 Select CIP as the COMMUNICATION METHOD. The PATH specifies the message route from the
processor to the container. Path elements are separated by commas. In the example path
shown:

o The first element is Enet, which is the user-defined name given to the 1756-ENET
gateway in the chassis (substitute the slot number of the ENET gateway for the name)
The second element, 2, represents the Ethernet port on the 1756-ENET gateway.
The last element of the path, 192.168.0.75, is the ELX-EIP-MBTCP container IP
address, which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET
gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase for
more information on Ethernet routing and path definitions.
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5.6.2.1.2 CIP Data Table Read

CIP data table read messages transfer data to the processor from the ELX-EIP-MBTCP
container. The following diagram shows an example rung that executes a read command.

wyritemsg D read EM

nit
1 1 E 3/ Type - CIP Data Table Read 0
Message Control readmsg |Z| S
—Er—
swetitemag D

il

1 Inthe Message Configuration dialog, define the data set to be transferred from the
processor to the ELX-EIP-MBTCP container as shown in the following image.

Message Configuration - MESSAGE x

Corfiguration®  Communication Tag

Message Type: CIP Data Table Read e
Source Hlement: INT_DATA[S(]
Mumber Of Elemerts: 10 =
Destination Element: elxdata[5(0] ~ Mew Tag...
JEnable ) Enable Watting ) Start iy Done Done Length: 0
{3 Emor Code: Extended Eror Code: [ Timed Out +
Ermor Path:
Emar Text:

QK l Cancel Apply Help

2 Complete the dialog for the data area to be transferred. CIP Data Table messages require a
tag database element for both the source and destination.

The DESTINATION ELEMENT is a tag defined in the Controller Tag database.
The SOURCE ELEMENT is the tag element in the ELX-EIP-MBTCP container.
The NUMBER OF ELEMENTS is the number of words written to the ELX-EIP-MBTCP
Container virtual/internal database.

o The ELX-EIP-MBTCP container simulates a tag database as an array of elements
defined by the maximum register size for the Maximum Register parameter in the
[Gateway] section with the tag name INT_DATA.
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3 Inthe previous example, the first element in the database is the starting location for the read
operation of 10 elements. Click the COMMUNICATION tab and complete the communication

information as shown in the following image.

Message Configuration - WriteMSG @
Configuration® | Communication™ | Tag
@ Path Enet,2,192168.0.75
Broadcast
Communication Method
@ CIP DH+ A 0
CIP with 0 0
Source ID .
Connected Cache Connections € Large Connection
O Enable ) Enable Waiting ) Start @ Done Done Length: 0
> Emror Code: Extended Eror Code: ] Timed Out
Eror Path:
Eror Test:
[ 0K ] [ Cancel ] [ Apply ] Help

4 Select CIP as the Communication Method. The Path specifies the message route from the
processor to the EIP driver. Path elements are separated by commas. In the example path

shown:

o The first element is Enet, which is the user-defined name given to the 1756-ENET

gateway in the chassis (substitute the slot number of the ENET gateway for the name)

The second element, 2, represents the Ethernet port on the 1756-ENET gateway.
The last element of the path, 192.168.0.75, is the ELX-EIP-MBTCP container IP
address, which is the target for the message.

More complex paths are possible if routing to other networks using multiple 1756-ENET

gateways and racks. Refer to the ProSoft Technology Technical Support Knowledgebase for
more information on Ethernet routing and path definitions.
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6 MBTCP Configuration

6.1 MBTCP Functional Overview

The MBTCP driver of the ELX-EIP-MBTCP container is used to interface with Modbus TCP
client and server devices.

The ELX-EIP-MBTCP container supports up to 10 Modbus TCP Client connections to interface
with processors (and other server based devices). Each Client can be configured with 16
individual commands for a total of 160 commands for the entire MBTCP driver.

Data stored in the ELX-EIP-MBTCP container’s internal database is accessible for read and
write operations from the Modbus TCP network. The container supports the MBAP (Service Port
502) or MBTCP (Service Port 2000) TCP/IP protocols.

The MBAP protocol (Port 502) is a standard implementation defined by Schneider Electric and
used on their Quantum processor. This open protocol is a modified version of the Modbus serial
protocol. The MBTCP protocol is an embedded Modbus protocol message in a TCP/IP packet.
The container supports up to five active server connections on Service Port 502, five additional
active server connections on Service Port 2000, and 10 Client connections.

The following image illustrates the functionality of the MBTCP protocol.

MBTCP =
ELX-EIP-MBTCP Server =
Internal S
Database =
R ] 9
(Addresses 0 to 9999 ;
forsee;gé:lvs)nte MBTCP g%
Client =
S~
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6.1.1 MBTCP Specifications

Specification

Description

Supported Modbus Function

Codes

1: Read Coil Status

2: Read Input Status

3: Read Holding Registers

4: Read Input Registers

5: Force (Write) Single Coll

: Preset (Write) Single Holding
Register

D

8: Diagnostics, Sub-function 00: Echo

(Server Only)

15: Force (Write) Multiple Coils

16: Preset (Write) Multiple Holding Registers
22: Mask Write Holding Register (Server
Only)

23: Read/Write Holding Registers (Server
Only)

Supported Clients

10

Supported Servers

MBAP: 5
Encapsulated: 5

Command List

Up to 160 fully configurable Client commands. (Maximum 16 commands per Client)

Status Data

Error codes reported individually for each command

Command List Polling

supported

Each command can be individually enabled or disabled; write-only-on-data-change is

6.1.1.1

MBTCP Client

e Actively reads data from and writes data to Modbus TCP devices using MBAP.

o Up to 10 client connections (maximum 16 commands per client) to communicate to
multiple servers.

6.1.1.2

MBTCP Server

e The server driver accepts incoming connections on Service Port 502 for clients using
Modbus TCP/IP MBAP messages and connections on Service Port 2000 (or other
Service Ports) for clients using Encapsulated Modbus messages.

e Supports multiple independent server connections of any combination on Service Port
502 (MBAP) and Service Port 2000 (Encapsulated).

e Up to 10 servers total are supported (5 MBAP and 5 Encapsulated).

6.1.1.3

Supported Modbus TCP Function Codes

The following table lists the Function Codes supported by the ELX-EIP-MBTCP container.

Function Code Definition Supported as Client Supported as Server
1 Read Coil Status 0xxxx v v
2 Read Input Status 1xxxx v v
3 Read Holding Registers 4xxxx v v
4 Read Input Registers 3xxxx v v
5 Force (Write) Single Coil Oxxxx NG v
6 Preset (Write) Single Holding Register 4xxxx v v
8 Diagnostics, Sub-function 00: Echo (Server v
Only)
15 Force (Write) Multiple Coils 0xxxx v v
16 Preset (Write) Multiple Holding Registers 4xxxx v v
22 Mask Write Holding Registers v
23 Read/Write Holding Registers v
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6.2 MBTCP Internal Database

6.2.1 MBTCP Client Access to the ELX-EIP-MBTCP Container Database

The MBTCP Client functionality exchanges data between the ELX-EIP-MBTCP container's
internal database and remote Modbus TCP server devices. The MBTCP Client command list
defined in ProSoft Configuration Builder specifies what data is to be transferred between the
container and each of the servers on the network.

The following illustration describes the flow of data between the MBTCP Network Client and the
internal database.

Processor Network ' Databases
Server Client X
1
! Virtual
Database

IR=3d or

[
[

[

[

[

1

1 Wrie or Rzad
[

[

[

! IWrite Functon
[

|

Command
List

TCP/IP
Server
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6.2.2 MBTCP Server Access to the ELX-EIP-MBTCP Container Database

The MBTCP Server functionality supports Modbus TCP client applications (for example: HMI
software, Modbus TCP PLC’s, etc.) to read from and write to the ELX-EIP-MBTCP container’s
internal database.

The MBTCP Server supports Service Port 502 for Modbus TCP MBAP messages, as well as
Service Port 2000 to support the TCP/IP Encapsulated Modbus version of the protocol.

The MBTCP Server supports multiple concurrent connections with Modbus TCP clients. Up to
five clients can simultaneously connect on Service Port 502 and an additional five can
simultaneously connect on Service Port 2000.

The ELX-EIP-MBTCP container uses its internal database as the source for Modbus TCP client
read commands and the destination for write commands. The following table specifies the
relationship of the ELX-EIP-MBTCP container’s internal database to Modbus addressing.

ELX-EIP-MBTCP Container Database Address Modbus Address
0 40001
1000 41001
2000 42001
3000 43001
9998 49999

6.2.3 Enron-Daniels Float Data
The following virtual addresses are not part of the ELX-EIP-MBTCP container user database
and are not valid addresses for standard data.

The addresses in this upper range requires configuration of the following MBTCP Client or
Server parameters in Prosoft Configuration Builder:

e Set the Enron-Daniels parameter in the MBTCP Server or Client configuration to YESs.
e Set the Enron-Daniels Float Start parameter to a database address in the range below.

e Set the Enron-Daniels Float Offset parameter to a database address in the ELX-EIP-
MBTCP container user database address range shown above.

As an MBTCP Client, Modbus function codes 3, 6, and 16 interpret floating-point values for
registers as specified by the Enron-Daniels Float Start and Enron-Daniels Float Offset
parameters. For more information, please see section 6.3.2 MBTCP Client [x].

As an MBTCP Server, these addresses may be used for incoming commands (Modbus function
codes 3, 6, and 16) that are using floating-point data. For more information, please see section
6.3.1 MBTCP Servers.

All data stored above the Enron-Daniels Float Start address 7000 (default) must be floating-
point data. This assumes the Enron-Daniels Float Offset address is 7000 (default).
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Edit - MBTCP Client 0 X
Minimum Command Delay 0 | Float Flag
Response Timeout 1000
Rety Court C v
Enrun—DanieIs Float Start 7000
D oy Comment
MBAP Port Override No |
Command Control Reg -1 e
Use floating-point data type
(Yes/No)
|
Reset Tag | Reset All |
oK | Cancel |
J
Modbus Address ELX-EIP-MBTCP Container Description
Database Address
40001 0 First 16-bit Modbus register
(First database address)
47000 6999 Last 16-bit Modbus register
470012 7000/7001° First 32-bit floating point register
48001 9000/9001
48500 9998/9999 Last Internal database register
@ 7000 is the default Enron-Daniels Float Start address.
b Floating-point data uses two 16-bit database addresses.
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6.3 MBTCP Driver Configuration

6.3.1 MBTCP Servers

This section contains database offset information used by the MBTCP Server when accessed
by external Modbus TCP clients. Use these offsets to segment the database by data type.

To configure the MBTCP Servers:

1 In ProSoft Configuration Builder, click the [+] next to the container, then click the [+] next to
MBTCP Servers.

= Default Project
=) Default Location

(= -m4e ELX-EIP-MBTCP

2 Double-click the second MBTCP Servers to display the Edit - MBTCP Servers dialog.

3 Inthe dialog, click a parameter and then enter a value for the parameter.

[Fioat Flag
Output Offset 0
Bit Input Offset 0 T -
Holding Reqgister Offset 0
Word Input Offset 0
Connection Timeout 600

&%, Comment

5% EIP Class 1 Connection
5% EIP Class 3 Client 0

5%, EIP Class 3 Client 1

&% EIP Class 3 UClient 0
B
 .[B MBTCP Servers

,535 MBTCP Client 0
m 2 MRTFD Cliant 1

Comment:

Definition:

Yes or No

This flag specifies if the
floating-point data access
functionality is to be
implemented. If the float flag is
set to Yes, Modbus functions 3,
6 and 16 will interpret floating
point values for registers as
specified by the two following
parameters.

Reset Tag | Reset All

oK | Cancel
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Parameter Value Description
Enron-Daniels Yes or No  Specifies if the floating-point data access functionality is active.

YEes: Modbus functions 3, 6, and 16 interpret floating-point values for
registers as specified by Enron-Daniels Float Start and Enron-
Daniels Float Offset.

No: The container does not use floating point functionality.

Enron-Daniels Float 01to 65535 This parameter defines the first register of floating-point data. All

Start requests with register values greater-than or equal to this value will
be considered floating-point data requests. This parameter is only
used if the Float Flag is enabled.

Example: If a value of 7000 is entered, all requests for registers
7000 and above will be considered as floating-point data.

Enron-Daniels Float 0 to 9999 This parameter defines the start register for floating-point data in the

Offset internal database. This parameter is used only if the Float Flag is
enabled.

Example: If the Float Offset value is set to 3000 and the Float Start
parameter is set to 7000, data requests for register 7000 will use the
internal Modbus register 3000.

Output Offset 0 to 9999 This parameter applies if the port is configured as a Server.
Specifies the internal database address to use as the zero address
or starting point for binary output Coil data. Coil data is read by
Modbus Function Code 1 commands (Read Coils) and written by
Function Codes 5 (Force Single Coil) or Function Code 15 (Force
Multiple Cails).

Example: If this parameter is set to 50 and the container receives a
Function Code 1 command requesting Coil address 0 (virtual
Modbus Coil address 00001 or 000001), the container returns the
value at register 50, bit 0 in the container's database.

Bit Input Offset 0 to 9999 Specifies the offset address in the internal Modbus database for
network requests for Modbus function 2 commands.

Example: If this value is set to 150, an address request of 0 returns
the value at register 150 in the database.

Holding Register 0 to 9999 Specifies the offset address in the internal Modbus database for

Offset network requests for Modbus functions 3, 6, or 16 commands.
Example: If this value is set to 50, an address request of 0 returns
the value at register 50 in the database.

Word Input Offset 0 to 9999 Specifies the offset address in the internal Modbus database for
network requests for Modbus function 4 commands.

Example: If this value is set to 150, an address request of 0 returns
the value at register 150 in the database.

Connection Timeout 0 to 1200 Specifies the number of seconds the server waits to receive new
data. If the server does not receive any new data during this time, it
closes the connection.
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6.3.2 MBTCP Client [x]

The MBTCP Client [x] section of the configuration specifies the parameters for the client to be
emulated on the container. The command list for the client is entered in a separate section.

To configure the MBTCP Client [x]:

1 In ProSoft Configuration Builder, click the [+] next to the container, then click the [+] next to
MBTCP Client [x].

=1 Default Project
=-Lal Default Location
(=~ ELX-EIP-MBTCP

[ g% Comment

&% EIP Class 1 Connection

[+ g%, EIP Class 3 Client 0

53;_, EIP Class 3 Client 1

5% EIP Class 3 UClient 0

(-9 MBTCP Servers
[B MBTCP Servers

&3-g% MBTCP Client 0
B Vercr cientd
B8 MBTCP Client 0 Commands

5%, MBTCP Client 1
. MRTCD Client 7

2 Double-click the second MBTCP Client [x] to display the Edit - MBTCP Client [x] dialog.

3 Inthe dialog, click a parameter and then enter a value for the parameter. Note that the
Enron-Daniels Float Start and Enron-Daniels Float Offset parameters only appear if Enron-
Daniels is set to YES.

Edit - MBTCP Client 0 X |
Minimum Command Delay 0 |Float Flag
Response Timeout 1000
Retry Count 0 -
Enron-Daniels Yes ‘
Enron-Daniels Float Start 7000
Enron-Daniels Float Offset 7000 .
Command Error Delay 0 Ecs
MBAP Port Override No [
Command Control Reg -1 Pennbion:

Use floating-point data type
(Yes/No)

Reset Tag | Reset All |

oK | Cancel |
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Parameter

Value

Description

Minimum Command
Delay

0 to 65535

Specifies the number of milliseconds to wait between the initial issuance of a
commands. Use this to delay all commands sent to servers to avoid "flooding"
commands on the network. This parameter does not affect retries of a
command as they will be issued when failure is recognized.

Response Timeout

0 to 65535

Specifies the time in milliseconds that a client waits before re-transmitting a
command if no response is received from the addressed server. The value
depends on the type of communication network, and the expected response
time of the slowest device on the network.

Retry Count

0to 10

Specifies the number of times the container retries a command if it fails.

Enron-Daniels
(Float Flag)

Yes or No

Specifies if the floating-point data access functionality is active.

Yes: Modbus functions 3, 6, and 16 interpret floating-point values for registers
as specified by Enron-Daniels Float Start and Enron-Daniels Float Offset.

No: The container does not use floating point functionality.

Enron-Daniels Float
Start

0 to 65535

This parameter only appears if Enron-Daniels is set to Yes.

Specifies the first register of floating-point data. The container considers all
requests with register values greater-than or equal to this value as floating-
point data requests. For example, if 7000 is entered, the container considers
all requests for registers 7000 and above as floating-point data.

Enron-Daniels Float
Offset

0 to 9998

This parameter only appears if Enron-Daniels is set to Yes.

Specifies the starting register for floating-point data in the container internal
database. For example:

If Enron-Daniels Float Offset is set to 3000 and set Enron-Daniels Float Start
to 7000, the container returns data as floating-point data for register 47001 (or
407001) comes from internal container registers 3000 and 3001.

If the requested address is 47002 (407002), the container returns data from
internal registers 3002 and 3003.

If the requested address is 47101 (407101), the container returns data from
internal registers 3200 and 3201; and so on.

Command Error
Delay

0 to 300

Specifies the number of 100 millisecond intervals to turn off a command in the
error list after an error is recognized for the command. If this is set to 0, there
is no delay.

MBAP Port Override

Yes or No

Specifies whether to override the default port settings.

YEes: The container uses MBAP format messages for all Service Port values.
The container does not use RTU through TCP.

No: The container uses standard Service Port 502 with MBAP format
messages. All other Service Port values use encapsulated Modbus message
format (RTU through TCP).

Command Control
Reg

0 to 9840,
-1 = Disable

This parameter allows the control of command execution in the MBTCP Client
Command List. This parameter reserves 16 registers, starting at the value
entered.

Note: This feature allows a command to be enabled, disabled, etc. regardless
of how it is configured in the client command list.

A value of 0, 1, or 2 can be entered into each command control register:

0: The command will be disabled.

1: The command will continuously be executed.

2: The command will be enabled for conditional writing, which will cause the
command to execute only when the value to be written has changed.
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6.3.3 MBTCP Client [x] Commands

The MBTCP Client [x] Commands section defines the MBTCP commands to be issued to
Modbus TCP server devices. Use these commands for data collection and/or control.

To configure the MBTCP Client [x] commands:

1 In ProSoft Configuration Builder, click the [+] next to the container, then click the [+] next to

MBTCP Client [x].

=-1 Default Project
=) Default Location
[=)-mdg ELX-EIP-MBTCP

[+ 63’6 Comment

&%, EIP Class 1 Connection

635 EIP Class 3 Client 0

&%, EIP Class 3 Client 1

[+ 535 EIP Class 3 UClient 0

E-g% MBTCP Servers
(B MBTCP Servers

g% MBTCP Client 0
(B MBTCP Client 0
EJMETCP Clent 0 Commands

g%, MBTCP Client 1
m 2 MRTOD Cliant 2

2 Double-click MBTCP Client [x] Commands to display the Edit - MBTCP Client [x] Commands

dialog.

W Edit - MBTCP Client 0 Commands

Enable Internal Address | PollInterval | Reg Count

Enable Value Status - OK

Set to Defaults | Add Row ‘ Insert Row | Delets Row I

Swap Code

Maove Up |

Node IP Address

Move Down ‘

Edit Row | Copy Row ‘ |

OK

Cancel

3 Inthe dialog, click ADD Row to add a command, then click EDIT Row to enter values for the

command.
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The MBTCP Client commands specify the Modbus TCP server device to be addressed, the
function to be performed (read or write), the data area in the server device to interface, and the
registers in the ELX-EIP-MBTCP container internal database to be associated with the device
data. The MBTCP Client command list supports up to 16 commands per Client. The command
list is processed from top (Command #0) to bottom.

The following table describes the command list configuration parameters:

Parameter Value Description
Enable No Specifies if the command is to be executed and under what conditions.
Yes No (0): The command is disabled and is not executed in the normal polling
Conditional sequence.
YEes (1): The command is executed upon each scan of the Command List if the Poll
Interval is set to zero (0). If the Poll Interval is set to a non-zero value, the command
is executed when the interval timer for that command expires.
CONDITIONAL (2): The command is executed only if the internal bit data associated
with the command changes. This parameter is valid for write commands (FC 5, 6, 15
and 16).
Internal 0 to 9999 Specifies the database address in the container's internal database to use as the
Address (for register- destination for data from a read command, or as the source for data sent by a write
level command. The database address is interpreted as a bit address or a 16-bit register
addressing) (word) address, depending on the Modbus Function Code used in the command.
or e For Modbus functions 1, 2, 5, and 15, this parameter is interpreted as a bit-level
0 to 159,999 address. The allowable range is 0 to 159,999.
(for bit-level Note: This bit address range is available with ProSoft Configuration Builder v4.6
addressing) or later. Previous versions have a range of 0 to 65535.
e For Modbus functions 3, 4, 6, and 16, this parameter is interpreted as a register-
level address.

Poll Interval 0 to 65535 Specifies the minimum interval between executions of continuous commands. The
value is in tenths of a second. If a value of 100 is entered, the command is executed
no more frequently than once every 10 seconds.

Reg Count 1 to 127 (for Specifies the number of 16-bit registers or binary bits to be transferred by the

registers) command.
or Modbus functions 5 and 6 ignore this field as they apply only to a single data point.
1102000 (for e For Modbus functions 1, 2, and 15, this parameter sets the number of bits (inputs
coils) or coils) transferred by the command.
Note: For Modbus functions 1 and 2; 2000 coils are supported. For Modbus
function 15; 1968 coils are supported.
e For Modbus functions 3, 4, and 16, this parameter sets the number of registers
transferred by the command.

Swap Code No Change Specifies if and how the order of bytes in data received or sent is to be rearranged.

Word Swap Different manufacturers store and transmit multi-byte data in different combinations.
Word and Byte Use this parameter when dealing with floating-point or other multi-byte values, as
Swap there is no standard method of storing these data types. Set this parameter to

Byte Swap rearrange the byte order of data received or sent into an order that is more useful or

convenient for other applications.

No cHANGE (0): No change is made in the byte ordering (1234 = 1234).

WoRD SWAP (1): The words are swapped (1234=3412).

WOoRD AND BYTE SWAP (2): The words are swapped, then the bytes in each word are
swapped (1234=4321).

BYTE SWAP (3): The bytes in each word are swapped (1234=2143).

These swap operations affect 4-byte (2-word) groups of data. Therefore, data
swapping using Swap Codes should be done only when using an even number of
words, such as 32-bit integer or floating-point data.
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Description

MBTCP Configuration
Parameter Value
Node IP XXX XXX XXX XXX
Address

IP address of the device being addressed by the command.

Serv Port 502 or other
supported port
on server

Service Port on which communication will occur. Use a value of 502 when
addressing Modbus TCP/IP servers that are compatible with the Schneider Electric
MBAP specifications (this will be most devices). If the server device supports another
Service Port, enter the Service Port value for this parameter.

Server 1t0255(0isa
Address broadcast)

Specifies the node address of a remote Modbus Serial device through a Modbus
Ethernet to Serial converter.

Note: Most Modbus devices only accept addresses in the range of 1 to 247, so
check with the server device manufacturer to see if the server device can use
addresses 248 to 255.

If the value is set to zero, the command will be a broadcast message on the network.
The Modbus protocol permits broadcast commands for write operations. Do not use
node address 0 for read operations.

Modbus 1,2,3,4,5,6,
Function 15, 0r 16

Specifies the Modbus Function Code to be executed by the command. These
function codes are defined in the Modbus protocol. More information on the protocol
is available from www.modbus.org. The following function codes are supported by
the container.

: Read Coil Status

: Read Input Status

: Read Holding Registers

: Read Input Registers

: Force (Write) Single Coil

: Preset (Write) Single Register

15: Force Multiple Coils

16: Preset Multiple Registers

A WON-=-

MB Address Varies
in Device

Specifies the starting Modbus register or bit address in the server to be used by the
command. Refer to the documentation of each Modbus server device for the register
and bit address assignments valid for that device.

The Modbus Function Code determines whether the address is a register-level or bit-
level OFFSET address into a given data type range. The offset is the target data
address in the server minus the base address for that data type. Base addresses for
the different data types are:

00001 or 000001 (0x0001) for bit-level Coil data (Function Codes 1, 5, and 15).
10001 or 100001 (1x0001) for bit-level Input Status data (Function Code 2)

30001 or 300001 (3x0001) for Input Register data (Function Code 4)

40001 or 400001 (4x0001) for Holding Register data (Function Codes 3, 6, and 16).

Examples:
For bit-level Coil commands (FC 1, 5, or 15) to read or write a Coil 0X address
00001, specify a value of 0 (00001 - 00001 = 0).

For Coil address 00115, specify 114
(00115 - 00001 = 114)

For register read or write commands (FC 3, 6, or 16) 4X range, for 40001, specify a
value of 0

(40001 - 40001 = 0).

For 01101, 11101, 31101 or 41101, specify a value of 1100.

(01101 - 00001 = 1100)

(11101 -10001 = 1100)

(31101 - 30001 = 1100)

(41101 - 40001 = 1100)
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Parameter Value Description
Note: If the documentation for a particular Modbus server device lists data
addresses in hexadecimal (base16) notation, convert the hexadecimal value to a
decimal value for this parameter. In such cases, it is not usually necessary to
subtract 1 from the converted decimal number, as this addressing scheme typically
uses the exact offset address expressed as a hexadecimal number.

Comment Optional 32-character comment for the command.
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6.4 Network Diagnostics

6.4.1 MBTCP PCB Diagnostics

Use ProSoft Configuration Builder to troubleshoot the MBTCP driver communications. For
instructions on how to access the diagnostics, see section 3.5 Diagnostics and Troubleshooting.

The following table summarizes the status information available in ProSoft Configuration Builder
for the MBTCP driver:

Connection Type

Submenu Item

Description

MBTCP Server

Config

Configuration settings for Server Connections.

Comm Status

Status of the Server Connections. Displays a summary of the requests,
responses, and errors.

MBTCP Client [x]

Config

Configuration settings for MBTCP Client [x] Connections.

Comm Status

Status information for MBTCP Client [x] commands. Displays a summary of
all the errors resulting from MBTCP Client [x] commands.

Modbus Configuration for the MBTCP Client [x] command list.

Commands

Modbus Cmd Current error codes for each command on the MBTCP Client [x] command list
Errors in decimal number format. A zero means there is currently no error for the
(Decimal) command.

Modbus Cmd Current error codes for each command on the MBTCP Client [x] command list

Errors (Hex)

in hexadecimal number format. A zero (0) means there is currently no error
for the command.

Example:

MBTCP Client Communication Status in PCB:

a Diagnostics

Connection Log Module

| Al=] S92

=1-g% MBTCP Client 0

(@ Config

a8

(@ Modbus Cmds

(@ Modbus Cmd Erors(Decimal)

Modbus Cmd Ernors(Hex)
=-g% MBTCP Chient 1

(3 Config

(@ Comm Status

Modbus Cmds

[ Modbus Cmd Enors(Decimal)

Q Modbus Cmd Erors(Hex)
= g% MBTCP Client 2

Config

(3 Comm Status

(@ Modbus Cmds

Modbus Cmd Enors(Decimal)

!B Modbus Cmd Enors(Hex|
g% MBTCP Client 3

(d Config

(3 Comm Status

[ Modbus Cmds

[ Modbus Cmd Enors(Decimal)

@ Madhus N FronesfHes)
Path "Ethemet - 192.168.0.200"

ELX-EIP-MBTCP > MBTCP Client 0 > Comm Status :

MBTCP CLIENT 0 STATUS

Retries
Cur Cmd
state
cfg Err
Cur Err
Last Er
Number
Number
Number
Number
Number
Number
Number

r
of
of
of
of
of
of
of

Time : 16.25.51 - |
[Refresh Counter: 15]

0000

%

Command Requests
cmd Responses
Command Errors
Requests
Responses

Errors Received
Errors Sent

0000000060500606"

For specific information on error codes, see section 6.4.3 MBTCP Error Codes.
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6.4.2 MBTCP Status Data in Upper Memory

The MBTCP driver has an associated status data location in the ELX-EIP-MBTCP container’s
upper memory. The Data Map functionality can be used to map this data into the lower memory
range of the ELX-EIP-MBTCP container.

All the status values are initialized to zero (0) at power-up, cold boot, and during warm boot.

6.4.2.1 MBTCP Server Status Data

The following table lists the addresses in upper memory where the ELX-EIP-MBTCP container
stores MBTCP server status data:

Service Port Address Range
2000 16200 to 16209
502 16210 to 16219

Each of the MBTCP Servers have their own set of status data. The following table describes the
MBTCP Server status data contents:

Offset Description

Number of Command Requests
Number of Command Responses
Number of Command Errors
Number of Requests

Number of Responses

Number of Errors Sent

Number of Errors Received
Configuration Error Word
Current Error Code

Last Error Code

O[N] B[W[N]|=]|O
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6.4.2.2 MBTCP Client Status Data

The following table lists the addresses in upper memory where the ELX-EIP-MBTCP container
stores MBTCP Client status data:

Client Address Range
0 25500 to 25509
1 25526 to 25535
2 25552 to 25561
8 25708 to 25717
9 25734 to 25743

Each of the MBTCP Clients has their own set of status data. The following table describes the
MBTCP Client status data contents:

Offset

Description

Command Request Count (total Client commands sent)

Command Response Count (total command responses received)

Command Error Count

Number of Request Packets

Number of Response Packets

Errors Sent

Errors Received

Reserved

OIN|O|O|R~|WIN|[=|O

Current Error (most recent).
A non-zero value means the current client command had an error.

Last Error (most recent).

Stores the most recent non-zero value error code that was reported by the
client the last time it experienced an error. This register holds the last error
value until the memory is cleared by a restart, reset, cold-boot, or warm-boot
operation. Therefore, any value here may be from an error that occurred at
any time since the ELX-EIP-MBTCP container was last restarted.
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6.4.2.3 MBTCP Client Command List Error Data
The ELX-EIP-MBTCP container stores a status/error code in upper memory for each command

in a MBTCP Client command list. The following table lists the addresses in upper memory

where the ELX-EIP-MBTCP container stores the command list error data for each MBTCP

Client:

Client Address Range
0 25510 to 25525
1 25536 to 25551
2 25562 to 25577
8 25718 to 25733
9 25744 to 25759

The structure of the command list error data is displayed in the following table:

Offset Description

0 Command #1 Error Code
1 Command #2 Error Code
2 Command #3 Error Code
13 Command #14 Error Code
14 Command #15 Error Code
15 Command #16 Error Code

A non-zero error code indicates an error. Please see section 6.4.3 MBTCP Error Codes for
more error code information.
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6.4.3 MBTCP Error Codes

6.4.3.1 Standard Modbus Exception Code Errors

These error codes can be generated or returned by both Modbus TCP clients and servers.
These codes are the standard Modbus errors.

Code Description

lllegal Function

lllegal Data Address

lllegal Data Value

Failure in Associated Device
Acknowledge

Busy, Rejected Message

DO B[WIN|—

6.4.3.2 MBTCP Client Specific Errors
These error codes are specific to the MBTCP client.

Code Description

-33 Failed to connect to server specified in command
-35 Wrong message length in the response

-36 MBTCP command response timeout (same as -11)
-37 TCP/IP connection ended before session finished

6.4.3.3 MBTCP Communication Error Codes

The ELX-EIP-MBTCP container detects these error codes and are stored in the Client
Command List Error memory area.

Code Description

-2 Timeout while transmitting message

-1 Timeout waiting for response after request (same as -36)
253 Incorrect server address in response

254 Incorrect function code in response

255 Invalid CRC/LRC value in response

6.4.3.4 MBTCP Command List Error Codes

The ELX-EIP-MBTCP container detects these command-specific error codes during initial
command list loading at ELX-EIP-MBTCP container power-up or reset and are stored in the
Client Command List Error memory region.

Code Description

-40 Too few parameters

-41 Invalid enable code

-42 Internal address > maximum address
-43 Invalid node address (<0 or >255)
-44 Count parameter setto 0

-45 Invalid function code

-46 Invalid swap code
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7 Mapping Data in Container Memory

In ProSoft Configuration Builder, the DATA MAP feature is used to copy data between areas in
the ELX-EIP-MBTCP container's internal database. This allows the copying of data to different

addresses within the ELX-EIP-MBTCP container database in order to create simpler data
requests and control. Use this feature for the following tasks:

o Copy a maximum of 100 registers per Data Map command and configure a maximum of

200 separate copy commands.
o Copy data from the error or status tables in the ELX-EIP-MBTCP container’s upper

memory to database registers in the user data area to make status information available
to the protocol drivers.

¢ Rearrange the byte and/or word order during the copy process. For example, by

rearranging byte or word order, converting floating-point values to the correct format for
a different protocol.

¢ Condense widely dispersed data into one contiguous data block, making it easier to

access.

To create a data map:

1 Expand the ELX-EIP-MBTCP tree and click the [+] next to COMMONNET and then

double-click DATA MAP.

-1 Default Project
=]-{_a] Default Location

)-m#e ELX-EIP-MBTCP

|-§-J g% Comment

- g EIP Class 1 Connection
- EIP Class 3 Client 0

- g8y EIP Class 3 Client 1
i-g% EIP Class 3 UClient 0

[-5%, MBTCP Servers
-8 MBTCP Client 0
g8 MBTCP Client 1
@-g% MBTCP Client 2
g%, MBTCP Client 3
-8 MBTCP Client 4
g8 MBTCP Client 5
@-g% MBTCP Client 6
g% MBTCP Client 7
-8 MBTCP Client 8
g8 MBTCP Client 9
- g8, CommonNet

" B DS
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2 Inthe Edit - Data Map dialog, click ADD Row.

7 Edit - DATA MAP (=)
FromAddress | ToAddress | Reqister Count | Swap Code Delay Preset | Commant
1400 1 Mo Change 2000 |
] I 3
To Address Value Status - 0K
Set to Defaults | Add Row | Inzert Row | Delete Row Move Up | Mave Down |
Edit Row | LCopy Row | | u] | Cancel |
3 Click EbIT Row to edit the parameters for the mapping.
Edit - Row 1 (=2
From Address 4000 | From Address
To Address 2000
Register Count 1 4000
Swap Code Mo Change
Delay Preset 2000
Comment
Definition:
From Address -
Reset Tag | Reset all |
oK | Cancel |
Parameter Description

From Address

0 to highest Status Data address

This parameter specifies the beginning internal database register address for the copy
operation. This address can be any valid address in the user data area or the status
data area of the ELX-EIP-MBTCP container.

To Address

0 to 9999

This parameter specifies the beginning destination register address for the copy
operation. This address must always be within the user data area. Make sure to specify
a destination address that does not overwrite data that is stored in memory by one of
the communication protocols running on the ELX-EIP-MBTCP container.

Register Count

1to 100
This parameter specifies the number of registers to copy.
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Parameter

Description

Swap Code

This parameter may be needed when dealing with floating-point or other multi-register
values. Swapping the order of the bytes in the registers to change the alignment of
bytes between different protocols may be needed.

No SwaP: No change is made in the byte ordering (1234 = 1234)

WoRD SwWAP: The words are swapped (1234 = 3412)

WOoRD AND BYTE SwAP: The words are swapped, then the bytes in each word are
swapped (1234 = 4321)

BYTES: The bytes in each word are swapped (1234 = 2143)

Delay Preset

This parameter sets an interval for each Data Map copy operation. The value for the
Delay Preset is not a fixed amount of time. It is the number of firmware scans that must
transpire between copy operations.

The firmware scan cycle can take a variable amount of time, depending on the level of
activity of the protocol drivers running on the ELX-EIP-MBTCP container. Each
firmware scan can take from one to several milliseconds to complete. Therefore, Data
Map copy operations cannot be expected to happen at regular intervals.

If multiple copy operations (several rows in the Data map section) happen too
frequently or all happen in the same update interval, they could delay the process scan
of the ELX-EIP-MBTCP container protocols, which could result in slow data updates or
missed data on communication ports. To avoid these potential problems, set the Delay
Preset to different values for each row in the Data Map section and set them to higher,
rather than lower, numbers.

For example, Delay Preset values below 1000 could cause a noticeable delay in data
updates through the communication ports. Do not set all Delay Presets to the same
value. Instead, use different values for each row in the Data Map such as 1000, 1001,
and 1002 or any other different Delay Preset values. This prevents the copies from
happening concurrently and prevents possible process scan delays.

4 Repeat the steps above to add more memory mappings.
5 Click OK when complete.
6 Save the file as needed.
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8 Belden Horizon

The Belden Horizon Console can be used to configure the container application. This chapter
provides the configuration steps.

8.1 Accessing Application Details

The configuration of an application can be edited by clicking on the Application name in the tile.

0 Open Tunnels Alerts Activity Projects

Project Applications

il OVERVIEW
= Table SORT BY: Recently Added + | FILTER: Show -

GATEWAYS

APPLICATIONS

~ BELDEN FEATURED APPLICATIONS (1)

TEAM

© ACTIVITY
aarch64/elx-ei. . .

(INTERNAL TEST ONLY) ProSoft
EtherNet/IP to Modbus TCP/IP.
ProLinx

ALERTS

Deploy
WARzoN 0 Open Tunnels Alerts Activity Projects 9
Application Detail:aarch64/elx-eip-mbtcp
2 GATEWAYS
Basic Information Metadata
APPLICATIONS
Name aarch64/elx-eipmbtcp Date Created 021272025
TEAM
Version 1.001.094 Architecture armeé4d
ACTIVITY
Memory 128 M8 Publisher Name Belden
ALERTS cPu 1 Core Publisher Email info@prosoft-technology.com
Host Port : Docker Port No Ports added Publisher Contact 6617165100
Volumes psft_conf-appeonfig Publisher Address 9201 Camino Media, Suite 200 Bakersfield, CA 93311
Environment Variables ~cap-add:NET_ADMIN, ~cap-add:SYS_NICE, ~cap-add:NET_RAW Support Url
Restart Policy always Certificate Type Belden L1 Certified
Subscription FREE
File Size 97.53M8

ons. Supported services include EtherNet/IP Class 3 Client (CIP), EtherNet/IP Class 1 and Class 3 Server, and Modbus TCP/IP
eway container.

© PROJECT SETTINGS

ProSoft Technology, Inc. Page 89 of 105



ELX-EIP-MBTCP & TCP Protocol Gateway Container

Belden Horizon

User Manual

8.1.1 Overview

The Overview tab contains the Application Usage information of the container.

i‘&‘ 0 Open Tunnels Alerts Activity Projects -
Project Application Detail:aarch64/elx-eip-mbtcp i
il OVERVIEW Details Configuration Gateways
GATEWAYS
APPLICATIONS Application Usage Select gateway LHour - Access
F TEAM
CPU Usage RAM Usage e o
ACTIVITY
ALERTS
No data available No data available
Alerts Uptime Age
0 0 3 Days
Total File Size: 81.15 MB Number of gateways: 0
£ PROJECT SETTINGS
JPPORT Powered by Belden
Parameter Description
CPU Usage The sum of work that is handled by a processor on the application. It is also used to
estimate system performance.
RAM Usage The memory utilization of the application.
Alerts Alert notifications
Uptime Application uptime
Age Application age in days
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8.1.2 Details
The Details tab contains the Basic and Metadata information of the container.

OVERVIEW

GATEWAYS

APPLICATIONS

¥ TEAM

ACTIVITY

ALERTS

# PROJECT SETTINGS

Ko )PPORT

Application Detail:aarch64/elx-eip-mbtcp

Overview Configuration Gateways

Basic Information Metadata

Name aarch64/elx-eip-mbtcp Date Created Last Friday at 4:33 PM
Version 1.001.021 Architecture arm64
Memory 128 MB Support Url

CPU 1 Core Certificate Type Belden L1 Certified
Network Adapter macvlan Subscription FREE
Host Port : Docker Port No Ports added File Size 81.15MB

Volumes /psft_conf:appconfig

Environment Variables No environment variables added

Restart Policy always

The container provides protocol gateway conversion from EtherNet/IP networks to Modbus TCP/IP netweork communications. Supported services include EtherNet/IP
Class 3 Client (CIP and PCCC), EtherNet/IP Class 1 and Class 3 Server, and Modbus TCP/IP Client and Server communications. For full details of supported functions see
datasheet for the ELX-EIP-MBTCP protocol gateway container.

Parameter Description

Basic Information

Name Name of container

Version Version of container

Memory The size of memory (MB) for the container.

CPU The number of CPU cores used by the container. The number of processors is
expressed in number of physical CPU cores.

Network Adapter Name of network adapter used by the container.

Host Port : Docker Port

» Host Port: The Host port number.
» Docker Port: The Container port number.

Volumes

Includes the container path and volume name.

Environment Variables

The Name and Value of the environment variables.

Restart Policy

Behavior of restarting the container.

Always: Always restarts the container.

No: Do not restart the container.

Unless-Stopped: Always restarts unless the container is stopped.
On-Failure: Restart if the container exits due to an error.

Metadata

Date Created

Date of container creation

Architecture

Container architecture

Support URL www.prosoft-technology.com
Certificate Type Belden L1 Certified
Subscription FREE

File Size Size of container file in MB.
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8.1.3 Configuration

The Configuration tab contains the Overview, Configuration, and Advanced Settings information

of the container.

BELDEN

Project

i OVERVIEW
GATEWAYS
APPLICATIONS

¥ TEAM
ACTIVITY

ALERTS

# PROJECT SETTINGS

e/ ipPORT

Overview Details

Overview

Basic Information

Description

(INTERNAL TEST ONLY)

Configuration

Container Configuration

Fantainar Nama

0 Open Tunnels

Application Detail:aarch64/elx-eip-mbtcp

Gateways

ProSoft EtherNet/IP to Modbus TCP/IP protocol gateway container

Projects -

Deploy

Overview
- Basic Information

Parameter

Description

Overview

Basic Information

Name Name of the Container Application

Version Version of the Container Application
Architecture Container architecture

Description Brief description of the Container Application

Configuration

Container Configuration

Container Name

Name of the Container

Network

Enable Network Adapter

Enables the configuration of the network adapter for the container.

Adapter

Adapter ID of network adapter used by the container.

Attached to

Name of network adapter used by the container.

Static IP

IP address of network adapter.

Device Configuration

(Not available in current release)

Enable Serial Port

Allows access of an onboard serial port to the container.

Adapter

Entry name of the serial port adapter.

COM Port

Onboard Serial Port name

Container Path

Typically, /dev/ttyUSBO (for Linux applications)

Memory & CPU Cores

RAM (Memory) Limit

The size of memory (MB) for the container.

CPU cores

The number of CPU cores used by the container. The number of
processors is expressed in number of physical CPU cores.
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Advanced Settings

Volume Mapping

Container Path

Path of directory to mount to a persistent data volume.

Volume

Host storage volume created to provide persistent data storage to
a container.

Environment Variables

Name Name of the environment variable.

Value Value of the environment variable.

Command

Command Advanced Docker commands that are supported by the specific

Docker image

Restart Policy

Restart Policy

Behavior of restarting the container.

Always: Always restarts the container.

No: Do not restart the container.

Unless-Stopped: Always restarts unless the container is stopped.
On-Failure: Restart if the container exits due to an error.

8.1.4 Gateways

The Gateways tab contains the ELX3 or OpEdge device(s) that is using the ELX-EIP-MBTCP

Container.

sl OVERVIEW
GATEWAYS

APPLICATIONS

§ TEAM

ACTIVITY

ALERTS

PROJECT SETTINGS

SUPPORT

® Application Detail:aarch64/elx-eip-mbicp

Overview Details Configuration

Gateway Name

0 Open Tunnels Alerts Activity Projects -

Deploy @&

Serial Number

00:0d:8d:aa:2b:20

Powered by Belden
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8.2 Removing the Container Application from the Gateway

1 In the kebab menu E at the upper right part of the window, select the REMOVE option.

0 Open Tunnels Alerts Activity Projects 1 -
AR o Application Detail:aarch64/elx-eip-mbtcp oeploy@®
lw  OVERVIEW Overview Details Configuration
8 GATEWAYS @ Remove
APPLICATIONS Gateway Name Serial Number

& TEAM

ACTIVITY

ALERTS

PROJECT SETTINGS

Fowered by Belden

2 Inthe Remove Application from Gateway(s) dialog, select the application and click NEXT
to initiate the removal process.

Remove Application from Gateway(s)

Remove Application from Gateway

Application is running on following gateway. Select the gateway and click on
'Next' button to remove Application.

Gateways (1)  0Gateways selected

D Availability ~ Name Serial Number

O @ High ELX3
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3 Click FINISH when complete.
Remove Application from Gateway(s)
Femoving Application from Gateway
Application is getting removed from following gateway.

Availaibility Status

@ High Removed @

Previous
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9 Security

For information about security recommendations for the ELX-EIP-MBTCP Container, please see
the following documents:

e Belden Horizon Console Security Architecture and Assurance
(www.prosoft-technology.com)

e ELX3 User Manual (www.prosoft-technology.com)
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A.1 Identity Object (0x01)
Supported Services
Service Name Service Code (HEX)
Get_Attribute_All 0x01
Get_Attribute_Single 0x0E
Class Attributes (Class 0)
Attribute Access Name Data Type Description
1 GET Revision UINT Revision of this object
2 GET Max Instance UINT Maximum instance number of this object
Instance Attributes (Class 1)
Attribute Access Name Data Type Description
1 GET Vendor ID UINT Identification of the vendor
2 GET Device Type UINT Identification of the product type
3 GET Product Code UINT Identification of the product
4 GET Revision STRUCT of: Revision of the product
Major Revision USINT
Minor Revision USINT
5 GET Status WORD Status of device
6 GET Serial Number UDINT Serial number of the product
7 GET Product Name SHORT_STRING Name of the product
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A.2 Port Object (0xF4)

Supported Services

Service Name

Service Code (HEX)

Get_Attribute_Single O0x0E
Class Attributes (Class 0)
Attribute Access Name Data Type Description
1 GET Revision UINT Revision of this object
2 GET Max Instance UINT Maximum instance number of this object
3 GET Number of UINT Number of ports currently instantiated
Instances
8 GET Entry Port UINT Returns the instance of the Port Object that describes
the port through which this request entered the device
9 GET Port Instance Info ARRAY of Array of structures containing instance attributes 1 and
STRUCT of 2 from the instance
Port Type UINT Enumerates the Port Type
Port Number UINT CIP port number of the port
Instance Attributes (Class 1)
Attribute Access Name Data Type Description
1 GET Port Type UINT Enumerates the Port Type
2 GET Port Number UINT CIP port number of the port
3 GET Logical Link Object STRUCT of:
Path Length USINT Number of 16-bit words in the following path
Link Path USINT Logical path segments that identify the object for this
port
4 GET Port Name SHORT_STRING String that names the communications interface. The
maximum number of characters in the string is 64. For
example: “Port A”
7 GET Port Number and Padded EPATH Single Port Segment containing the Port Number and
Node Address Link Address of this device on this port
10 GET Port Routing DWORD Bit string that defines the routing capabilities of this
Capabilities port
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A.3 TCPI/IP Interface Object (0xF5)

Supported Services

Service Name

Service Code (HEX)

Get_Attribute_All 0x01
Get_Attribute_Single O0x0E
Set_Attribute_Single 0x10
Class Attributes (Class 0)
Attribute Access Name Data Type Description
1 GET Revision UINT Revision of this object
Instance Attributes (Class 1)
Attribute Access Name Data Type Description
1 GET Status DWORD Interface status
2 GET Configuration DWORD Interface capability flags
Capability
3 GET Configuration Control DWORD Interface control flags
4 GET Physical Link Object STRUCT of: Path to physical link object
Path Size UINT Size of Path
Path Padded EPATH Logical segments identifying the physical link
object
5 GET Interface Configuration STRUCT of: TCP/IP network interface configuration
IP Address UDINT The device’s IP address
Network Mask UDINT The device’s network mask
Gateway Address UDINT Default gateway address
Name Server UDINT Primary name server
Name Server 2 UDINT Secondary name server
Domain Name UDINT Default domain name
GET Host Name STRING Host name
13 SET Encapsulation UINT Number of seconds of inactivity before TCP

Inactivity Timeout

connection is closed. Default value is 120.

0: Disable timeout
1 to 3600: Timeout in seconds
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A.4 Ethernet Link Object (0xF6)

Supported Services

Service Name Service Code (HEX)
Get_Attribute_All 0x01
Get_Attribute_Single 0x0E
Set_Attribute_Single 0x10

Class Attributes (Class 0)

Attribute Access Name Data Type Description

1 GET Revision UINT Revision of this object

Instance Attributes (Class 1)

Attribute Access Name Data Type Description
1 GET Interface Speed UDINT Interface speed currently in use
2 GET Interface Flags DWORD Interface status flags
3 GET Physical Address ARRAY of MAC layer address
6 USINTs
10 GET Interface Label SHORT_STRING Human readable identification
11 GET Interface Capability STRUCT of: Indication of capabilities of the interface
Capability Bits DWORD Interface capabilities, other than speed/duplex
Speed/Duplex STRUCT of: Indicates speed/duplex pairs supported in the
Options Interface Control attribute
USINT Speed/Duplex Array Count
ARRAY of: Speed/Duplex Array
STRUCT of:
UINT Interface Speed in Mbps
USINT Interface Duplex Mode
0: Half duplex
1: Full duplex

2 to 255: Reserved
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A.5 LLDP Management Object (0x109)

Supported Services

Service Name

Service Code (HEX)

Get_Attribute_All

0x01

Get_Attribute_Single 0x0E
Set_Attribute_Single 0x10
Class Attributes (Class 0)

Attribute Access Name Data Type Description

1 GET Revision UINT Revision of this object

2 GET Max Instance UINT Maximum instance number of this object

3 GET Number of Instances UINT Number of object instances currently created at this
class level of the device

Instance Attributes (Class 1)
Attribute Access Name Data Type Description
1 SET LLDP Enable UDINT
LLDP Enable UINT Number of bits defined in the LLDP Enable Array
Array Length member of this structure.
LLDP Enable Array Length (UINT): 1 plus the value
of Class attribute 2 from the Ethernet Link Object
(OxF6)
LLDP Enable ARRAY of: Enable generation of LLDP Frames both Globally
Array BYTE and per Port and the processing of received LLDP
frames globally.
LLDP Enable Array (BYTE):
Bit 0: Global Enable, LLDP Tx & Rx Enabled (1)
Bit 1: LLDP Tx Enabled (Instance 1 of Ethernet
Link Object) (1)

2 SET msgTxInterval UINT From 802.1AB-2016. The interval in seconds at
which LLDP frames are transmitted from this
device
0: Reserved
1 to 3600: Message Transmission Interval for LLDP
frames
3601 to 65535: Reserved
Recommended default value is 30.

3 SET msgTxHold USINT From 802.1AB-2016. A multiplier of msgTxinterval

to determine the value of the TTL TLV sent to
neighboring devices

0: Reserved
1 to 100: Message Transmission Multiplier for
LLDP Frames
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101 to 255: Reserved

Recommended default value is 4.

4 GET LLDP Datastore WORD An indication of the retrieval methods for the LLDP
Datastore supported by this device
5 GET Last Change UDINT The value of sysUpTime taken the last time any

entry (ignoring TTL) in the LLDP Datastore (as
indicated in instance attribute 4) changed
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A.6 LLDP Data Table Object (0x10A)

Supported Services

Service Name Service Code (HEX)
Get_Attribute_All 0x01
Get_Attribute_Single 0x0E

Class Attributes (Class 0)

Attribute Name Access Data Type Description

1 Revision GET UINT Revision of this object

2 Max Instance GET UINT Maximum instance number of an object currently
created in this class level of the device

3 Number of Instances  GET UINT Number of object instances currently created at this

class level of the device

Instance Attributes (Class 1)

Attribute Access Name Data Type Description
1 GET Ethernet Link UDINT The local instance number of the Ethernet Link
Instance Number Object that matches the physical Ethernet port the

LLDP frame populating this instance was received
on, if known.
0: Unknown
1 to 65535: Ethernet Link Object (0xF6) Instance
Number

2 GET MAC Address ETH_MAC_ADDR The neighboring MAC Address received from the
CIP MAC Address, Chassis ID, or Port ID TLV

3 GET Interface Label SHORT_STRING The neighboring Interface Label received from the
CIP Interface Label, Chassis ID or Port ID TLV

4 GET Time To Live UINT The number of seconds the neighboring

information is to be considered valid

0: Reserved
1 to 65535: Time to Live (in seconds)

Note: A received TTL TLV value 0 means the table
entry should be removed per IEEE 802.1AB-2016

5 GET System Capabilities STRUCT of: The system capabilities field contains bitmaps of
TLV the capabilities that define the primary function(s)
of the neighboring system
System Capabilities WORD The capabilities supported by the neighboring
device that are based on currently loaded firmware.
Enabled Capabilities WORD The capabilities currently enabled on the
neighboring device
6 GET IPv4 Management STRUCT of: The IPv4 management addresses of the
Addresses neighboring device
Management Address  USINT Number of implemented management addresses
Count
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Management Address

ARRAY of UDINT

IPv4 Management Addresses of the neighboring
device

7 GET CIP Identification STUCT of: The CIP Identification TLV of the neighboring
device
Vendor ID UINT
Device Type UINT
Product Code UINT
Major Revision BYTE
Minor Revision USINT
CIP Serial Number UDINT
8 GET Additional Ethernet STRUCT of: A TLV for Ethernet Preemption Support from the
Capabilities neighboring device
0: Not Supported
1: Supported
Preemption Support BOOL Allows a link partner to know if preemption is
supported on the link
0: Not Enabled
1: Enabled
Preemption Status BOOL Allows a link partner to know if preemption is
enabled on the link
0: Not Active
1: Active
Preemption Active BOOL Allows a link partner to know if link preemption has
passed embedded verification
0: 64 octets
1: 128 octets
2: 192 octets
3: 256 octets
4 to 255: Reserved
Additional Fragment USINT The number of octets that must be transmitted of a
Size frame before preemption occurs
9 GET Last Change UDINT The value of sysUpTime taken the last time any

attribute in this instance changed

(The maximum number of Supported Instances is 48)
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11 Support, Service, and Warranty
11.1 Contacting Technical Support
ProSoft Technology, Inc. is committed to providing the most efficient and effective support
possible. Before calling, please gather the following information to assist in expediting this
process:
1 Product Version Number
2 System architecture
3 Network details
If the issue is hardware related, we will also need information regarding:
1 Module configuration and associated ladder files, if any
2 Module operation and any unusual behavior
3 Configuration/Debug status information
4 LED patterns
5 Details about the interfaced serial, Ethernet or Fieldbus devices
North America (Corporate Location) Europe / Middle East / Africa Regional Office
Phone: +1 661-716-5100 Phone: +33.(0)5.34.36.87.20
ps.prosofttechnology@belden.com ps.europe@belden.com
Languages spoken: English, Spanish Languages spoken: English, French, Hindi, Italian
REGIONAL TECH SUPPORT REGIONAL TECH SUPPORT
ps.support@belden.com ps.support.emea@belden.com
Latin America Regional Office Asia Pacific Regional Office
Phone: +52.222.264.1814 Phone: +60.3.2247.1898
ps.latinam@belden.com ps.asiapc@belden.com
Languages spoken: English, Spanish, Languages spoken: Bahasa, Chinese, English,
Portuguese Hindi, Japanese, Korean, Malay
REGIONAL TECH SUPPORT REGIONAL TECH SUPPORT
ps.support.la@belden.com ps.support.ap@belden.com
For additional ProSoft Technology contacts in your area, please see:
www.prosoft-technology.com/About-Us/Contact-Us
11.2 Warranty Information
For details regarding ProSoft Technology’s legal terms and conditions, please see:
www.prosoft-technology.com/ProSoft-Technology-Legal-Terms-and-Conditions
For Return Material Authorization information, please see:
www.prosoft-technology.com/Services-Support/Return-Material-Instructions
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