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Content Disclaimer

This documentation is not intended as a substitute for and is not to be used for determining suitability or
reliability of these products for specific user applications. It is the duty of any such user or integrator to
perform the appropriate and complete risk analysis, evaluation and testing of the products with respect to
the relevant specific application or use thereof. Neither ProSoft Technology nor any of its affiliates or
subsidiaries shall be responsible or liable for misuse of the information contained herein. Information in this
document including illustrations, specifications and dimensions may contain technical inaccuracies or
typographical errors. ProSoft Technology makes no warranty or representation as to its accuracy and
assumes no liability for and reserves the right to correct such inaccuracies or errors at any time without
notice. If you have any suggestions for improvements or amendments or have found errors in this
publication, please notify us.

No part of this document may be reproduced in any form or by any means, electronic or mechanical,
including photocopying, without express written permission of ProSoft Technology. All pertinent state,
regional, and local safety regulations must be observed when installing and using this product. For reasons
of safety and to help ensure compliance with documented system data, only the manufacturer should
perform repairs to components. When devices are used for applications with technical safety requirements,
the relevant instructions must be followed. Failure to use ProSoft Technology software or approved software
with our hardware products may result in injury, harm, or improper operating results. Failure to observe this
information can result in injury or equipment damage.

Copyright © 2024 ProSoft Technology, Inc. All Rights Reserved.

For professional users in the European Union

If you wish to discard electrical and electronic equipment (EEE), please contact your dealer
or supplier for further information.

A Warning — Cancer and Reproductive Harm — www.P65Warnings.ca.gov
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Open Source Information

Open Source Software used in the product

The product contains, among other things, Open Source Software files, as defined below, developed by third
parties and licensed under an Open Source Software license. These Open Source Software files are
protected by copyright. Your right to use the Open Source Software is governed by the relevant applicable
Open Source Software license conditions. Your compliance with those license conditions will entitle you to
use the Open Source Software as foreseen in the relevant license. In the event of conflicts between other
ProSoft Technology, Inc. license conditions applicable to the product and the Open Source Software license
conditions, the Open Source Software conditions shall prevail. The Open Source Software is provided
royalty-free (i.e. no fees are charged for exercising the licensed rights). Open Source Software contained in
this product and the respective Open Source Software licenses are stated in the module webpage, in the
link Open Source.

If Open Source Software contained in this product is licensed under GNU General Public License (GPL),
GNU Lesser General Public License (LGPL), Mozilla Public License (MPL) or any other Open Source
Software license, which requires that source code is to be made available and such source code is not
already delivered together with the product, you can order the corresponding source code of the Open
Source Software from ProSoft Technology, Inc. - against payment of the shipping and handling charges - for
a period of at least 3 years since purchase of the product. Please send your specific request, within 3 years
of the purchase date of this product, together with the name and serial number of the product found on the
product label to:

ProSoft Technology, Inc.
Director of Engineering

9201 Camino Media, Suite 200
Bakersfield, CA 93311

USA

Warranty regarding further use of the Open Source Software

ProSoft Technology, Inc. provides no warranty for the Open Source Software contained in this product, if
such Open Source Software is used in any manner other than intended by ProSoft Technology, Inc. The
licenses listed below define the warranty, if any, from the authors or licensors of the Open Source Software.
ProSoft Technology, Inc. specifically disclaims any warranty for defects caused by altering any Open Source
Software or the product’s configuration. Any warranty claims against ProSoft Technology, Inc. in the event
that the Open Source Software contained in this product infringes the intellectual property rights of a third
party are excluded. The following disclaimer applies to the GPL and LGPL components in relation to the
rights holders:

“This program is distributed in the hope that it will be useful, but WITHOUT ANY WARRANTY; without even
the implied warranty of MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the GNU
General Public License and the GNU Lesser General Public License for more details.”

For the remaining open source components, the liability exclusions of the rights holders in the respective
license texts apply. Technical support, if any, will only be provided for unmodified software.
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Important Safety Information

North America Warnings

A This Equipment is Suitable For Use in Class I, Division 2, Groups A, B, C, D or Non-Hazardous

Locations Only.

B  Warning — Explosion Hazard — Substitution of Any Components May Impair Suitability for Class I,

Division 2.

C Warning — Explosion Hazard — Do Not Disconnect Equipment Unless Power Has Been Switched Off Or

The Area is Known To Be Non-Hazardous.

D The subject devices are powered by a Switch Model Power Supply (SMPS) that has regulated output

voltage of 5 VDC.

ATEX/IECEx Warnings and Conditions of Safe Usage:

Power, Input, and Output (I/O) wiring must be in accordance with the authority having jurisdiction.
A Warning - Explosion Hazard - When in hazardous locations, turn off power before replacing or wiring

modules.

B  Warning - Explosion Hazard - Do not disconnect equipment unless power has been switched off or the
area is known to be non-hazardous.

C These products are intended to be mounted in an ATEX/IECEXx Certified, tool-secured, IP54 enclosure.
The devices shall provide external means to prevent the rated voltage being exceeded by transient

disturbances of more than 40%. This device must be used only with ATEX certified backplanes.

D Before operating the reset switch, be sure the area is known to be non-hazardous.
E If the equipmentis used in a manner not specified by the manufacturer, the protection provided by the

equipment may be impaired.

Agency Approvals and Certifications

Please visit our website: www.prosoft-technology.com

China RoHS Hazardous Material Declaration Table

PP R EY RN AR RS E

MName and content of hazardous substances in product

BEYR
2R R

B4R pRilE % SREESE Polybrominated
Component Name el B & Hexavalent | Polybrominated Diphenyl

Lead Mercury | Cadmium | Chromium Biphenyls Ethers

{Pb) {Hg) (Cd) {Cr(%1)) (PBB) {PBDE)
ENm e AR 4 X 0 0 0 0 0
Printed Circuit Board Assemhlies
N =
:TZEUM"T'
Metal Components A © 8 S 2 g
it 0 0 0 0 0 0
Battery
ZBEERTF g 5 & 3 = s
Plastic Com ponents

IR ZARITE ST 113648040 4mE] © This table ismade per guidance of 3J/T 11364
X FTZAEWRE  EIZEM ISR R Ry & BB HGE/T 26572 ERTIR B ESR -
({E b AT FERERA o ARIESEBRIBI N E R T X B A R R T —E 58 o)
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1.2

Start Here

To get the most benefit from this User Manual, you should have the following skills:

e Rockwell Automation® RSLogix™ software: launch the program, configure ladder
logic, and transfer the ladder logic to the processor

e Microsoft Windows®: install and launch programs, execute menu commands,
navigate dialog boxes, and enter data

e Hardware installation and wiring: install the module, and safely connect DNP3
Ethernet and ControlLogix devices to a power source and to the MVIS6E-DNPNET’s
application port(s)

System Requirements

The MVIS6E-DNPNET module requires the following minimum hardware and software
components:

Rockwell Automation® ControlLogix® processor (firmware version 10 or higher) with
compatible limited voltage power supply and one free slot in the rack for the MVI56E-
DNPNET module. The module requires 800 mA of available 5 VDC and 3 mA of
available 24 VDC power.

A

¢ Rockwell Automation RSLogix™ 5000 programming software

o Version 16 or higher required for Add-On Instruction
e Rockwell Automation RSLinx® communication software version 2.51 or higher
e ProSoft Configuration Builder (PCB)

ProSoft Discovery Service (PDS)

Note: The Hardware and Operating System requirements in this list are the minimum recommended to
install and run software provided by ProSoft Technology®. Other third party applications may have different
minimum requirements. Refer to the documentation for any third party applications for system requirements.

Note: You can install the module in a local or remote rack. For remote rack installation, the module requires
EtherNet/IP or ControlNet communication with the processor.

Package Contents

Qty. Part Name Part Number Part Description

1 MVI56E-DNPNET MVIS56E-DNPNET DNPNET Ethernet Client/Server
Communication Module
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1.3 Setting Jumpers

The Setup Jumper acts as "write protection" for the module’s firmware. In "write
protected" mode, the Setup pins are not connected, and the module’s firmware cannot
be overwritten. The module is shipped with the Setup jumper OFF. Do not jumper the
Setup pins together unless you are directed to do so by ProSoft Technical Support (or
you want to update the module firmware).

The following illustration shows the MVI56E-DNPNET jumper configuration with the

Setup Jumper OFF.

SETUP

SETUP
SHUNT
L
.2

NOT JUMPERED

Note: If you are installing the module in a remote rack, you may prefer to leave the Setup pins jumpered.
That way, you can update the module’s firmware without requiring physical access to the module.
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1.4

Installing the Module in the Rack

Make sure your ControlLogix processor and power supply are installed and configured,
before installing the MVIS6E-DNPNET. Refer to your Rockwell Automation product
documentation for installation instructions.

Warning: You must follow all safety instructions when installing this or any other electronic devices. Failure
to follow safety procedures could result in damage to hardware or data, or even serious injury or death to
personnel. Refer to the documentation for each device you plan to connect to verify that suitable safety
procedures are in place before installing or servicing the device.

After you have checked the placement of the jumpers, insert the MVIS6E-DNPNET into
the ControlLogix chassis. Use the same technique recommended by Rockwell
Automation to remove and install ControlLogix modules.

You can install or remove ControlLogix system components while chassis power is
applied and the system is operating. However, please note the following warning.

Warning: When you insert or remove the module while backplane power is on, an electrical arc can occur.
An electrical arc can cause personal injury or property damage by sending an erroneous signal to the
system’s actuators. This can cause unintended machine motion or loss of process control. Electrical arcs
may also cause an explosion when they happen in a hazardous environment. Verify that power is removed
or the area is non-hazardous before proceeding.

Repeated electrical arcing causes excessive wear to contacts on both the module and its mating connector.
Worn contacts may create electrical resistance that can affect module operation.

1 Align the module with the top and bottom guides, and then slide it into the rack until
the module is firmly against the backplane connector.

MVISBE-xxx Module

With a firm, steady push, snap the module into place.

Check that the holding clips on the top and bottom of the module are securely in the

locking holes of the rack.

4 Make a note of the slot location. You must identify the slot in which the module is
installed in order for the sample program to work correctly. Slot numbers are
identified on the green circuit board (backplane) of the ControlLogix rack.

5 Turn power ON.

w N
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Note: If you insert the module improperly, the system may stop working or may behave unpredictably.

Note: When using the XT version (if applicable), you must use the 1756-A5XT or 1756-A7LXT chassis to
uphold the XT specifications. In these chassis, modules are spaced further apart than in standard
ControlLogix chassis. Blank spacers are inserted between active modules.

1.5 Creating a New RSLogix 5000 Project
1 Open the FILE menu, and then choose NEw.

{if RSLogix 5000

Edit View Search Logic Communications

|'E New... Ctrl+N

= Open.. Ctrl+0
Cle

58

JEVE Ctrl+5

2 Select your ControlLogix controller model.
3 Select the REVISION of your controller. Depending on the revision, there may be
some small differences in the appearance of dialog boxes from the ones shown.
4 Enter a name for your controller, such as My_Controller.
5 Select your ControlLogix chassis type.
6 Select SLOT O for the controller.
7 Click OK.
New Controller X
Wendor. Allen-Bradley
Tepe 175663 ContralLogis5563 Contraller v
ot o~
[ Redundancy Enabled
Name: tdy_Controller
Description
Chassis Type 175644 4-Slot ControlLogix Chassis v
Slat 0 %
Create In: C:\Program Files\Rockwell Software\ RS Lagix SO0NENUSw204Ein
Security Authority: Mo Protection v
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1.5.1 Before You Import the Add-On Instruction
One Add-On Instruction is provided for the MVIS6E-DNPNET module. It is required for
setting up the module.

Download the files from www.prosoft-technology.com. Save them to a convenient
location in your PC, such as Desktop or My Documents.

File Name Description
Example: L5X file containing Add-On Instruction, user defined

MVI56(E)DNPNET_AddOn_Rung_vX.L5X data types, controller tags and ladder logic required
N - - to configure the MVIS6E-DNPNET module

1.5.2 Creating the Module

Add the MVI56E-DNPNET module to the project.

1 Inthe Controller Organizer window, right-click 1/O CONFIGURATION or the backplane
and then choose NEw MODULE...

(23 add-0On Instructions
=55 Data Tvpes
Eﬁ ser-Defined
Eﬁ Strings
Cgp add-on-Defined
3 Predefined

E] Mew Module. ..

Eﬁ Module-Defined Properties Alt+Enter
3 Trends
=5 IO Configuration Print *
SR -} 1756 Backplane, 1756-4

0 [0] 1756-L63 My _Controller

This action opens the SELECT MODULE dialog box. Enter generic in the text box and
select the GENERIC 1756 MODULE. If you're using a controller revision of 15 or
less, expand OTHER in the SELECT MODULE dialog box, and then select the
GENERIC 1756 MODULE.

Select Module Type

Catalog | Module Discovery | Favorites

= Module Type Category Filters Al = Module Type Vendor Filters i
L] Allen-Bradley

Communication ]

O O

O 3| O v
< 5 @ >

Catalog Number Diescription

1756-MOB5EG 8 Axis Generic SERCOS Interface
FHE-MODULE  Generic 1756 Module

MVIBEE-GEC  Generic ASCI Senal Communication Interface

< *
3 of 125 Module Tppes Found Add to Favorites
[[] Close on Create [ Create ] [ Cloze ] [ Help ]
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2 Click CREATE. This action opens the NEw MODULE dialog box.

New Module g|
Type: 1756-MODULE Generic 1756 Module
Parent: Local Connection Parameters
e Size
Mame: | e [ [280 =] nesiy
Descrption: owpe |2 [ 248 = nedi
‘ Configwation: [+ | 0= 34

Comm Earmat: | Data - INT ~| [

Slat: [ I

¥ Open Module Properties ,T' Eaiee) | Help
3 Inthe NEw MoDULE dialog box, enter the following values.
Parameter Value
NAME DNPNET
DESCRIPTION Enter a description for the module. Example: DNPNET

Ethernet Client/Server Communication Module
COMM FORMAT Select DATA-INT
SLot Enter the slot number in the rack where the MVIS6E-DNPNET
module is located

INPUT ASSEMBLY INSTANCE 1
INPUT SiZE 250
OuTPUT ASSEMBLY INSTANCE 2
OuTPUT SIZE 248
CONFIGURATION ASSEMBLY INSTANCE 4
CONFIGURATION SIZE 0

4 Click OK to continue.

5 Edit the Module Properties.

6 Select the REQUESTED PACKET INTERVAI value for scanning the I/O on the module.
This value represents the minimum frequency at which the module will handle
scheduled events. This value should not be set to less than 1 millisecond. The
default value is 5 milliseconds. Values between 1 and 10 milliseconds should work
with most applications.

B Module Properties: Local: 1 (1756-MODULE 1.1) El

General Conrection ] Mudulelﬂfuw Backplane]

Requested Packet Interval [RPI): 5.033 me (0.2 - 7500 mz)
[~ Inkibit Module

[~ Major Fault On Controller IF Connection Fails Whils in Run Mode

todule Fault

Status: Offline ok Cancel Help
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7 Click OK to save the module and close the dialog box. Notice that the module now
appears in the Controller Organizer window.

-5 Controller My_Contraller
A Controller Tags
[23 controller Fault Handler
[T Power-Up Handler
1425 Tasks
- % MainTask
+ CHJ MainProgram
[T Unscheduled Programs
=425 Mation Groups
[[3 Ungrouped Axes
[£3 Add-On Instructions
&5 Data Types
£ User-Defined
+ Eﬁ Strings
Cg Add-On-Defined
+ Eﬁ Predefined
+ Eﬂ, Module-Defined
[Z3 Trends
5] 1O Configuration
-3 175a Backplane, 1756-44
o [0] 1756-L63 My_Controller

i [1] 1756-DNPHET
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1.5.3 Importing the Add-On Instruction

1 Inthe CONTROLLER ORGANIZATION window, expand the TAsks folder and subfolders
until you reach the MAINPROGRAM folder.

2 In the MAINPROGRAM folder, double-click to open the MAINROUTINE ladder.

3 Select an empty rung in the routine, and then click the right mouse button to open a
shortcut menu. On the shortcut menu, choose IMPORT RUNGS...

# RSLogix 5000 - My_Controller [1756-L71 20.12]* - [MainProgram - MainRoutine*] =13
B File Edt Wiew Search Logic Communications Tools Window Help = i e
asSH & w2 v &85 B FE &S v 2
Difline . FRuN W FEH par [48_ETHIP-2\10.1.3 183\Backplane\D- ~| &
No Forces b, PEK a0

gy Skorage P H »
No Edits =3 F o

B = >|\ Favorites f§ Add-On £ Alarms Eit A Timer/Courter A& |

= 45 Controller My_Conkroller

A Controller Tags ”
£ Controller Faut Hander
1 Power-Up Hardler

= Tasks

(=7 ManTask
= CB MainProgram
\Q Pragram Tags
MainRoutine

actl B av e

1 Urscheduled Programs | Phases Add Rung QR

= 5] Motion Groups Edi Rung Enter

1 Ungrouped Axes
# [ Add-On Instructions
=) i3 Data Types

Import Rungs...

-8 User-Defined
@ Cpf Strings
# Ly Add-On-Defined
@ g Predefined
# L@ Module-Defined
(23 Trerds
= 1O Configur ation
(= € 1756 Backplane, 1756-A4
Fa [0] 1756-L71 ty_Controller

8 [1]1756-MODULE DNPNET ' >

Rung (End) of 0 APP

GoTo.. G

Add Ladder Element.., Ak+Ins

4 Navigate to the location on your PC where you saved the Add-On Instruction (for
example, My Documents or Desktop). Select the
MVI56(E)DNPNET_ADDON_RUNG_VX.L5X file.

X

Import Rungs
Look jn: |@ Desktop v| Q==

()ry Dacuments

A
b :3 -j My Corputer
My Recent HMY Mebwork Places
Documents MVISE(E)DNPNET_AddOn_Rung_vl_0.L5X

File name | MVI56(E)DNPNET_AddOn_Rung_vi_0. v | Import. |

Files of type:
My Metwork,  Files containing: =
Places
Into: Eﬁ

[[] Owenwrite Selected Fungs
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This action opens the IMPORT CONFIGURATION dialog box. Click TAGS under
MAINROUTINE to show the controller tags that will be created.

Note that if you are using a controller revision number of 16 or less, the
IMPORT CONFIGURATION dialog box does not show the IMPORT CONTENT tree.

Note that if you are using a controller revision number of 16 or less, the IMPORT
CONFIGURATION dialog box does not show the IMPORT CONTENT tree.

M Import Configuration PZ|
£y S an

Find “ithir: Final Mame

Import Content:
@ b ainT azk Conhigure T ag References
y a MalnF'ro_gram . | Import Mame | Operation |_:_J| Final Hame & |f|}| Alias For | Data Tupe | Diescription
] Exj MainR outine [Rungs]
23 References | ﬂ ADISEMCH Create 1 | ADISEMCH = ADISEMCM

i - ﬂ Lacal1:1 Urdsfined | | Locak1:l
s Add-On Instructiory) || ﬂ Local1:0 Undefined | J |Local1:0
By Data Types 8 mom Create MM | MChModul..

I A

LIV

et L W

5 If you are using the module in a different slot (or remote rack), edit the connection
input and output variables that define the path to the module. Edit the text in the
FINAL NAME column (NAME column for controller revision 16 or less). For example, if
your module is located in slot 3, change Local:1:l in the above picture to Local:3:l. Do
the same for Local:1:0. If your module is located in Slot 1 of the local rack, this step
is not required.

6 Click OK to confirm the import. RSLogix 5000 indicates that the import is in progress:

Importing

Creating routine: Prescan
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When the import is completed, the new rung with the Add-On Instruction will be
visible as shown in the following illustration.

fa RSLogix 5000 - My_Controller [1756-163 19.11]* - [MainProgram - MainRoutine]

Ef Fle Edt Yiew Search Llogic Communications Tools Window Help -8 X
AEH & yBme v v ang B FE QS v 2
Offline A. FRUN [——] Fathy [AB_ETH-1\05.1020.222\B ackplane'” - ﬁ

No Forces ». ;”K 1}

No Edis EYIE M A T »

<3|\ Favorites { AmAon £ Alrms £ BR £ Tmeriourder

I 2 X ‘ [oe] 8 = o] «ar
(=5 Controller My_Controller —
Controller Tags CISEEDNPIET- ~
(23 Cortroller Fault Handier —
[ Power-Up Handler ACISEEDNPRET AQISBEDNPNET [
=] Tasks DNPNET DNPNET
= £ MainTask Connection_input Local 1:1.Data
£ £8 Warerogram Connection_Output  Local1:0.Data
2 ReadEthernethiSG  ReadEthermnetiss (]
Frogram Tags WHRSEthemmetMSG  WiiteEthernetMSG ]
B3 MainRoutine

(23 Unscheduled Programs | Phases

(=5 Mation Groups
23 Ungrouped Axes (End)
(=453 Add-On Instructions
= £ AOIEEEDNPHET

Parameters and Local Tags
B Loaic
&7 Prescan
= £ Data Types
[, User-Defined
Cyp strings
(g, Add-On-Defined
(g Predefined
[}, Module-Defined
(3 Trends
(=51 10 Configuration
(= 9 1756 Backplane, 1756-A7
49 [0] 1756-L63 My_Controller
B [411756-MODULE DNPHET

'MainﬁoulilleJ 3 3

DMPHET

The procedure also imports new User Defined Data Types, Controller Tags, and the
Add-On instruction for your project.

A A= ] sl

1| +I% Favortes h Add-On 4

7 Save the application and then download the sample ladder logic into the processor.
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1.5.4 Adding Multiple Modules (Optional)

Important: If your application requires more than one MVI56E-DNPNET module in the same project, follow
the steps below.

1 Inthe I/O CONFIGURATION folder, click the right mouse button to open a shortcut
menu, and then choose NEw MODULE.

mpo
&5 rind | v| &% [FrdRepace
Find withir: Final Name
Import Content:
53 MainTask Configure Tag Heferences
v = MalnPro_gram - | Innport M ame | Operation |;J‘ Final M ame & |§| Alias For | Data Type | Description
U3 MainRoutine [Rungs) —
£ References | f]  ADISEMNETC |Use Existing ADISEMNETC = ADISEMME. ..
O3 [ Tage _x ﬂ Local:1: Use Existing | (3 Local1:l ﬂ = AB17EE M.
Add-On Instuctiony] || ﬂ Lacal1:0 Use Existing | 3 |\?_ v‘ 5hDW1‘AHTags v|
Data Types | |8 wueTC Use Esisting
s Other Components ‘Name == | |Da13 Type Deszcription | ~
ErnarsMwfamings E A CISEMNETS ACISEMMETE Add-On for b...
E Local1:.C ABATSE_MODULE.C:O
E +-Local1:l ABATSE_MODULE_INT...
E +-Local1:0 ABATSE_MODULE_INT...
+Local2C ABATSE_MODULE.C:O
+ Local2:| AB1756_MODULE_INT.
E +Local 20 A1 756_MODULE_INT.
E - MMETC MNETCMODULEDEF This defines th...| -
-
<
Controller
. - e L

2 Select 1756-MODULE. If you're using a controller revision of 16 or less, expand
OTHER in the SELECT MODULE dialog box, and then select the 1756-MODULE.

Select Module Type

Catalog | Module Discovery | Favorites

|generic | Clear Filters
[m] Module Type Category Filkers 8 [m] Module Type Wendor Filters L]
O Allen-Bradley
Communication = (| [ o |
O O
O g O 3
T @ |@i I

Catalog Mumber Description
1756-MO85EG 8 Axis Genenc SERCOS Interface
1756-MODULE  Generic 17
MWI5EE-GSC

wdule

<

Generic ASCH Serial Communication Interface

>

3 of 125 Module Types Found

Add to Favorites

[] Clase on Create

Ereate] [ Cloze ] [ Help ]

ProSoft Technology, Inc.

Page 17 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform Start Here
DNP3 Ethernet User Manual

3 Fill the module properties as follows:

Parameter Value

NAME Enter a module identification string. Example: DNPNET_2.

DESCRIPTION Enter a description for the module. Example: DNPNET
Ethernet Client/Server Communication Module.

COMM FORMAT Select DATA-INT.

SLoT Enter the slot number in the rack where the MVIS6E-DNPNET
module is located.

INPUT ASSEMBLY INSTANCE 1

INPUT SIZE 250

OuUTPUT ASSEMBLY INSTANCE 2

OUTPUT SIZE 248

CONFIGURATION ASSEMBLY INSTANCE 4

CONFIGURATION SIZE 0

4 Click OK to confirm. The new module is now visible:

=45 1jO Configuration
=3 1756 Backplane, 1756-A7
o [0] 1756-L63 My_Controller
Bl [1]1756-MODULE DNPRET
So-MODULE DMPMET_2

Expand the TAsks folder, and then expand the MAINTASK folder.

In the MAINPROGRAM folder, double-click to open the MAINROUTINE ladder.

Select an empty rung in the routine, and then click the right mouse button to open a
shortcut menu. On the shortcut menu, choose IMPORT RUNGS...

~N O 01

| RSLogix 5000 - My_Controller [1756-163 19111 - [MainProgram - MainRoutine]

B File Edit Yiew Search Logic Coms Tools Window Help -8 %
2=d & e v 256G B FE @Q v 8
Offline: f. I RUN -] Poth: [ AB_ETH-1%105 1020 222\Backplane"0* ~] &
No Farces . I':UK
Mo Edits alp Ly ook b
11a
< ¥ |\ Favorites {"Add-On
[ T x| |
&£ Controller My_Controller
Controller Tags \56ED! =3
(3 controller Fault Handler 0 —
(23 Power-Up Handier AOISSEDNPNET AOISBEDNPNET )
&5 Tasks DNPNET DNPNET
& 63 ManTask Comnection_input Locsl 1:| Data
& E8 MainProgram Comnection_Ouput Localb:0 Data
ReadFthernetMSG ReacEthernsthSs [
Pro s WriteEthernetMSG  WriteEthernethSe ()
B MainRoutine:
[ Unscheduled Programs / Phases
= 5 Mation Groups
(53 Ungrouped Axes
=53 Add-on Instructions
= £ AOISEEDNPRET

[ Parameters and Local Tags

B Logc
Prescan
=3 Data Types
@ £ User-Defined Add Rung Chrl+R.
Strings Edit Rung Enter

= g Add-on-Defined
a0 £y Predefined
£ Module-Defined Impork Rungs. .
[ Trends
= £ 1JO Configuration

= B9 1756 Backplane, 1756-A7

M [0] 1756-L63 My_Controller

8 [1]1756-MODULE DNPRET

f [2]1756-MODULE DNPRET_MODULE 2

GoTo... Crl+G
Add Ladder Element... Alt+ns
v
MalnRoulllleJ e 2 2 P 3

Rung (End)of 1 APP
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8 Select the MVI56(E)DNPNET_ADDON_RUNG_VX.L5X file, and then click IMPORT.

Import Rungs

5

G

My Recent
Documents

Desktop

My Documents

-

My Computer

kM Metwark,
Places

Look i | @ Desktop v | O I = F-
DMY Documents
d My Cornputer
HMV Metwork Places
=} MVIS6(E)DNPNET_AddOn_Rung_vi_0.L5X
File nare: | MVYISE(E)DNPNET_AddOn_Rung_wvil_0. | [ Import... l
Filez of type:
Files comtaiming: =
It Ea
[ Owerwrite 5 elected Rungs

9 This action opens the

IMPORT CONFIGURATION window. Click TAGS under

MAINROUTINE to show the tags that will be imported.

=

M Import Configuration ['5__<|
L5 Find | v| &8 [Find/Replace.
Find ithir: Final Name
Impart Content:
£8 MainT ask Configure Tag Relerences
Y & E;irﬁ[:ii[ﬁa:uline (Rungs) | Import Wame | Operation |.:_J| Final Mame & | ﬁﬂ Alias For | D ata Type | Descrip)
0 £ Feferences | |fl  ACISEEDWPMET Create ] |ADISEEDNPNET | == ADISEEDN... |Add On
v B Tags | |fl  DnPNET Create ) |DMPNET B DNPMETH...
s Add-On Instruction: \'_ ﬂ Local:1:1 Undefined |1 |Locak1:l
oy Data Tupes v 18 Localt:o Undefired | | Locat1:0
v B crosw Dther Comporents| | | 8] ReadEthemetMSG | Creats 1 | ReadE themethSG | = MESSAGE  Reads|
e aInngs | |8 witeEthemetMSG | Create ) iiteE thernethdSG | = MESSAGE  ‘Wiss |
< >
| NI Lo

10 Associate the I/O connection variables to the correct module in the corresponding
slot number. The default values are Local:1:1 and Local:1:0 and must be edited if the
card is placed in a slot location other than slot 1 (Local:1:x means the card is located
in slot 1). Since the second card is placed in slot 2, edit the FINAL NAME to Local:2:l

and Local:2:0.

ProSoft Technology, Inc.
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11 Also, append 2’ at the end of the default tags DNPNET, AOIS6DNPNET,
READETHERNETMSG, and WRITEETHERNETMSG to avoid conflict with existing tags

as shown below..

M Import Configuration @

&5 Find |

o B8 (Framee]

Find *withir: Final N ame

Import Content:

£8 MainT ask
E8 MainProgram

@ ErorsM amings

e A e Y

L3 Exj MainR outine [Rungs]
&3 References

s

_,‘_J Add-On Instruction:

[, T] [ata Types

Ad Other Components

Configure Tag Heferences

N

| Irnport Mame | Operation |_:J{ Final Mame \3 |;’§?| Aliaz For | Ciata Type |
| ﬂ ADISEEDMNPMNET Create ADISEEDNPMET2 = ADISEEDN...
ﬂ DMPMET Create DMPMETZ = DMPMETH...
’ ﬂ Local:1: Usze Existing | § 4 Locak2: = AB1TEE M.
| ﬂ Local:1:0 Use Existing Local:2:0 = ABTEE M.
| ﬂ ReadEthermettSG | Create _1\ ReadE therethS G2 = MESSAGE
] ﬂ ‘WwiiteEthemnettSGE | Create 1 NyriteE thernethdS G2 = MESSAGE
£ *

12 Click OK to confirm.

4 RSLogix 5000 - Controller [1756-L63]* - [MainProgram - MainRoutine*]

T ey W e e e S " el

EEx

B Fle Edit View Search Llogic Communications Tooks ‘Window Help -8 %
B|=|6| 5| &|f(©] <] o] w5 e o] @l -1 8
Diffine 1, I7 AUN S— et [<none> e
Mo Forces . FUK
BAT
Ko Edis ar KT =i =R 2 A A 0
110
i I\ A A AT A A
= 31 Contraller Contraller =
Cortroller Tags
(3 Contraller Fault Handler Add On Instruction ~
(3 Power-Up Handler for MyISE-DINPET
5 B Tasks Module
o) B2 MainTask CISEEDHNPNET:
= 8 ManProgram i #:4d-On MYISE-DNPNET module
g AOISSEDNPNET AOISEEDNPNET
Program Tags DNPNET DHPRET
Bt Mainkoutine Connection_input Local:1:.Data
(3 Unscheduled Programs | Phases Connection_Output  Local1:0 Data
=I5 Motion Groups ReadEthermetMSG ReadEthermethsc | .
[ Ungrouped Axes WiriteEthernetMSG  WiiteElhemethSG
=31 Add-0n Instructions
=5 AOTSEEDMPNET
Parameters and Local Tags Add On Instruction
BB Logic for MISE-DHPNET
Prescan AOI’::ES‘ﬁPNET
0 SE@TZTW? fned 1 Aeld-On MYISE-DRPNET module —
5 ser-befine AOISEEDNPNET AOISEEDNPRET | .
i Cgh Strings DNPHET DNPNETZ
- £, Add-On-Defined Connection_Input Local 2| Data
# L, Predefined Connection_Output Local:2:0 Data
£, Module-Defined ReadEthemethSG ReadEthermethiSe2
EEtherne ECtherne .
£ Trends ViriteEthermethS G WHteEthermeths ez
=15 1/0 Configuration
~ 9 1756 Backplane, 1756-A7
f [0] 1756-L63 Controller
(Ench)
v
'Mﬂinﬂomine‘j . j
Ready Rung 1 of 2 APP

The setup procedure is now complete.

your ControlLogix processor.

Save the project and download the application to

ProSoft Technology, Inc.

Page 20 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform Start Here
DNP3 Ethernet User Manual

1.6 Downloading the Sample Program to the Processor
Note: The key switch on the front of the ControlLogix processor must be in the REM or PROG position.

1 If you are not already online with the processor, in RSLogix 5000 open the
Communications menu, and then choose DOWNLOAD. RSLogix 5000 will establish
communication with the processor. You do not have to download through the
processor's serial port, as shown here. You may download through any available
network connection.

2 When communication is established, RSLogix 5000 opens a confirmation dialog box.
Click the DOWNLOAD button to transfer the sample program to the processor.

Download §|

' Download to the contraller:

A Mame: My_Controller
Type: 1756-L63 ControlLogi5563 Controller
Path: AB_DF1-1

Security:  <Monex

Download | Cancel | Help |

3 RSLogix 5000 will compile the program and transfer it to the processor. This process
may take a few minutes.

4 When the download is complete, RSLogix 5000 will open another confirmation dialog
box. If the key switch is in the REM position, click OK to switch the processor from
PROGRAM mode to RUN mode.

RSLogix 5000

1 ! Done downloading. Change conktroller mode back to Remote Run?
L

Es 1] |

Note: If you receive an error message during these steps, refer to your RSLogix documentation to interpret
and correct the error.
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2.1

2.2

MVIS6E-DNPNET Configuration

The DNP3 Ethernet configuration resides in the DNPNET controller tags. This section
covers the tag structure and descriptions of the DNPNET Client and Server parameters.

Assigning a Permanent IP Address

The module’s IP address, subnet mask, and gateway parameters are configured in the
DNPNET.CONFIG.IP_Settings controller tags only.

— DMPHET.COMFIG.IP_Settings
DHPMET.COMFIG.IP_Settings. Fead
DMPMET.COMFIG.IP_Settings.wite

+ DMPMET.COMFIG.IP_Settings. [P
+ DMPMET.COMFIG.IP_Settings. Metmazk
+ DMPMET.COMFIG.IP_Settings. Gateway

Any changes to the DNPNET.CONFIG.IP_Settings.IP, Netmask, or Gateway tags
require the trigger of the DNPNET.CONFIG.IP_Settings.Write tag. This sends the
parameters to the module.

You can also read the current IP settings from the module by triggering the
DNPNET.CONFIG.IP_Settings.Read tag. They will populate in the
DNPNET.CONFIG.IP_Settings.IP, Netmask, and Gateway tags.

DNPNET Module User-Defined Data Types

The sample ladder logic relies heavily on the use of User-Defined Data Types (UDTSs) to
help group and structure the wide variety and volume of data and control features the
module offers. Lower-order UDT structures are often embedded in higher-order
structures to help further organize data into more easily understood data collections.

All data and control parameters related to the MVIS6E-DNPNET are contained in User-
defined Data Types (UDTs). The DNPNETMODULEDEF UDT is the primary, top level
data structure in which all other lower-order data types are grouped and organized. All
groups branch down from this UDT.

To utilize all the features and functions of the module, an instance of each data type is
required. This is accomplished by declaring controller tag variables using these data
types in the Controller Tags Edit Tags dialog box.

Scope: ﬁlMy_Eontroller | Show Al Tags v | .

MName =H I |Value “| Force Mask “| Style | Data Type

+ A0ISEEDNPNET ADISEEDMPMET

— DHPMET]| DNPNETMODULEDEF
+/ DNPNET.COMFIG DHPHETCONFIG
+ DNPNET.DATA DHPMETDATA
+ DNPNET.STATUS DMPMETSTATUS
+/ DNPNET.COMTROL DMPMETCONTROL
+ DNPNET.UTIL DMPNETUTIL

+ Local:1:C AB:1756_MODULE:C:0
+ Local:1:l ABTRE_MODULE_INT_S00Bytes:|:0
+ Local1:0 ABTEE_MODULE_IMT_496Eytes:0:0

MESSAGE
MESSAGE

+ ReadEthemettdSG
+ wiiteEthernett5 G

[T PO I PSS PR PN PP [ PO (O L
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Some UDTs hold process or status data (Module Data Objects). This data can be
monitored and manipulated by the application-specific ladder logic program. Other UDTs
are used to store and organize the parameters needed for special functions and control
features (Special Data Objects). These data types will be discussed in more detail in

succeeding topics.

2.3 DNPNET Controller Tags Definitions

2.3.1 DNPNET Controller Tag Overview

Name Description

DNPNET.CONFIG Configuration information

DNPNET.DATA DNPNET input and output data transferred between the processor and
the module

DNPNET.STATUS Status information

DNPNET.CONTROL Governs the data movement between the PLC rack and the module

DNPNET.UTIL Generic tags used for internal ladder processing (DO NOT MODIFY)

— DMPHET

— DNPMET.CONFIG

+

[ [

DMPMET.COMFIG.DMP_Module Mame
DMPHET.COMFIG.DMNP3 Server
DMPMHET.COMFIG.DMNP3 WwihiteLizt
DMPMET.COMFIG.DMP3_Client
DMPHET.COMFIG.DMP_Server_Oweride
DMPMET.COMFIG.DMP_Server_List
DHPHET.COMFIG.DMP_Client_Commands
DMPMET.COMFIG.IP_Settings

2.3.2 DNPNET.CONFIG.DNP_Module_Name
Configures the name of the MVI56E-DNPNET.

Tag Name

Range Description

DNPNET.Config.DNP
_Module_Name[0] to [39]

Oor32to126 String of ASCII characters (up to 40) that gives
the module a unique name. Terminate the string
with a byte = 0. Module is named "MVI56E-
DNPNET" by default.
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2.3.3 DNPNET.CONFIG.DNP3_Server
This array configures the MVIS6E-DNPNET server.

Range Description

DNPNET.Config.DNP3_Server.

Internal_Server_ID

0to 32767

This is the DNP address for the module. All
messages with this address from the client will be
processed by the module.

Use_WhiteList

Oorl

This parameter specifies if the IP address of the
host connected to the system will be validated. If
the parameter is set to 0, any host may connect
to the unit. If the parameter is set to 1, only hosts
in the IP list will be permitted to connect to the
module. All other IP addresses will be ignored by
the module and the module will issue a RST to
the TCP/IP connection. The IP_List is contained
in DNP.Config.DNP_ENET_IP_Addresses.

Binary_Input_Class

Oto3

This parameter specifies the default class to be
utilized for all the binary input points in the DNP
database that are not defined in the override list
section.

Analog16_Input_Class

O0to3

This parameter specifies the default class to be
utilized for all the 16-bit analog input points in the
DNP database that are not defined in the
override list section.

Analog32_Input_Class

O0to3

This parameter specifies the default class to be
utilized for all the 32-bit analog input points in the
DNP database that are not defined in the
override list section.

Float_Class

O0to3

This parameter specifies the default class to be
utilized for all the float input points in the DNP
database that are not defined in the override list
section.

Double_Class

Oto 3

This parameter specifies the default class to be
utilized for all the double input points in the DNP
database that are not defined in the override list
section.

Analog16_Input_Deadband

0 to 32767

This parameter specifies the default deadband
value assigned to all points not defined in the
override list for the 16-bit analog input point type
in the DNP database.

Analog32_Input_Deadband

Oto
2,147,483,647

This parameter specifies the default deadband
value assigned to all points not defined in the
override list for the 32-bit analog input point type
in the DNP database.

Float_Deadband

0 to maximum
float value

This parameter specifies the default deadband
value assigned to all points not defined in the
override list for the float input point type in the
DNP database.

Double_Deadband

0 to maximum
double value

This parameter specifies the default deadband
value assigned to all points not defined in the
override list for the double input point type in the
DNP database.

SelectOperate_ Arm_Time

1to 32767

Time period, in milliseconds, after select
command received in which operate command
will be performed. After the select command is
received, the operate command will only be
honored if it arrives within this period of time.
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DNPNET.Config.DNP3_Server. Range

Description

Write_Time_Interval 0to 1440

Time interval, in minutes, to set the need time IIN
bit (O=never), which will cause the client to write
the time.

Data_Link_Confirm_Mode 0,1, 0r2

(Coded Value)

IED can request acknowledgement from client
station when sending data. The codes are as
follows: O=Never, 1=Sometimes, 2=Always.
Recommended value = 0.

Data_Link_Confirm_Tout 1to 32767

Time period to wait for client Data Link
confirmation of last frame sent. This time is in
milliseconds. This parameter is only used if the
frame is sent with confirmation requested.
Recommended value = 1000.

Data_Link_Max_Retry 0to 255

Maximum number of retries at the Data Link level
to obtain a confirmation. If this value is set to 0,
retries are disabled at the data link level of the
protocol. This parameter is only used if the frame
is sent with confirmation requested.
Recommended value = 2.

App_Layer_Confirm_Tout 1to 32767

Event data contained in the last response may be
sent again if not confirmed within the millisecond
time period set. If application layer confirms are
used with data link confirms, ensure that the
application layer confirm timeout is set long
enough.

Unsolicited_Response Ooril

If set to 0, the server will not send unsolicited
responses. If set to 1, the server will send
unsolicited responses.

Class_1_Unsol_Resp_Min 1to 255

Minimum number of events in Class 1 required
before an unsolicited response will be generated.

Class_2_Unsol_Resp_Min 1to 255

Minimum number of events in Class 2 required
before an unsolicited response will be generated.

Class_3_Unsol_Resp_Min 1to 255

Minimum number of events in Class 3 required
before an unsolicited response will be generated.

Unsol_Resp_Delay 1to 32767

Maximum number of milliseconds to wait after an
event occurs before sending an unsolicited
response message. If set to 0, only use minimum
number of events.

UResp_Client_Address 0to 255

DNP destination address where unsolicited
response messages are sent.

Analoglnput_Events_with_time Oorl

This parameter sets if the analog input events
generated by the module will include the date
and time of the event. If the parameter is set to O,
the default is set to no time data. If the parameter
is set to 1, the default object will include the time
of the event.

Events_Require_Time_Sync Oorl

This parameter is used to determine if events will
be generated by the server module when its time
is not synchronized from a client. If the parameter
is set to 1, no events will be generated until the
module's time has been synchronized. If the
parameter is set to 0, events will always be
generated.

Initialize_DNP_Output_Database @~ 0orl

This parameter determines if the module will
request data from the processor to initialize the
DNP database output data areas.
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DNPNET.Config.DNP3_Server.

Range

Description

PassThrough_CROB

Oorl

This parameter determines if the module will
pass all received CROB messages received
through to the processor. If it is set to 0 (default),
then the messages will not be sent to the
processor. If the parameter is set to 1, then block
9910 will be sent to the processor with the CROB
information. The database will still be controlled
by the CROB message, but the ladder can
control other virtual BO data in the processor
using this data. This feature is useful if the
controlling station sends CROB data to the server
driver with very short on or off times.

Use_TripClose_Single_Point

Oorl

This parameter determines if data associated
with CROB commands operate on a single or
dual point. If the value of 0 is supplied (default
value), then all points will be dual-point unless
neither the trip or close bit is set in the control
code of the command. If either bit is set, then the
CROB block will interact with the bit database as
a dual-point database. If the parameter is set to
1, then all CROB blocks received will operate on
the database as single bits.

Unsol_Retry_Limit

710 32768

Configurable unsolicited retry limit. The module
sends an unsolicited message and waits for a
confirmation with the Application Layer Confirm
Timeout up to the limit specified until the
unsolicited message is confirmed. If the amount
of unsolicited messages are exceeded, the
Ethernet connection will be lost. Another DNP
message could wake up the connection.

The allowable limits are 7 to 32768.

Use_SOE_card

Oorl

Using Allen Bradley 1756-SOE Sequence of
Events Module. 0 = No, 1 = Yes

Use_ Data_from_Client_Connection

Oorl

This parameter enables data from the MVI client
connection to be shared with the MVI server
database. 0 = No, 1 = Yes

Use_Double_Floats

Oorl

This parameter enables the DNP Double Float
(64bit) database. 0 = Disable, 1 = Enable

Block_Timeout_MS

11 to 5000
milliseconds

Backplane block heartbeat. If an out-of-range
value is entered, the value will default to 1500.

For v1.30.063 and higher, the Quality Flag
Control feature can be used. Please see 2.3.10
DNP3 Quality Flag Control for more information.

Note: If the Block_Timeout MS < 10000, the
Quality Flags are enabled. The module will
report Quality Flags, along with DNP data.

If the Block_Timeout_MS = 10000, the Quality
Flags are disabled. The module will force the
Quality Flags to report only a status of Online,
along with DNP data.

The Block_Timeout_MS value and Quality Flag
Control status can be checked at PCB
Diagnostics > DNP3 Server > Config.
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DNPNET.Config.DNP3_Server. Range Description
Server Timeout 510 32767 Configurable TCP Server Connection timeout
- seconds parameter. After the initial TCP connections has

been made and there is no activity on the
connection, the server will timeout and close the
connection. If an out of range value is entered,
the value will default to 5 seconds.

Reserved_0

Reserved
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2.3.4 DNPNET.CONFIG.DNP3_WhiteList[x]

To avoid unknown or outside devices from trying to connect to the MVIS6E-DNPNET,
you can create an exclusive list of IP addresses allowed to access the device. There are
a maximum of 10 IP addresses that can be configured. This tag array is used if the
DNPNET.CONFIG.DNP3_Server.Use_WhiteList tag is set to 1.

Tag Name Range Description

DNPNET.CONFIG.DNP3_WhiteList[0].a 1to254 IP Address Octet A
DNPNET.CONFIG.DNP3_WhiteList[0].b 0to 254 IP Address Octet B
DNPNET.CONFIG.DNP3_WhiteList[0].c 0 to 254 IP Address Octet C
DNPNET.CONFIG.DNP3_WhiteList[0].d 1to0254 IP Address Octet D

DNPNET.CONFIG.DNP3_WhiteList[1].a
DNPNET.CONFIG.DNP3_WhiteList[1].b
DNPNET.CONFIG.DNP3_WhiteList[1].c
DNPNET.CONFIG.DNP3_WhiteList[1].d

DNPNET.CONFIG.DNP3_WhiteList[9].a
DNPNET.CONFIG.DNP3_WhiteList[9].b
DNPNET.CONFIG.DNP3_WhiteList[9].c
DNPNET.CONFIG.DNP3_WhiteList[9].d
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2.3.5 DNPNET.CONFIG.DNP3_Client
This array configures the MVI5S6E-DNPNET client.

DNPNET.CONFIG.DNP3_Client. Range Description
Internal ID 0to 32767 This is the DNP address for the module. All
- messages with this address from the client will be
processed by the module.

Event_Messages_to_PLC Oorl This parameter determines if event messages
- - received on the client port will be sent to the
processor. If this option is utilized, ladder logic must
be written to handle the 9903 blocks generated by
the module.

Initialize_IED_Input_Database Oorl This parameter determines if the module will
- - request data from the processor to initialize the IED
database input data areas.

Only_Time_Sync_Servers_If Synced 0orl This parameter determines if the client will send a
time sync message to servers when its own time
has not yet been synced via PLC or a connected
client. If set to 0, the client will send a time sync to
connected servers even if its own clock has not
been synced by the PLC or another connected
client. If set to 1, the client will not send time syncs
to servers until it has been synced by the PLC or a
connected client.

Use_Binary_Output_status_Data Oor1l Enable database and functions for reading the

- - - - status of Binary Outputs (object 10).
Use_Analog_Output_status_Data Oorl Enable database and functions for reading the

- B B B status of Analog Outputs (object 40).
Dont_Process_IIN Oorl By default (0), the Client module will automatically

make requests to servers that have IIN bits set for
class data, need time, restart, or buffer overflow
until these 1IN bits have been cleared. If this
parameter is set to 1, the Client will NOT
automatically make these requests as a result of
these IIN bits being set.
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2.3.6 DNPNET.CONFIG.DNP_Server_Override

This array assigns Class and Deadband overrides to individual point types. You can
adjust the size of each of the 5 point type arrays.

DNPNET.CONFIG.DNP_

Server_Override.

Range

Description

Binary_Inputs.

Point_Number

Class

n/a

Number of binary input words contained in the
IED database to be transferred to the PLC and
obtained from the attached IED units.
This array size ranges from 0 to 1000.

0 to Number of
configured points

Point number index to be overridden

1t03

Class number assigned to point number
specified above

Analog16_Inputs.

Point_Number

Class

Deadband

n/a

Number of 16-bit analog input points contained
in the IED database to be transferred to the
PLC and obtained from the attached IED units.
This array size ranges from 0 to 1000.

0 to Number of
configured points

Point number index to be overridden

1t03

Class number assigned to point number
specified

0 to 32767

Deadband assigned to point number specified

Analog32_Inputs.

Point_Number

n/a

Number of 32-bit analog input points contained
in the IED database to be transferred to the
PLC and obtained from the attached IED units.
This array size ranges from 0 to 500.

0 to Number of
configured points

Point number index to be overridden

Class 1t03 Class number assigned to point number
specified

Deadband 0to 32767 Deadband assigned to point number specified

Float_Inputs. n/a Number of float input points contained in the

Point_Number

IED database to be transferred to the PLC and
obtained from the attached IED units
This array size ranges from 0 to 500.

0 to Number of
configured points

Point number index to be overridden

Class 1to3 Class number assigned to point number
specified
Deadband 0to 32767 Deadband assigned to point number specified
n/a Number of counter points contained in the IED

Double_Inputs.

Point_Number

Class

Deadband

database to be transferred to the PLC and
obtained from the attached IED units. This
array size ranges from 0 to 250.

0 to Number of
configured points

Point number index to be overridden

1t03

Class number assigned to point number
specified

0 to 32767

Deadband assigned to point number specified
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The default lengths of each point type array are 10 each. Each of the tag array sizes can
be adjusted (when the PLC is offline) by editing the DNPNET_Override User Defined
Datatype (UDT). This UDT can be found in RSLogix 5000 at:

#= RSLogix 5000 - My_Controller [1756-L63]

File Edit Miew 3Search Logic Communications  Tools

8|2\ & &[E(a] of
Dffline 1. I RUN e
Mo Forces b FE.ET q}
Mo Edits =y B /0

n

+-5] Controller My Contraller S

+-£5] Tasks

+1-£5] Motion Groups

5] add-0n Instructions
+ ACISEEDMPMET

£5] Data Types
—
] DMPMETCOMFIG

A B VN e e APy e i

i DNPNET_IEDDutput_DataEase
DMPMET_IED db_Deffinitions
DNPMET _List_Entry_Counts
DMPMET_Module_IP_Addressing

DMPMET_Module_Time_Get

]

]

]

]

| DNPMET_Module_Time_Set

JCHPRET Override «
] DMWPMET _Serwver_Comm_Errars Element
]

]

Pz

DNPMET _Server _DE_Paints
DNPMET _Server _Error_Fequest

xzllE2llEzE2lE2E2E2z]E2 a2 =2l s

D DMREET, Rersat L v v

e R
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Double click the DNPNET_Override UDT. A window opens and displays the Members of
this UDT. Notice the Members have similar names to the DNPNET tags to be edited. In

the DataType column, the size of the specifi
the [].

c tag array is determined by the value within

i RSLogix 5000 - My_Controller [1756-1.63] - [Data Type: DNPNET_Override]

[Iif] File Edit Wiew Search Logic Communications Tools ‘Window Help

B|=d| S| &[%(8| o]

RN

=] @

Offline . T RUN

I_q}? Path: |<none>
A =l

Mo Forces b, :: oK.
Mo Edits BAT

2 m o ll pTi

DMPMET_DMPoutput_Database A
DMPNET_Double_Type_Data

DMPMET _EventMessage
DMPNET_EventsHandler
DMPNET_Event_analog_CalTime
DMPMET_Event_analog_CalTime_Elem:
DMPMET_Event_analog_CLXTime
DMPMET_Event_analog_CLxTime_Elem
E‘ﬂ DMPMNET_Event_Binary_CalTime
DMPMET_Ewent_Binary_CalTime_Eleme
Eﬂ DMPMET_Event_Binary_CLXTime
DMPMET_Event_Binary_CLxTime_Elem:
DMPMET_FLTin_ClassDeadband_Overri

Marme:

Deszcription:

Members:

|DNPNET_Dvenide

DMPMET_IEDinput_Database Name

|Data Tupe

DMPMET_IEDoutput_Database
DMPHET_IED_db_Deffinitions
DMPMET _List_Entry _Counts
DMPNET_Module_IP_Addressing
DMPMET _Module_Time_Gst
DMPNET_Madule_Time_Set

DMPHET_Crverride

[ FAIPRICT Coviime orre Covme Clarmoek

Float_lnputs

=

2

Manually edit these values as desired.

Click OK to close this window.

A WNBEF

module to download settings to the unit.

Binary_lnputs
AnaloglB_Inputs
Analog3Z_Inputs

Double_Inputs

[rata Type Size: 360 byte(z]
P Shyle
DNPHET_Binln_Clazs Owveridg[10] d
DHPHET_A16in_ClazsD eadanide[‘l 0]
DNPNET_&32in_ClassDeadband_Override[10]
DNPMNET_FLTin_ClassDeadband Owverride[10]
DHPHET_DEBLin_ClazsDeadband Oweride[10]

When finished, click AppLY and then YES to accept changes to the Data Type.

Save and download the RSLogix 5000 program to the processor and reboot the
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2.3.7 DNPNET.CONFIG.DNP_Server List[x]

This array assigns a list of server(s) the MVIS6E-DNPNET client connects to. The
default length of this array is five, and can by increased up to 40.

DNPNET.CONFIG.DNP_Server_List[x]. Range Description
Address 0 to 32767 The address assigned to this server
Data Link Confirm Mode O=Never, IED can request acknowledgement from
- - 1=Sometimes client station when sending data.
2=Always Recommended value = 0.
Data Link Confirm Timeout 1to 32767 Time period to wait for client Data Link
- - milliseconds confirmation of last frame sent. This time

is in milliseconds. This parameter is only
used if the frame is sent with confirmation

requested.
Recommended value = 1000.
Data_Link_Confirm_Retries 0 to 255 Maximum number of retries at the Data

Link level to obtain a confirmation. If this
value is set to 0, retries are disabled at the
data link level of the protocol. This
parameter is only used if the frame is sent
with confirmation requested.
Recommended value = 2.

Application_Layer_Response_Timeout 1to 32767 Time-out period the client will wait for
milliseconds each response message fragment. If data
link confirms are enabled, make sure the
time-out period is set long enough to
permit all data confirm retries.

Server Mode Bits 0, 1, 2, 3,4 This word contains bits that define the
- server mode. The server mode defines
the functionality of the server device and
can be combined in any combination.

Bit 0 = Enable

Bit 1 = Unsolicited Message

Bit 2 = Reserved

Bit 3 = Auto Time Sync

Bit 4 = Time Synch Variation:
(0=Var3,1=Varl)

IP_Address IP Address of server

Port 0 to 65535 Server port number

IP_Type Oorl 0 = TCP Protocol, 1 = UDP Protocol

Connection_Retry_Interval 0 to 10000 This is how long in milliseconds the Client
milliseconds will wait before retrying to connect to a

server that refused the connection. If this
field is zero then the default of 1000
milliseconds will be set. The max is 10000
milliseconds (10 seconds). The minimum
time is 1 millisecond. If this field is less
than zero this server setup list entry will
be completely ignored by the module.
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The default Server List size is five. If there are more than five servers (up to a maximum
of 40), you must increase the size of this list.

1 To edit the length of the Server List array, double-click the DNPNETCONFIG UDT
2 Edit the length inside the [ ] of the DNPNET_Server_List[ ] Data Type.

¥4 RSLogix 5000 - My_Controller [1756-1.63]* - [Data Type: DNPNETCONFIG*]
[I] File Edit Wiew Search Logic Communications Tools ‘Window Help

B|=d| 8| &(mle| o] o] &nal [ vE @l
Dffline [, ™ RUM E Path: |<n0ne> ;Iﬂ
Mo Forces ». F ok q}

; BAT
No Edits . KIENEN =] IR @l o] 2
i | I A A ABL A
=15 Cortraller My_Caontraller ~
Controller Faulk Handler Wit |DNPNETEDNFIG
3 Power-Up Handler - -
escription: is structune
55 Tasks D l This struct
. containg the
= % MainTask different merbers of
+ C& MainProgram the config structure
23 Unscheduled Programs | Phases
-1-£5] Mation Groups
53 Ungrouped Axes
=15 Add-On Instructions
* ACISEEDNPHET Members: Data Type Size: 77 b
-5 Data Types
= ﬁ User-Defined Mame | D ata Type
DMPRETCORFIG DMP_todule_Mame SINTI40]
DHPHETCONTROL DHP3_Server DHPMET_Server_parameters
g:g::agg; oer | DNP3_whiteList DNPNET_whiteList_IP_address[10]
DMPRETSTATUS | DWP3_Cliert DNPMET_Clignt_Parameters
DMPRNETUTIL DMP_Server_Overide DWPMET_Override
DMPNET_A16in_ClassDeadband_Overr *| 5] DNP_Server_List DNPNET_Server_List[Ej«
DHPHET_432in_ClassDeadband_Cwverr DNP_Client_Cammands DNPNET_Client_Commands{5]
DNPHET_Ausx_Cammand IP_Settings DMPMET_Module_IP_Addrezsing
DMPMET_Binln_Class_Crverride —
M FMBMET Fliank Fammande L

Click OK

o0k W

to close this window.

When finished, click AppLY and then click YES to accept changes to the Data Type.

Save and download the RSLogix 5000 program to the processor.
Reboot the MVIS6E-DNPNET for changes to be downloaded to the module.
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2.3.8 DNPNET.CONFIG.DNP_Client_Commands[x]

This array configures a list of commands the MVI56E-DNPNET client sends to DNP3
Ethernet servers. The default array size is five, and the maximum is 300.

DNPNET.CONFIG.DNP_
Client_Commands|x].

Range

Description

Port_Flags

Mapped bits [0:3]

Bits in the Port/Flags parameter are dependent on the
data type. Clear 3rd bit to disable. Set 5th bit to select
IED DB for write functions.

Server_Address

0 to 32767

This parameter specifies the DNP server address on
the DNP network to which the command will be sent.
(This is not the IP address of the server). The
parameter has a range of 0 to 65535. The value of
65535 is reserved for broadcast messages. Verify that
the server configuration information is set up in the
module for each server defined in the command list.

Object This parameter specifies the DNP Object type in the
command. Valid Objects for the module are 1, 2, 10,
12, 20, 21, 30, 32, 40, 41, 50, 60 and 80. A value of 0
is permitted in this field for a set of special commands.

Variation This parameter is specific to the object type selected.

Function This parameter specifies the DNP Function for the

command list Object. The Object type determines the
value of the Functions permitted. For example, the
only Function permitted for Binary Input data points is
the READ FUNCTION (FUNCTION CODE 1). For
Counter and Output Objects, more functions are
available.

Point_Number_in_Server

This parameter specifies the starting point address in
the remote server unit. This value must be greater
than or equal to zero. If it is set to a value less than
zero, the command will be ignored.

Point_Count

This parameter defines the number of points in the
IED unit that will be affected by the command. Refer
to the discussion in the Command List topic, above, to
interpret this parameter’s meaning for the different
Object types.

DNP_DB_Point_Number_
in_Client

This parameter defines the starting point address in
the local Client's DNP database for the command. If
the parameter has a value of -1, the DNP database is
not used with the point.

IED_DB_Point_ Number_
in_Client

This parameter defines the starting point address in
the local Client's IED database for the command. If the
parameter has a value of -1, the IED database is not
used with the point.

Poll_Interval

This parameter specifies the minimum frequency at
which the module should execute the command. The
value is entered in units of seconds. For example, to
execute a command every 10 seconds, enter a value
of 10 in this field. A value of O for the parameter
implies that the command should be executed every
scan of the list, as often as possible.
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For Binary Input, Analog Input, and Counter data point types, the qualifier used in the
data request is dependent on the Point Count and Address in Slave fields as follows:

e |f Point Count < 0, then use Qualifier 06h (All points, packed & -Point Count = #
of points to consider)

e If Address in Slave = 0 & Point Count > 0, then use Qualifier 00h or 01h (points 0
to Point Count -1).

e If Address in Slave > 0 & Point Count > 0, then use Qualifier 00Oh or 01h (Address
in Slave to Address in Slave + Point Count -1)

For Binary Output and Analog Output data point types, the qualifier used in the data
request is dependent on the Point Count and Address in Slave fields in the command as
follows:

e If Address in Slave = 0 & Point Count > 0, then use Qualifier 17h or 28h (Point
Count specified starting at point 0)

e If Address in Slave > 0 & Point Count > 0, then use Qualifier 17h or 28h (points
from Address in Slave to Address in Slave + Point Count - 1)

o If Point Count <= 0, then ignore because this is illegal for outputs.

1 To edit the length of the Client Commands array, double-click the DNPNETCONFIG
UDT.

2 Edit the length inside the [ ] of the DNPNET_Client_ Commands][ ] Data Type.

3 RSLogix 5000 - My_Controller  [1756-L63]* - [Data Type: DNPNETCONFEIG*]

(0] File Edit view Search Logic Communications Tools ‘Window Help

al=|@| | 5[] o = &als [k [viEr e
Offline 7. T RUN — EH Eah [one =
Mo Forces | ”: 0K
BAT
wew: &% o Al el oo o] .|
a | I A A ATTA A
=1-£5 Controller My_Contraller_2 A
Contraller Tags Name: DNPNETCONFIG
(23 Controller Faulk Handlier |
E2 Power-Up Handler )
5185 Tasks Drescription: This structure
. cohtaing the
= % MainTask. differert members of
= @ MainPragrarm the config struchure
Program Tags
MainRoutine
(23 Unscheduled Programs [ Phases
-5 Motion Groups
(23 Ungrouped Axes .
Members: Diata Type Size: 77 byt
=453 Add-0n Instructions SRR 2 e St T
=42 AOISEEDMPNET Name | Data Tyme
Parameters and Local Tags DMP_Module_Mame SINT[400
Logic DMP3_Server DMPMET_Server_parameters
Prescan DMP3_whiteList DNPNET_Remate_IP_address[10
5 Data T
- Eﬂ%zg;’f"_;iﬂne | DNF3_Cliert DNPNET_Client_Parameters
ERONPHETCONFIG DMP_Server_Ovemide DMNPMET_Ovenide
DNPRETCOMNTROL DMP_Server_List DMNPMET_Server_List[5]
DNFNETDATA =| [ DMP_Cliert_Commands DMPNET_Chent_Cammands{1 D]«
DNPHETMODULEDER IP_Settings DNPNET_Module_IF_Addressing
t DMPHETSTATUS =
I
DNPHETUTIL jot_|
DNPKET _A16in_ClassDeadband_Owverr

3 Click AppLY and then click YES to accept changes to the Data Type.

4 Click OK to close this window.

5 Save and download the RSLogix program to the processor. Reboot the MVI56E-
DNPNET module to download changes to module.
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2.3.9 DNPNET.CONFIG.IP_Settings[x]
Assigns the IP address configuration of the MVIS6E-DNPNET.

DNPNET.CONFIG.IP_Settings.  Range Description

Read Oorl Triggers a request of the IP Address, Subnet
Mask, and Gateway parameters from the
module to the PLC. These parameters will
display in the IP, Netmask, Gateway tags
below.

Write Oorl Triggers a transfer of the IP Address, Subnet
Mask, and Gateway parameters from the PLC
to the module. These parameters will come
from the IP, Netmask, Gateway tags below.

Config.IP 0 to 255 IP Address of MVIS6E-DNPNET
Config.Netmask 0to 255 Subnet Mask of MVIS6E-DNPNET
Config.Gateway 0to 255 Gateway of MVIS6E-DNPNET

After setting these parameters they must be sent to the module by triggering a download
of these parameters.

2.3.10 DNP3 Quality Flag Control
Note: The Quality Flag Control feature is only available for v1.30.063 and higher.

DNP3 Quality Flags indicate the reliability and status of data points in a DNP3
communication system. These flags help ensure that the data being transmitted is
accurate and trustworthy.

Quiality Flags can be Enabled/Disabled based on the Block_Timeout_MS value.

o If the Block_Timeout_MS < 10,000, the Quality Flags are enabled. The module
will report Quality Flags, along with DNP data.

o If the Block_Timeout_MS = 10,000, the Quality Flags are disabled. The module
will force the Quality Flags to report only a status of Online, along with DNP
data.

For example, if a value of 10,000 is entered, the Block Timeout Value will be calculated
as 0. Since 0 is out of range, the Block_Timeout_MS parameter will be set to the default
value of 1500 and the Quality Flags will be disabled.

The Block_Timeout_MS value and Quality Flag Control status can be checked at PCB
Diagnostics > DNP3 Server > Config.
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3 Diagnostics and Troubleshooting

The module provides information on diagnostics and troubleshooting in the following

forms:
o LED status indicators on the front of the module provide information on the module’s
status.

e Status data contained in the module can be viewed in ProSoft Configuration Builder
through the Ethernet port.
e Status data values are transferred from the module to the processor.

3.1 Ethernet LED Indicators

The Ethernet LEDs indicate the module's Ethernet port status as follows:

LED State Description
Data OFF Ethernet connected at 10Mbps duplex speed
AMBER Solid Ethernet connected at 100Mbps duplex speed
Link OFF No physical network connection is detected. No Ethernet

communication is possible. Check wiring and cables.

GREEN Solid Physical network connection detected. This LED must be ON solid
or Blinking for Ethernet communication to be possible.
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3.1.1 Scrolling LED Status Indicators

The scrolling LED display indicates the module’s operating status as follows:

Initialization Messages

Code Message
Boot / DDOK Module is initializing
Ladd Module is waiting for required module configuration data from

ladder logic to configure the Modbus ports
Waiting for Processor Connection ~ Module did not connect to processor during initialization
= Sample ladder logic or AOI is not loaded on processor
=  Module is located in a different slot than the one
configured in the ladder logic/AQI
= Processoris notin RUN or REM RUN mode

Last config: <date> Indicates the last date when the module changed its IP
address. You can update the module date and time through
the Connect to the Module’s Webpage (page 80), or with the
MVI56E Add-On Instruction.

Operation Messages

After the initialization step, the following message pattern will be repeated.

<Backplane Status> <IP Address> <Backplane Status> <Port Status>

Code Message

<Backplane Status> OK: Module is communicating with processor
ERR: Module is unable to communicate with processor. For
this scenario, the <Port Status> message above is replaced
with "Processor faulted or is in program mode".

<IP Address> Module IP address

<Port Status> OK: Port is communicating without error
Client/Server Communication Errors: port is having
communication errors. Refer to Diagnostics and
Troubleshooting (page 38) for further information about the
error.
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3.1.2 Non-Scrolling LED Status Indicators

The non-scrolling LEDs indicate the module’s operating status as follows:

LED Label Status Indication

APP OFF The module is not receiving adequate power or is not securely plugged
into the rack. May also be OFF during configuration download.

GREEN The MVIS6E-DNPNET is working normally.

RED The most common cause is that the module has detected a
communication error during operation of an application port.
The following conditions may also cause a RED LED:

=  The firmware is initializing during startup

The firmware detects an on-board hardware problem during startup
Failure of application port hardware during startup

The module is shutting down

The module is rebooting due to a ColdBoot or WarmBoot request
from the ladder logic or Debug Menu

OK OFF The module is not receiving adequate power or is not securely plugged
into the rack.

GREEN The module is operating normally.

RED The module has detected an internal error or is being initialized. If the
LED remains RED for over 10 seconds, the module is not working.
Remove it from the rack and re-insert it to restart its internal program.

ERR RED Not used.

3.2  Clearing a Fault Condition

Typically, if the OK LED on the front of the module remains RED for more than ten
seconds, a hardware problem has been detected or the program has exited.

To clear the condition, follow these steps:

Turn off power to the rack.

Remove the card from the rack.

Verify that all jumpers are set correctly.

Re-insert the card in the rack and turn the power back on.

Verify correct configuration data is being transferred to the module from the
ControlLogix controller.

If the module's OK LED does not turn GREEN, verify that the module is inserted
completely into the rack. If this does not cure the problem, contact ProSoft Technology
Technical Support.

abhwNEF
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3.3

Troubleshooting

Use the following troubleshooting steps if you encounter problems when the module is
powered up. If these steps do not resolve your problem, please contact ProSoft
Technology Technical Support.

Processor Errors

Problem Description

Steps to take

Processor Fault

Verify that the module is plugged into the slot that has been configured
for the module in the I/O Configuration of RSLogix.

Verify that the slot location in the rack has been configured correctly in
the ladder logic.

Processor I/O LED
flashes

This indicates a problem with backplane communications. A problem
could exist between the processor and any installed /0O module, not just
the MVIS6E-DNPNET. Verify that all modules in the rack are correctly
configured in the ladder logic.

Module Errors

Problem Description

Steps to take

MVI56E modules with
scrolling LED display:
<Backplane Status>
condition reads ERR

This indicates that backplane transfer operations are failing. Connect to
the module’s Configuration/Debug port to check this.
To establish backplane communications, verify the following items:

=  The processor is in RUN or REM RUN mode.

The backplane driver is loaded in the module.

The module is configured for read and write data block transfer.

The ladder logic handles all read and write block situations.

The module is properly configured in the processor I/O configuration
and ladder logic.

OK LED remains RED

The program has halted or a critical error has occurred. Connect to the
Configuration/Debug port to see if the module is running. If the program
has halted, turn off power to the rack, remove the card from the rack and
re-insert the card in the rack, and then restore power to the rack.
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3.4  Setting Up ProSoft Configuration Builder

ProSoft Configuration Builder (PCB) software provides a convenient way to configure,
monitor, and troubleshoot your MVI5S6E-DNPNET module.

3.4.1 Installing ProSoft Configuration Builder

Use the ProSoft Configuration Builder (PCB) software to configure the module. You can
find the latest version of the ProSoft Configuration Builder (PCB) on our web site:
www.prosoft-technology.com. The installation filename contains the PCB version
number.

Installing PCB from the ProSoft website:

1 Open a browser window and navigate to www.prosoft-technology.com.

2 Perform a search for 'pcb' in the Search bar. Click on the ProSoft Configuration
Builder search result.

3 Onthe PCB page, click the download link for ProSoft Configuration Builder, and save
the file to your Windows desktop.

4  After the download completes, double-click the file to install. If you are using
Windows 7, right-click the PCB installation file and then choose RUN AS
ADMINISTRATOR. Follow the instructions that appear on the screen.

5 If you want to find additional software specific to your MVIS6E-DNPNET, enter the
model number into the ProSoft website search box and press the ENTER key.
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3.4.2 Setting Up the Project
To begin, start PROSOFT CONFIGURATION BUILDER (PCB).

'® Microsoft Update
@ SetProgram Access and Defaults
¥ Windows Catslog

) I Accessories 3
‘“ Windows Update

llfl Administrative Tools

@ ProSoft Technology 'ﬂ ProSoft Configuration Builder

i) QUCUNEH?S P @ Internet Explorer B Frosoft Transport Path Editor
[ Settings MY Paint P ProSoft Discovery Service
,J Search 4 @ Windows Media Player |

@) Help and Support

= Run...

@ shutDown...

If you have used other Windows configuration tools before, you will find the screen
layout familiar. PCB’s window consists of a tree view on the left, and an information pane

and a configuration pane on the right side of the window. When you

first start PCB, the

tree view consists of folders for Default Project and Default Location, with a Default
Module in the Default Location folder. The following illustration shows the PCB window

with a new project.

4 Untitled - ProSoft Configuration Builder =N o
Eile View Project Tools Help

O2H| % |- o.

£ Default Project Name Status Information

£+ Defaukt Location t  Default Module Please Select Medule Type

8§ Default Module| Unknown Product Line
Last Change: Never
Last Dewnload: Mever

< M

+ module Information

# Last Change: hever

+ Last DownToad: Never

# application Rew:

# 05 Rev:

+ Loader Rev:

# MAC Address:

# ConfigEdit version: 4.3.4 Build §

# Module Configuration

Module]
module Type :

module Wame : pefault wodule

Ready

Default Module CAP MUM SCRL

Your first task is to add the MVI56E-DNPNET module to the project.
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1 Right-click DEFAULT MODULE in the tree view and then choose CHOOSE MODULE
TYPE. This opens the Choose Module Type dialog box.

Choose Module Type g|

Product Line Filter

e Al " PL¥4000 € PL¥EDOD MVI46 " MVISE
" PLXS000 PLX30 " MuIes * MVISEE
" MVIG9E " MVIGIL

" MwITl
" PTQ

Search Module Type
STEP 1: Select Module Type

[
| [

MWISEE-101%
MVISEE-61650%
MYISGE-DMNPMET
MYISEE-FLM
MYISEE-GSC
MWISEE-MCM
MWISBE-MCMR
MYISEE-MMNET
MYISEE-MMNETC
MYISEE-MMNETCR
MWISEE-MMNETR
MWISBE-POPMY1
MYISEE-SIE

Module Definition:

Action Required

Ok | Cancel |

2 Inthe Product Line Filter area of the dialog box, select MVIS6E. In the Select Module

Type dropdown list, select MVIS6E-DNPNET, and then click OK to save your
settings and return to the ProSoft Configuration Builder window.
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3.5 Connecting Your PC to the Module

3.5.1 Using CIPconnect® to Connect to the Module

You can use CIPconnect® to connect a PC to the ProSoft Technology MVIS6E-DNPNET

module over Ethernet using Rockwell Automation’s 1756-ENBT EtherNet/IP® module.

This allows you to configure the MVIS6E-DNPNET network settings and view module

diagnostics from a PC. RSLinx is not required when you use CIPconnect. All you need

are:

e The IP addresses and slot numbers of any 1756-ENBT modules in the path

e The slot number of the MVIS6E-DNPNET in the destination ControlLogix chassis (the
last ENBTx and chassis in the path).

To use CIPconnect, follow these steps:

1 Inthe tree view in ProSoft Configuration Builder, right-click the MVIS6E-DNPNET
icon and then choose DIAGNOSTICS.

=27 Default Project

SR\ Y MVISGE I
-8 Con
% Ethe Rename
Copy

Paste

Choose Module Type
Configure

Verify

View Configuration

Write to Compact Flash
Export Configuration File(s)
Load Config File

Add External File

Download from PC to Device

Upload from Device to PC

Diagnostics

2 In the Diagnostics window, click the SET Up CONNECTION button.

; o[l ]

Click to set up connection
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3 Inthe Select Connection Type dropdown list, choose 1756-ENBT. The default path
appears in the text box, as shown in the following illustration.

Connection Setup @

Select Connection Tepe:  [AlEEEE=N=ERE -

Ethernet

B

ProSoft Discovery Service [FDS]

ClPconnect

| E192 168010001 52

CIP Path Edit
Test Connection | Eonnectl Cancel |

4 Click CIP PATH EDIT to open the ClPconnect Path Editor dialog box.

IPconnect Path Editor

_-lf.-
cl{ Connect” PATH EDITOR
—

Source Module IP Source Module Node S Destination Madule
Mo | Source Module Address Address Destination Madule Slot Number
D 1756 ENET 192.168.0.250 [N 11565 Moduie v

£182.168.0.250,0:1.5:0856

[ Add Rack ] [ Delete Rack ] [ Construct CIP Path ]

| 0K [ canca |

The CIPconnect Path Editor allows you to define the path between the PC and the
MVI56E-DNPNET module. The first connection from the PC is always a 1756-ENBT
(Ethernet/IP) module.
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Each row corresponds to a physical rack in the CIP path.

e If the MVIS6E-DNPNET module is located in the same rack as the first 1756-ENBT
module, select RACK No. 1 and configure the associated parameters.

o Ifthe MVIS6E-DNPNET is available in a remote rack (accessible through ControlNet
or Ethernet/IP), include all racks (by using the ADD RACK button).

Parameter Description

Source Module Source module type. This field is automatically selected
depending on the destination module of the last rack (1756-
CNB or 1756-ENBT).

Source Module IP Address IP address of the source module (only applicable for 1756-
ENBT)

Source Module Node Address Node address of the source module (only applicable for 1756-
CNB)

Destination Module Select the destination module associated to the source module

in the rack. The connection between the source and destination
modules is performed through the backplane.

Destination Module Slot Number  The slot number where the destination MVI5S6E module is
located.

To use the CIPconnect Path Editor, follow these steps:

1 Configure the path between the 1756-ENBT connected to your PC and the MVI56E-
DNPNET module.

o If the module is located in a remote rack, add more racks to configure the full
path.

o The path can only contain ControlNet or Ethernet/IP networks.

o The maximum number of supported racks is Six.

Click CoNsTRUCT CIP PATH to build the path in text format
Click OK to confirm the configured path.

w N

The following examples should provide a better understanding on how to set up the path
for your network.
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Example 1: Local Rack Application
For this example, the MVIS6E-DNPNET module is located in the same rack as the 1756-
ENBT that is connected to the PC.

\ MVIS6E Module ‘ ‘ 1756-ENBT ‘

Ethernet

Rack 1

Slot Module Network Address
0 ControlLogix Processor -

1 Any -

2 MVIS6E-DNPNET -

3 1756-ENBT 1P=192.168.0.100

1 Inthe tree view in ProSoft Configuration Builder, right-click the MVIS6E-DNPNET

icon to open a shortcut menu.
2 On the shortcut menu, choose DIAGNOSTICS.

=-[ Default Project
- Default Location

Gl ] 1VISGE-DHENET

Delete
Rename

Copy

Choose Madule Type

Diagrnostics

3 In the Diagnostics window, click the SET Up CONNECTION button.

) o[l ]|

Click to set up connection
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4 In the Connection Setup dialog box, click CIP PATH EDIT.

Connection Setup @

175E6ENET I

Select Connection Type:

Ethernet

R h

PraSoft Discovery Service [FDS)

=T

ClPzonnect

| £192.168.0100p1 52

CIF Path Edit
Test Connection | Connect | Cancel |

5 Configure the path as shown in the following illustration, and click CONSTRUCT CIP
PATH to build the path in text format.

‘(OPconnect Path Editor

T
@I{ Connect” PATH EDITOR
'Y

No  Source Module E\gsz:sfﬂodula o E\g;g:sl'dndule Rucs Destination Module gﬁwﬁf&yﬂwu'e
[ 17seeneT 192.166.0.100 [R5 Hoduie v 2
1152168 0.100p:1 52

| AddReck || DeleteReck | [ Constuct CIP Path |
[ oK [ canca ]

Click OK to close the CIPconnect Path Editor and return to the Connection Setup
dialog box.
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6 Check the new path in the Connection Setup dialog box.

Connection Setup &|

Select Connection Type:  [alsR==aps ~

Ethernet

R h

PraSoft Discovery Service [FDS)

ClPzonnect

| £192.168.0100p1 52

CIF Path Edit
Test Connection | Connect | Cancel |

7 Click TEST CONNECTION to verify that the physical path is available. The following
message should be displayed upon success.

Connection Setup FZ|

Select Connection Twpe:  [SleEl==ll =0 -

ProSoft Configuration Builder Pz|

Successfully Connected

ClPconnect

| b192168.0100 1 52

CIF Path Edit
Test Connection | Connect | Cancel |

8 Click OK to close the Test Connection pop-up and then click CONNECT to close the
Connection Set up dialog box. The Diagnostics menu is now connected through
ClPconnect.
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Example 2: Remote Rack Application

For this example, the MVIS6E-DNPNET module is located in a remote rack accessible
through ControlNet, as shown in the following illustration.

\ 1756-CNB H 1756-ENBT \

Rack 1

o1z|3

Ethernet

ControINet

‘ 1756-CNB H MVIS6E Module

Rack 1

Slot Module Network Address
0 ControlLogix Processor -

1 1756-CNB Node =1

2 1756-ENBT 1P=192.168.0.100
3 Any -

Rack 2

Slot Module Network Address
0 Any -

1 Any -

2 Any -

3 Any -

4 Any _

5 1756-CNB Node =2

6 MVIS6E-DNPNET -
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1 Inthe tree view in ProSoft Configuration Builder, right-click the MVIS6E-DNPNET
icon to open a shortcut menu.
2 On the shortcut menu, choose DIAGNOSTICS.

—-[_1 Default Project
-5 Default Location
+ 1‘] MYISGE-DMNPMET
Delete
Rename
Copy

hoose Module Type

Diagrostics

3 In the Diagnostics window, click the SET Up CONNECTION button.

B s s e

*

Click to set up connection

4 In the Connection Setup dialog box, click CIP PATH EDIT.

Connection Setup b_<|

Select Connection Type:  [gleEl=l]=]

Ethernet

——

ProSoft Discovery Service [FDS]

ClPconnect

| £192.168.0100p1 52

CIP Path Edit
Test Connection | Connect | Cancel |

ProSoft Technology, Inc. Page 52 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform Diagnostics and Troubleshooting
DNP3 Ethernet User Manual

5 Configure the path as shown in the following illustration and click CONSTRUCT CIP
PATH to build the path in text format.

(OIPconnect Path Editor

'f
@f Connect” PATH EDITOR
A

MNo | Source Module iﬁﬁg:srdodule IP E\gﬁﬁ:srdodule TR Destination Module glemﬁirﬂjtni_ﬁ;:dodme
A 1756EnBT 1921580100 RN 756N v 2
756-CNE 0 IMVI5&-Module v g
11921680100 p 1 5:2p:22:0p: 156
[ AddRack || DeleteRack | [ Construct CIP Path |
[ oK [ cancel |

Click OK to close the CIPconnect Path Editor and return to the Connection Setup
dialog box.

6 Check the new path in the Connection Setup dialog box.

Connection Setup @

Select Connection Twpe:  [SleEl==ld =g -

Ethernet

B

FroSoft Discovery Service [PDS]

ClPconnect

| 1:192.168.0.100p:1,8:2p:2.c:.0p: 1 5:6

CIP Path Edit
Test Connection | Connect | Cancel |
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7 Click TEST CONNECTION to verify that the physical path is available. The following
message should be displayed upon success.

Connection Setup Pz|

Select Connection Tepe: (A==

ProSoft Configuration Builder §|

Successfully Connected

ClPconnect

| 11521680100 p: 182 p:2.c:0p:15:6
CIP Path Edit

Test Connection | Eonnectl Cancel |

8 Click OK to close the Test Connection pop-up and then click CONNECT to close the
Connection Set up dialog box. The Diagnostics menu is now connected through
ClPconnect.
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3.5.2 Using RSWho to Connect to the Module

You need to have RSLinx installed on your PC to use this feature. You also need an ENBT module set up in
the rack. For information on setting up the ENBT module, see Using CIPconnect® to Connect to the Module

(page 45).

1 In ProSoft Configuration Builder, click the PROJECT menu, then choose MODULE >

DOWNLOAD FROM PC TO DEVICE.

2 In the Download dialog box, choose 1756 ENBT from the Select Connection Type

dropdown box.

Download files from PC to module

X]

STEP 1: Select Communication Path:

Select Connection Type:

Ethernet: ‘

CIPconnect:

STEP 2: Transfer File(s):

DOWNLOAD |

‘t:192.168.0.100,p:1,s:0$56

CIP Path Edit

REWhao

Test Connection

| Cancel |

3 Click RSWHo to display modules on the network. The MVIS6E-DNPNET module will

automatically be identified on the network.

M Browse Device

[ Autobrowse I:l 8

Browsing - node 0 found

X

kstation
Linx Gateways, Ethernet g
nE_ETH-1, Ethernet 00
10.1.2.221, 1756-ENET/B, 1756-ENET/B
10.1.2,254, 1756-EN2T, 1756-EM2TIB
105.102.0.65, 17S6-EMET/A, 1756-ERET A
-1 Backplane, 1756-474
+ 00, 1756-L55/8 LOGINESSS, G5C_v1E
01, 1756 module, MYISAE-E5C
06, 1756-EMET/A
8E_ETH-4, Ethernet
uE_ETHIP-1, Ethernet
—ompactLogix, Ethernet
controllogiz, Ethernet

£ >

G5C_v16 FhitEt E-DNPNET

il
1756-ENBT/&

01

o]

Cancel

4 Select the module, and then click OK.

5

In the Download dialog box, click DOWNLOAD.
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3.5.3 Connecting Your PC to the Module's Ethernet Port

With the module securely mounted, connect one end of the Ethernet cable to the CONFIG
(E1) Port, and the other end to an Ethernet hub or switch accessible from the same
network as your PC. Or, you can connect directly from the Ethernet Port on your PC to
the CONFIG (E1) Port on the module.

@ Alien-Bradley

3.6 Using the Diagnostics Menu in ProSoft Configuration Builder

The Diagnostics menu, available through the Ethernet configuration port for this module,
is arranged as a tree structure, with the Main menu at the top of the tree, and one or
more submenus for each menu command. The first menu you see when you connect to
the module is the Main menu.

Tip: You can have a ProSoft Configuration Builder Diagnostics window open for more than one module at a
time.

To connect to the module, refer to Connecting Your PC to the Module (page 45).

1 Inthe tree view in ProSoft Configuration Builder, right-click the MVIS6E-DNPNET
icon to open a shortcut menu.
2 On the shortcut menu, choose DIAGNOSTICS.

—-[21 Default Project
- Default Location
£} 1MVISGE-DNRNET
Delete
Rename
Copy

Choose Module Type

Diagrnostics
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3 In the Diagnostics window, click the SET Up CONNECTION button.

) oll2lal=] ]

Click to set up connection

4 In the Ethernet field of the Connection Setup dialog box, enter the IP address that
was assigned the module in Assigning a Permanent IP Address (page 22). In the
Connection Setup dialog box, click the TEST CONNECTION button to verify that the
module is accessible with the current settings.

Connection Setup Pz|

Select Connection Type:  ER{aEEl

Ethernet
192 188 . 0 . 253

ProSoft Discovery Service [FDS]

Browse Device(s]

ClPconnect

Test Connection | Eonnectl Cancel |

You can also use CIPconnect® to connect to the module through a 1756-ENBT card
by choosing 1756-ENBT in the SELECT CONNECTION TYPE list. Refer to Using
ClIPconnect® to Connect to the Module (page 45) for information on how to construct
a CIP path.

Connection Setup FZ|

Select Connection Twpe:  [SleEl==ll =0 -

Ethernet

B

FroSoft Discovery Service [PDS]

[Cousvreaty |

ClPconnect

| b192 168010001 52

CIP Path Edit
Test Connection | Connectl Cancel |
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5 If the Test Connection is successful, click CONNECT to display the Diagnostics menu
in the Diagnostics Window.

%] Diagnostics

Connection Log Module

u| A

5| o)

Time : 14.20.46

MODULE MENU
?=Display Menu
B=Block Transfer Statistics
C=Module Configuration
D=Database View
R=Transfer Configuration from PC to Unit
s=Transfer Configuration from Unit to PC
U=Reset diagnostic data
v=Version Information
w=warm Boot Module
@=Network Menu
Esc=Exit Program

Path "Serial Com 1"

If PCB is unable to connect to the module:

1 Click the BROWSE DEVICE(S) button to open the ProSoft Discovery Service. Select
the module, then right-click and choose SELECT FOR PCB.

[:"3_1 Prosoft Discovery Service [ZHEIFXI
@~

Assign Temporary IP

Device Details

Remove Temporary IP
Wiew modules webpage

| Select for PCB

Click the search icon ko begin the browse

Close ProSoft Discovery Service, and click the CONNECT button again.

If these troubleshooting steps fail, verify that the Ethernet cable is connected
properly between your computer and the module, either through a hub or switch or
directly between your computer and the module.

If you are still not able to establish a connection, contact ProSoft Technology for
assistance.

w N
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3.6.1 The Diagnostics Menu

The Diagnostics menu for this module is arranged as a tree structure, with the Main
Menu at the top of the tree, and one or more sub-menus for each menu command. The

first menu you see when you connect to the module is the Main menu.

3.6.2 Monitoring General Information

Use MODULE > Info to view module version information.

g Diagnestics

==

I[ Connection Log Module

aw| 9[08@

3.6.3 Monitoring Backplane Information

| T MVISEE-DNPNET - Time : 15.01.39 - |
g%y MODULE MVISGE-DNPNET > MODULE > Info : [refresh counter: 4]
[ ] DNP DATE & TIME 108/30/2012 00:45:55.010
: ock Status MODULE NAME MVI5S6E-DNPNET Module
L Paint Courts MODEL NUMBER IMVISGE-DNPNET
NP Paint Caunits VENDOR ID
(3] IED Point Count DEVICE TYPE 12
oint Lounts PRODUCT CODE 15014
B8 DMP3 Server SERIAL NUMBER 100001012
Bl DMP3 Client REVISION 1.1
58 Class Assi ) PRODUCT NAME CODE :DNPE
s AssiEnments SOFTWARE REVISION LEVEL :1.01
[y, Deadband Assignments OPERATING SYSTEM REVISION 0711
Blgf < DNF 012 Binary Dutpul Words RUN NUMBER 0101
8%, < DNF 041 Analogl§ Ouipul BACKPLANE DRIVER VERSION :2.6
o3l Analeglh Sutputs BACKPLANE API VERSION 1.1
Bl < DNP od1 Analog32 Dutputs IP ADDRESS :105.102.0.233
g%, <~ DNF 041 Float Outputs MAC ADDRESS 1CB:3B:00:8D:0D: 00
FREE MEMORY 151077120 bytes
[a8 ¢~ DNP 041 Double Outputs UPTINE b e ads
& r&iﬁ ¢~ |ED of11 Binary Input Words PROGRAM SCAN COUNTER 121935722
L) P

S gy U D A SRy U N DIV Sy

Use MODULE > Block Status menu to view the backplane status information for the

MVI56E-DNPNET module.

] Diagnostics (]
Connection Log  Module
SPEs S
T MVISEEDNPHET - Time : 15.18.12 -|
Elgfy MODULE MVIS6E-DNPNET > MODULE > Block status : [refresh Ccounter: 227
BLOCK TRANSFER ACTIVE 1 TRUE
us TOTAL BLOCKS 1616468
C Paint Counts VALID BLOCKS 1616468
TOTAL ERRORS :0
NP Paint Counts READ ERRORS 4
- D Point Counts WRITE ERRORS :0
£l o DNP3 Server BLK # ERRORS :0
(3] Confi CONT. ERRORS :0
TOTAL READ WORDS 147400
amin Stats TOTAL WRITE WORDS 26500
vent Stats TOTAL READ ELOCKS 199
vite: List TOTAL WRITE BLOCKS 111
o Socket Statue DATABASE READ COUNT 1541
DATABASE WRITE COUNT 2776
DF Socket Status
Ll NSRS AN NIV SN SRS NPV SN SRS
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3.6.4 DNP3 Ethernet Point Count Module Information
Use MODULE > PLC, DNP, and IED Point Counts to view point count information for the

MVI56E-DNPNET module.

[} Diagnostics

[

Connection Log Module

RN

7 MVISEEDNPNET
B g MODULE

- Info
Block Status

DMP Paint Courts
ED Point Counts
3 Server

Canfig

Camm Stats
Event Stats
“fhite: List

TCP Socket Status
UDP Socket Status

By

e A S

MVIS6E-DNPNET > MODULE > PLC Point Counts :

PLC INPUTS H
BINARY 18000
ANALOGLE 1800
ANALOG32 1600
FLOAT 1600
DOUBLE 1200

PLC OUTPUTS B

L BINARY 18000
ANALOGLE 1800
ANALOG32 1600
FLOAT 1600
DOUBLE 1200

PLC COUNTERS 1800

4 e

Time : 11.09.46 - |
[refresh counter: 11]

i Diagnostics

[

Connection Log Module

Jﬂpaa

7 MVISBE-DNPNET
Elafa, MODULE

-
Elafa DNP3 Server

“white List

CP Socket Status
DP Socket Status
Er-gf DNP3 Client

: Config/E vents

MVIS6E-DNPMET > MODULE > DNP Point Counts :

DNP INPUTS H
BINARY :8000

ANALOGLE 1800
ANALOG32 1600
FLOAT 1600
DOUBLE 1200
DNP OUTPUTS H
= BINARY 18000
ANALOGLE 1800
ANALOG32 1600
FLOAT 1600
DOUBLE 1200

DNP COUNTERS ;EUO

DNP MEMORY ;21200 BYTES

o % e e A e T

Time : 11.10.36 - |
[Refresh Counter: 3]

] Diagnostics

[

Connection Log Module

J_BI,O__J-;'J

7 MVISEE-DNPNET

B g MODULE
~{d Info

Block Status

PLC Paint Counts

NP Paint Counts

3 Server

Config

Comm Stats

Event Stats

“fhite: List

TCP Socket Status
- UDP Socket Status

El g DNPA Client

Y

NNV D

MVI56E-DNPNET > MODULE > IED POint Counts :

IED INPUTS B
18000

BINARY
ANALOGLE 14000
ANALOG32 14000
FLOAT 14000
IED OUTPUTS B
BINARY : 8000
E ANALOGLE :4000
ANALOG32 14000
FLOAT :4000

IED COUNTERS ELOOO

IED MEMORY 5127000 BYTES

Time : 11.11.15-|
[refresh counter: 2]
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3.6.5 Monitoring MVIS6E-DNPNET Server Information

Use the DNP3 Server menu to view the following server information for the MVI56E-

DNPNET module:
Configuration

Event Status
Whitelist

Communication Status

TCP Socket Status
UDP Socket Status

& Diagnostics

Connection Log Module

e B e

T MVISEE-DNPNET

omm Stats
wvent Statg
hite List

CP Socket Status

-

Time

select item within "DNP3 server” for diagnostic information

DNP3 Server - Config

: 16.27.07 -

This option displays the current configuration settings for the DNP3 Server.

& Disgrostics

Connection Log Module

RGN

7 MVISBE-DMPNET
gty MODULE
~[d Infa
~[d Block Status
PLE Foint Counts
~[d DNP Point Counts
~[d IED Paint Counts
oy DNP3 Server
)

Comn Stats
Event Gats
“wihite List
TEP Socket Status
UDP Socket Status
& DNP3 Client
Contig/Events
Comm Stats
Server Selup
Server Enmors
Clent Commands
P Class Assignments
Binary
Analogls
Analog32
Float
ay Deadband Assignments

[ Andlogls

[ Analog3z

~[d Float

LB MM A1 B e ke e

MVISEE-DNPNET > DNP3 server > config :

INTERNAL SERVER ID 11
USE WHITELIST NO
INPUT CLASSES
BINARY 1
ANALOG16 2
ANALOG32 2
FLOAT :3
DOUBLE 3
INPUT DEADBANDS :

ALOGLE 1499
ANALOG32 1599
FLOAT :1000. 000000
DOUBLE :1000. 000000

EVENTS REQ TIME SYNC IYES
UNSOL RESP :YES
UNSOL RESP DELAY :10000 ms
UNSOL RESP ADDR 2
UNSOL RESP MIN :
CLass 1 :10
CLASS 2 :10
CLASS 3 :10
SEL/OP ARM TIME 12000 ms
APP_CONF. TIMEOUT 1500 ms
WRITE TIME INT
TRIP/CLOSE SINGLE PNT IVES
PASS-THR CROB IYES
INIT DNP OUTPUT DB iNO
SERVER TIMEOUT 160 5

[Refresh counter: 259]

Time : 13.56.53 -|
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Parameter Description
Internal Server ID The node address of the internal server of the MVIS6E-DNPNET.
Use Whitelist Yes = The server will only respond to clients within the whitelist group.

No = The server will respond to clients of any IP address.

Input Classes Binary The configured class type for Binary Inputs.
Analog16 The configured class type for 16-bit Analog Inputs.
Analog32 The configured class type for 32-bit Analog Inputs.
Float The configured class type for 16-bit Float Inputs.
Double The configured class type for Double Inputs.
Input Deadbands Analogl16 The configured deadband value assigned to all Analog16 Input points.
Analog32 The configured deadband value assigned to all Analog32 Input points.
Float The configured deadband value assigned to all Float Input points.
Double The configured deadband value assigned to all Double Input points.
Events Req Time Sync \;]es I: The server will not generate events if the time is not synched with
the client.
No = The server will generate events if the time is not synched with the
client.
Unsol Resp Indicates if the server will send unsolicited responses or not.
Unsol Resp Delay Configured time to wait (ms) after an event occurs before sending an
unsolicited response.
Unsol Resp Addr Configured client address that the module will send unsolicited
responses to.
Unsol Resp Min Class 1 Configured minimum number of events in Class 1 required before an
unsolicited response will be sent.
Class 2 Configured minimum number of events in Class 2 required before an
unsolicited response will be sent.
Class 3 Configured minimum number of events in Class 3 required before an

unsolicited response will be sent.

SEL/OP Arm Time

Configured time (ms) after the operate command is received that the
server will perform the operate command.

App Conf. Timeout

Confirmed timeout (ms) for the application layer confirms from the DNP3
client.

Write Time INT

Configured time period (minutes) that the server will wait before it sets
the Need Time IIN bit.

Trip/Close Single PNT

Yes = CROB commands will operate on the database as single bits.
No = CROB commands will operate on the database as dual points.

Pass-THR CROB

Yes = The module will pass all received CROB messages to the
processor.

Init DNP Output DB

Yes = The module will request data from the processor to initialize the
DNP Output database.

Server Timeout

Configured TCP server connection timeout.
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DNP3 Server - Comm Stats

This option displays the current DNP3 Server communication statistics.

Connection Log  Module

J_3| o] Rl 2

T MVISEE-DNPNET ~

El-afy MODULE

LC Pairt Counts
NP Paint Caunts
{4 IED Foint Counts

MYIS6E-DNPNET > DNP3 Server > Comm Stats : [refresh counter: 7]

DNP TIME

DNP PHYSICAL LAYER ERRORS
SYNC

OVERRUN

:01/03/2000 23:44:18.988

LENGTH :0
El-afy DNP3 Server :
DNP DATA LINK LAYER ERRORS H
B o 0
Event Stats DNP TRANSPORT LAYER ERRORS
hite: List DATA OVERFLOW :0
[ TCP Socket Status SEQUENcE 9
UDP Socket Status
=] ,535, DNP3 Client DNP APPL LAYER ERRORS H
onfig/E vents SQ?EE}I{NENKNOWN ig
omm Stats OUT OF RANGE :0
erver Setup OVERFLOW 0
erver Erors CLIENT MULTI-FRAME 0
Client Commands DNP MESSAGE STATS :
B, Class Assignments TOT FRAMES REC 10
FRAMES REC FOR THIS UNIT 0
FRAMES TRANS Hel
CONFIG ERR. WORD ;OXOOUO
Parameter Description
DNP Time Current time of the module.
DNP Physical Layer Errors ~ Sync Total number of DNP3 Physical Layer synchronization Errors.
Overrun Total number of DNP3 Physical Layer overrun Errors.
Length Total number of DNP3 Physical Layer length Errors.
DNP Data Link Layer Errors Bad CRC Total number of DNP3 Data Link Layer bad CRC Errors.
DNP Transport Layer Errors ~_Data Overflow Total number of DNP3 Transport Layer user data overflow Errors.
Sequence Total number of DNP3 Transport Layer sequence Errors.
Address Total number of DNP3 Transport Layer address Errors.
Bad Func Total number of DNP3 Application layer bad function code errors.

DNP Application Layer
Errors

Object Unknown

Total number of DNP3 Application layer object unknown errors.

Out of Range

Total number of DNP3 Application layer ‘out of range’ errors.

Client Multi-Frame

Total number of DNP3 Application layer multi-frame errors.

DNP Message Stats

Tot Frames Rec

Total number of message frames recorded for the server.

Frames Rec for
this Unit

Number of message frames received by server.

Frames Trans

Number of message frames transmitted by for server.

Config Err Word

The configuration error word for the module. Refer to page 76 for
more information.
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DNP3 Server - Event Stats
This option displays the current event statistics of the DNP3 Server.

a Diagnostics

Connection Log  Module

3 ,O|__J|-a "::‘|
7 MVIEEE-DMPMET A
El-afy MODULE MVIS6E-DNPNET > DNP3 Server > Event STats : [refresh counter: 29]
Infa .
Block Status UNEEkégIIED ENABLED ;NO
PLL Paint Counts CLASS 2 1NO
DMP Paint Counts CLASS 3 ENO
IED Paint Courts BINARY INPUT :
E-afa DNF3 Server MAXIMUM 120000
Np " QUEUED 10
Conlig HISTORY 10
ANALOG INPUT ;MAXIMUM QUELUED HISTORY
INT16 1 20000 ] ]
INT32 10000 0 0
FLOAT : 10000 (4] (4]
UDF Socket Status DOUELE . 0 0 0
g% DNP3 Client TOTALS : 40000 0 0
- Config’Everts DNP INTERNAL IND. BITS : | RESTART || TIME || DEVICE TROUBLE |
Carnm Stats
Server Setup
Server Emors
Client Commands
DBy Mlacs Acsimnmnanks
Parameter Description
Unsolicited Enabled Class 1 Indicates whether Class 1 unsolicited responses have been
enabled or not by the client.
Class 2 Indicates whether Class 2 unsolicited responses have been
enabled or not by the client.
Class 3 Indicates whether Class 3 unsolicited responses have been
enabled or not by the client.
Binary Input Maximum Maximum amount of Binary Input events allowed in the buffer.
Queued Number of queued Binary Input events in the buffer.
History Number of generated Binary Input events by the DNP3 server.
Analog Input INT16, INT32, Maximum, Queued, and History definitions are similar to the
Float, Double, Binary Input definitions.
Totals
DNP Internal Ind. Bits Displays the current DNP Internal Indication bits for the DNP3
Server.
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DNP3 Server - Whitelist

This option displays the current Whitelist settings and information.

ﬂ Diagnostics

Connection  Log  Module

‘ S| O __J|-;'J
1 MvISEE-DNPMET "
El-gfy, MODULE MVIS6E-DNPNET > DNP3 Server > White List :
""" Info WHITELIST BEING USED IYES
[ Block Status MUMBER OF WALID IP ADDRESSES :10
~|d| PLC Pairt Counts :
[ d] DMP Paint Courts }EE E]dgg.]dﬁg.l.ﬂ
----- IED Pairt Courts P2 :0.0.0.0
g8y, DMP3 Server 1P3 :0.0.0.0
[ Conf IrP4 :0.0.0.0
s IP5 :0.0.0.0
| Lomm Stats IP6 :0.0.0.0
d| Event Stats IP7 :0.0.0.0
‘white List IPE :0.0.0.0
TCP Socket Status IPS :0.0.0.0
----- IDOP Socket Statuz
[ B Y N T N oI Y
Parameter Description

Whitelist Being Used

Yes = Whitelist group functionality is enabled.
No = Whitelist group functionality is disabled.

Number of valid IP addresses

Number of valid IP addresses within the Whitelist group.

IPO to IP9

List of IP addresses within the Whitelist group.
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PLC Paint Counts

Ld IED Point Counts

“White List

Eafa, DNP3 Client
----- Corfig/Events

DHP Paint Counts

Tx Count

g, DNP3 Server Tx State
Corfig TCP State

Busy Flag

Comrn Stats App Frame

Ewent Stats Tx Frame

..... ) 1
UDP Socket Status

DNP3 Ethernet User Manual

DNP3 Server - TCP Socket Status
This option displays the current TCP socket status of the DNP3 Server.
ﬁ Diagnostics
Connection Log  Module

3 ,O|__J‘-;ﬂ =
T MVISEE-DNPNET ~ Tim
El-afy MODULE MVIS6E-DNPNET > DNP3 Server > TCP Socket status : [refresh counter: 12]

Info Parsing No

Block Status Multi Frag INO

Transport Frag
confirm pend
RX Count

(=]

OHOOOO0OO0O0ZO

packet Length

Carnrn Stats
Server Setup
Server Emors
Client Commands
Pl Mace Ascinnmanl te
Parameter Description
Parsing Indication of status of TCP Parsing.
Multi Frag Indicates if DNP3 Server is receiving a Muti-Fragment Message.

Transport Frag

Number of fragmented transport messages.

Confirm Pend

Indicates if the DNP3 server is waiting for an application confirm from the client.

Rx Count Number of received TCP messages.
Tx Count Number of transmitted TCP messages.
Tx State Port 1 transmit status.
0 = Not communicating
1 = Initial direct connection
2 = Turn on wait state
3 = Turn off wait state
4 = Turn off wait state
TCP State Indicates the TCP Communication state.
0 = Not communicating using TCP
1 = Communicating with TCP
2 = Receiving a Muti-Fragment Message
Busy Flag Communication Busy Indicator.
0 = Not Busy
1=TCP Busy
2 = UDP Busy
App Frame Application Frame Fragmented Message Indicator:
0=No
1=Yes
Tx Frame

Packet Length

Packet Length of current TCP Message.
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DNP3 Server - UDP Socket Status
This option displays the current UDP socket status of the DNP3 Server.
a Diagnestics
Connection Log Module
) ,O|__J|-;ﬂ "::‘|
7 MVIBEE-DNPHET A T
553,& MODULE MVISG6E-DNPNET > DNP3 Server > UDP Socket status : [refresh counter: 4]
Info Parsing tNo
Block Status Multi Frag INO
FLC Paoint Counts Transport Frag :0
DHP Paint Caunts confirm pend ENO
----- IED Paoint Counts -R;: ESEQE 8
g% DMP3 Server TX State 10
] HYJ
omim atat App Frame 10
Ewent Stats Tx Frame i1
“whhite List packet Length 10
TCP Socket Status
----- Config/Events
Comm Stats
Server Setup
Server Erors
Client Commands
B Plans Ansinnenoed ba
Parameter Description
Parsing Indication of status of UDP Parsing.
Multi Frag Indicates if DNP3 Server is receiving a Muti-Fragment Message.
Transport Frag Number of fragmented transport messages.
Confirm Pend Indicates if the DNP3 server is waiting for an application confirm from the client.
Rx Count Number of received UDP messages.
Tx Count Number of transmitted UDP messages.
Tx State Port 1 transmit status.
0 = Not communicating
1 = Initial direct connection
2 = Turn on wait state
3 = Turn off wait state
4 = Turn off wait state
UDP State Indicates the UDP Communication state.
0 = Not communicating using UDP
1 = Communicating with UDP
2 = Receiving a Muti-Fragment Message
Busy Flag Communication Busy Indicator.
0 = Not Busy
1=TCP Busy
2 = UDP Busy
App Frame Application Frame Fragmented Message Indicator:
0=No
1=Yes
Tx Frame
Packet Length Packet Length of current UDP Message.
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3.6.6 Monitoring MVIS6E-DNPNET Client Information
Use the DNP3 Client menu to view the following client information for the MVI56E-
DNPNET module:
¢ Configuration and Events
¢ Communication Status
e Server Setup
e Server Errors
e Client Commands List
Ej Diagnastics = |
Connection Log Module
a| ol|T|f|=
T MvISEE DNFHET A Time : 16.26.17 - |
oy MODULE select item within "pnP3 Client” for diagnostic information
. DMP3 Server
Config/Events
Carnrn Stats
Server Setup
i Server Emorg
| Ll Gt Comppands, . S UG o |
DNP Client - Config/Events
This option displays the current configuration settings for the DNP3 Client.
ﬁ Diagnostics
Connection Log Moedule
8| |38
7 MVISEE-DNPNET " T
Bl fs MODULE MVIS6E-DNPNET > DNP3 Client > config/Events : [refresh counter: 9]
Infa CLIENT ADDRESS 133
- lack. Status PASS EVENTS TO PROCESSOR IYES
LC Paint Counts INIT IED INPUT DATABASE TNO
NP Puint Counts ONLY SYNC SERVERS IF SYNCED  :NO
3 D Part Covrts USE BO STATUS DATA 1YES
USE AQ STATUS DATA IYES
[—],gge, oM PROCESS IIN IYES
Wy MIN TRANS DELAY :0
SERVER COUNT :2
COMMAND COUNT 5
-] wihite List EVENT MSG COUNT ‘0
T TCP Socket Status EVENT MSG OVERFLOW :NO

""" UDP Socket Status
El-% DNP3 Client

g Client Commands
El,_r,‘ge. Class Assignments
i LTl Rinam
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Description

Client Address

Configured DNP3 address for the client.

Pass Events to Processor

Yes = All events stored within the module will be sent to the processor.

Init IED Input Database

Indicates if the module will request data from the processor to initialize the IED
Input Database.

Only Sync Servers if Synced

Yes = The module will send a time sync message to servers when its own time
has not yet been synced.

Use BO status data

Indicates if the database and functions for reading the Binary Output status
(Object 10) is enabled.

Use AO status data

Indicates if the database and functions for reading the Analog Output status
(Object 40) is enabled.

Process IIN

Indicates if the client will or will not send requests to servers if their IIN bits are set
for class data, need time, restart, or buffer overflow.

If enabled, the client will make requests to servers that have these IIN bits set
until these IIN bits have been cleared.

Min Trans Delay

The minimum time (in milliseconds) between receiving last byte and transmitting
first byte. Gives master time to disable transmitter on RS485 networks.

Server Count

The current connected server count.

Command Count

The current number of enabled client commands for the DNP3 client.

Event Msg Count

Total number of received event messages from DNP3 servers.

Event Msg Overflow

Indicates if the client event messages buffer has overflowed.
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DNP Client - Comm Stats
This option displays the current DNP3 Client communication statistics.

& Diagnostics X

Connection Leg Module

sl o9a|=

T MVISGE-DNPNET ~ Time : 05.17.35 - |
g% MODULE MVISGE-DNPNET > DNP3 Client > Comm Stats : [refresh Counter: 10]
% :;TDKSGI MEMORY ALLOCATION COUNTERS :
o] bus CONFIG 13
(d PLC Point Counts F';"‘”E : 3
(& DMP Poirt Counts LINK :
{3 IED Porit Counts SppL ANs 0
3 g DNP3 Server REC/TRANS 0
@ Config " :
Comm Stats -EHES;F?ELOCATION ERROR CNT :0
() Event Stats FRAME ‘0
White List LINK 0
TCP Socket Status REC/TRANS 9
UDP Socket Status REC/TRANS 0
Eafa DHP3 Clen 0.0.0.0:20000 © ERROR SYNC= 0 FRAME LENGTH= 0 BAD CRC= 0
Conlig/E vens 0.0. 0. 0:20000 © ERROR SYNC— 0 FRAME LENGTH- O BAD CRC= 0
[ ) Comm Stais T ' - B -
Sever Setup
Server Emors
Client Commands
H 53@ Class Assignments
Binawy Y. =l
Path "Ethernet - 192.168.1,16"
Parameter Description
Memory Allocation Counters Config Number of memory blocks allocated.
Frame Number of frame blocks allocated.
Link Number of data-link layer blocks allocated.
Rec/Trans Number of total receive and transmit data-link layer blocks
allocated.
Appl. Number of application layer blocks allocated.
Rec/Trans Number of total receive and transmit application layer blocks
allocated.
Memory Allocation Error Count Config Number of memory block allocation errors.
Frame Number of frame block allocation errors.
Link Number of data-link layer block allocation errors.
Rec/Trans Number of total receive and transmit data-link layer block
allocation errors.
Appl. Number of application layer block allocation errors.
Rec/Trans Number of total receive and transmit application layer block
allocation errors.
IP Address : Port Error Sync Data packet status:

0 = Data packets are in sync.
1 = Data packets are not in sync.
Frame Length Length of data frame status:
0 = No error detected.
1 = The length of data is a mismatched, or an overflow has
occurred.
Bad CRC CRC status:
0 = No error detected.
1 = The received message has a CRC mismatch.
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DNP Client - Server Setup

This option displays information on the configured DNP3 Servers within the
DNP3_Server_List controller tag.

&4 Diagnostics X
Connection Log Module

e R

=% DNP3 Client ~ Time : 05.35.13j
Config/Events MVIS6E-DNPNET > DNP3 Client > Server Setup : [Refresh counter: 90]
#| ADDR|DL MODE|DL TMOUT|DL RET|RESP TMOUT|FLAGS|IP TYPE| IP ADDRESS :PORT | STATUS :
Server Erors 1 52 0 1000 2 5000 9 TCP 192.168.1.3:20000 Connecting
Client Commands 2 53 o 1000 2 5000 9 TCP 192.168.1.51:20000 Running

Parameter Description

ADDR Server Address

DL MODE Data Link confirm mode

DL TMOUT Data Link confirm timeout, in ms

DL RET Data Link Retries

RESP TMOUT Application layer response timeout, in ms

Flags Bit values:

Bit 0 = Enabled / Polled

Bit 1 = Unsolicited

Bit 2 = USE_DM

Bit 3=AUTO_TIME_SYNC
Bit 4 = Serial or LAN time sync

IP Type 0=TCP
yP 1=UDP
IP Address IP address of server
Port Port number
Status Connecting = Client is trying to connect to server, connection not yet
established

Running = Client and Server are connected, connection established
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DNP Client - Server Errors

This option displays the errors for the configured DNP3 Servers within the
DNP3_Server_List controller tag.

a Diagnostics
Connection Log  Module

P R 2

=3

7 MVISEE-DMPMET
g% MODULE
Infa

Block Status
-[d] PLC Point Counts
DMF Paint Counts
-] IED Point Caunts
gy DMP2 Server
[d] Canfig
Comim Stats
Ewent Stats
[ white List
TCP Socket Status
-[d] UDP Socket Status
gy DMP3 Client
[ Config/E vents
[ d| Comm Stats
Server Setup
2 Server Enors
- [d] Client Commands
g8 Class Assighments
[ Binay
Tdl analnalf

Ti
Ll
MVIS6E-DNPNET = DNP3 Client > Server Errors : [refresh Counter: 78]

#| ADDR|BAD CRC|BUF OVRFLW|TRNS SEQ|CONF RET|CONF FAIL|NO RESP :

1 3 0 0 0 0 0 28
2 210 0 0 0 0 0 0

Parameter Description

ADDR Configured node address for the DNP3 server.

BAD CRC The number of bad CRC values received by the DNP3 server.

BUF OVRELW Buffer Overflow - The number of messages received that are greater than
the application layer size limit for the DNP3 server.

TRANS SEQ Transaction Sequence Number - The number of incorrect transport layer
sequence number errors for the DNP3 server.

CONF RET Confirm Retries - The number of data link layer confirm request retries for
the DNP3 server.

CONF FAIL Confirm Failures - The number of data link layer confirm request failures for
the DNP3 server.

No RESP No Response - The number of application layer ‘no responses’ for the DNP3

Server. This value will not increase if there is not a connection between the
DNP3 Client and Server. Check STATUS under DNP3 Client > Server Setup
for the connection status between the Client and Server.
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DNP Client - Client Commands
This option displays information on all configured MVIS6E-DNP client commands.
(€1 Diagnostics >4

Connection Log Module

N w| 998

g% DNP3 Client
Config/Events
Comm Stats
Server Setup
Server Ermors

= Cient Commands}

Egh Class Assignments

~

MVIS6E-DNPNET > DNP3 Client > Client Commands : [Refresh Counter: 334]

#| FLAG |S ADDR|OBJ|VAR|FUNC|PT ADDR|PT CNT|DNP ADDR|IED ADDR|P INTV|LAST POLL|LAST ERR :

1 0x0014 52 1 3 1 0 -1 0 1 0 0
0

2
2 0x0004 52 1 2 1 10 1 -1 10 2 0
3 0x0004 52 2 2 1 20 1 -1 20 3 1 0
4 0x0004 52 2 2 1 30 1 -1 30 4 0 o

Time : 05.59. 51i|

Parameter Description

FLAG Port flag

S ADDR Server address

OBJ Object utilized

VAR Variation utilized

FUNC Function utilized

PT ADDR Starting point in server

PT CNT Number of points requested in server
DNP ADDR Starting point in DNP database

IED ADDR Starting point in IED database

P INTV Poll Interval, in seconds

LAST POLL Time since command last polled, in seconds
LAST ERR Last error code reported
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3.6.7 Monitoring MVIS6E-DNPNET Class Assignments Information

Use the DNP3 Class Assignments menu to view the following class information for the

MVI56E-DNPNET module:

Binary

16-bit Analog
32-bit Analog
Float

Double Float

&1 Diagnostics

Connection Log Medule

o B2

T MVISEE-DNPMET

~

st MODUILE select item within "Class Assignments” for diagnostic information

Bl-g% DNP3 Server

e DNP3 Clisrt
nents|

Time : 11.16.12 -|

T A

3.6.8 Monitoring MVIS6E-DNPNET Deadband Assignments Information

Use the DNP3 Deadband Assignments menu to view the following deadband information

for the MVI5S6E-DNPNET module:

Binary

16-bit Analog
32-bit Analog
Float

Double Float

i Diagnostics

Connection Log Module

=l 5l98©

T MVISEE-DNPRET

U VG

[ gy MODULE select item within "Deadband Assignments" for diagnostic information

Time : 11.17.47 -|

e S NP U
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3.6.9 Monitoring DNP3 Ethernet Data Values
Use the «DNP and «IED menus to view the contents of the MVI5S6E-DNPNET

module’s internal database.

You can view Data values in Decimal or Hexadecimal format.

E Diagnostics - R
Connection Log Module
o| 597
T MVISEE-DNPNET ~ Time : 15.50.57 «
[E-gha MODULE <-- DNP 012 Binary output words 0 to 99 (Decimal) : [refresh counter: 11]

(-8 DNP2 Server

P DNP3 Client

a8 Class Assignments

,533, Deadband Assignments

- <~ DNP 012 Binary Output Wards

" ey
: Hex

‘ Hex
B < DNP 41 Analog32 Outpuls
Lo Decimal

m

3.7 Communication Error Codes

L VS g SO Ny Uy N SRR SRRSO |

cocoococoocooo
cocoocoocooo
cocoococoocooo
cocoococoocooo
ccoocooocooo
cocoococoocooo
ccoococoocooo
cocoococoocooo
ccoococoocooo

***** scroll up/Down s

3.7.1 General Command Errors

Error Code Name Description

1 Device not defined The IED slave address referenced in the command is not
defined in the module. Check to make sure there is an entry
in the slave table for each slave device referenced in the
command list.

2 Invalid command This command is not valid. Check to make sure the slave
address parameter is greater than or equal to zero and that
the point count is not set to zero.

3 Object not supported The data object in the command is not supported by the
module. Refer to the DNP subset for the Master Port.

4 Command function not The function specified in the command is not supported for

supported the object type selected. Refer to the DNP subset for the
Master Port.

5 Command variation not The variation specified in the command is not supported for

supported the object type selected.

6 Object 10 not enabled The command is not supported unless Binary Output Status
is enabled

7 Object 40 not enabled The command is not supported unless Analog Output Status
is enabled

8 Invalid time/date poll This time/date object poll command is not valid.

command
9 Time/date poll command  This time/date object poll command cannot execute

cannot execute

because the module's clock has not been synced from a
valid source (from PLC or connected Client)
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3.7.2 Slave Port Communication Errors

Error Code Name Description

0 OK The module is operating correctly and there are no errors.
DNP synchronization error Extra bytes are received before the start bytes (0x05 and

10 (Physical Layer Error) 0x64).

11 DNP overrun error (Physical Mainline Data Link Layer routine could not read data
Layer Error) received on DNP port before it was overwritten.

12 DNP length error (Physical Layer Length of message does not match length value in
Error) message.

13 DNP bad CRC error (Data Link  Computed CRC value for message does not match that
Layer Error) received in message.

14 DNP user data overflow error Application layer received a message fragment buffer
(Transport Layer Error) which is too small.

15 DNP sequence error (Transport ~ Sequence numbers of multi-frame request fragments do
Layer Error) not increment correctly.

16 DNP address error (Transport Source addresses contained in multi- frame request
Layer Error) fragments do not match.

17 DNP bad function code error Function code received from DNP Master is not supported
(Application Layer Error) for selected object/variation.

18 DNP object unknown error Slave does not have the specified objects or there are no
(Application Layer Error) objects assigned to the requested class.

19 DNP out of range error Qualifier, range or data fields are not valid or out of range
(Application Layer Error) for the selected object/variation.

20 DNP message overflow error Application response buffer overflow condition. The
(Application Layer Error) response message from the slave is too long to transmit.

21 DNP Master multi-frame Received a multi-frame message from the DNP Master.
message error (Application Layer This application does not support multi-frame messages
Error) from the Master.
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3.7.3 System Configuration Errors

Error Code Name Description
100 Too many binary input points  Too many binary input points are configured for the
module. Maximum value is 8000.
101 Too many binary output points Too many binary output points are configured for the
module. Maximum value is 8000.
102 Too many counter points Too many counter points are configured for the module.
Maximum value is 480.
103 Too many analog input points Too many analog input points are configured for the
module. Maximum value is 5000.
104 Too many analog output Too many analog output points are configured for the
points module. Maximum value is 5000.
105 Too many binary input events Too many binary input events are configured for the
module. Maximum value is 20000.
106 Too many analog input events Too many analog input events are configured for the
module. Maximum value is 20000.
107 Invalid analog input deadband Deadband value for analog input events is out of range.
Value must be in the range of O to 32767.
108 Not enough memory There is not enough memory in the module to configure
the module as specified.
109 Invalid block transfer delay for Block transfer delay value specified is too low.
error/status blocks
110 File count invalid The file count must be in the range of 0 to 6.
111 Invalid file record size The file record size must be in the range of 1 to 120.
112 Invalid block identification The file block transfer code must be in the range of 100 to
code for file 120.
113 Too many server list entries Too many server list entries are configured for the
module. Maximum value is 40.
114 Too many client commands Too many client commands are configured for the
module. Maximum value is 300.
120 Too many PLC binary inputs  Too many PLC binary inputs are configured for the
module. Maximum value is < Binary Input Count.
121 Too many PLC binary output Too many PLC binary output are configured for the
module. Maximum value is < Binary Output Count.
122 Too many PLC counters Too many PLC counters are configured for the module.
Maximum value is < DNP Counters.
123 Generic configuration error Generic configuration error detected by the module.
124 Too many PLC analog Too many PLC analog outputs are configured for the
outputs module. Maximum value is < Analog Output Count.
140 Too many IED binary inputs ~ Too many IED binary inputs are configured for the
module. Maximum value is 8000.
141 Too many IED binary outputs  Too many IED binary outputs are configured for the
module. Maximum value is 8000.
142 Too many IED counters Too many IED counters are configured for the module.
Maximum value is 1000.
143 Too many IED analog inputs  Too many IED analog inputs are configured for the
module. Maximum value is 20000.
144 Too many IED analog outputs Too many IED analog outputs are configured for the

module. Maximum value is 20000.
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3.7.4 Port Configuration Errors

Error Code Name Description
212 Invalid DNP address The DNP address specified in the configuration is not
valid (0 to 65534).
213 Invalid DNP port baud rate The baud rate code specified in the configuration is not
valid.
219 Invalid DNP data link layer The data link confirmation mode code is not valid in the
confirm mode configuration.
220 Invalid DNP data link confirm The data link time-out period specified in the configuration
time-out is 0. It must be an integer in the range of 1 to 65535.
222 Invalid DNP select/operate arm  The select/operate arm timer is set to 0. It must be an
time duration integer in the range of 1 to 65535.
223 Invalid DNP application layer The application layer confirm time-out value is set to 0. It
confirm time-out must be an integer in the range of 1 to 65535.
224 Invalid DNP write time interval The write time interval is not in the data range in the
configuration. The value must be in the range of 0 to
1440.
225 Invalid DNP unsolicited response The unsolicited response mode code is not valid in the
mode configuration.
226 Invalid DNP unsolicited response The unsolicited response minimum quantity for Class 1 is
minimum quantity for Class 1 not valid in the configuration. Value must be an integer in
the range of 1 to 255.
227 Invalid DNP unsolicited response The unsolicited response minimum quantity for Class 2 is
minimum quantity for Class 2 not valid in the configuration. Value must be an integer in
the range of 1 to 255.
228 Invalid DNP unsolicited response The unsolicited response minimum quantity for Class 3 is
minimum quantity for Class 3 not valid in the configuration. Value must be an integer in
the range of 1 to 255.
230 Invalid DNP unsolicited response The unsolicited response destination address is not valid
destination address in the configuration. Value must be in the range of 1 to
65534.
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3.7.5 Application Layer Errors

Error Code Name Description
1000 Device index invalid The device index in the request or response message is
not found in the slave list.
1001 Duplicate request in application The newly submitted message to the application layer
layer queue already exists in the queue. The message is ignored.
1002 COM port device removed from The communication port for the message has been
system uninstalled on the system. This error should never occur

as the communication ports are only uninstalled when the
module's program is terminated.

1003 Sequence number error The application sequence number in the response
message does not match that based on the last request
message. This indicates application layer messages are
received out of order.

1004 Response to select before The select response message received from the slave
operate does not match module is not that expected from the last select request.
This indicates a synchronization problem between the
Master and slave devices.

1005 Response does not contain The response message from the slave device does not
date/time object contain a date/time object. The Master expects this object
for the response message.
1006 Time-out condition on The slave device did not respond to the last request
response message from the Master within the time-out set for the

IED device. The application layer time-out value is
specified for each IED unit in the slave configuration table
in the module. This table is established each time the
module performs the restart operation.

1007 Function code in application The function code returned in the response message is
layer message not supported not valid for the application layer or not supported by the
module.
1008 Read operation not supported  The application layer response message contains an
for object/variation object that does not support the read function.
1009 Operate function not supported The application layer response message contains an
for the object/variation object that does not support the operate function.
1010 Write operation not supported  The application layer response message contains an
for the object/variation object that does not support the write function.
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3.8 Connect to the MVIS6E-DNPNET Webpage

The module's internal web server provides access to module status, diagnostics, and
firmware updates. If the module's IP address has already been assigned, simply enter in
the IP address into a web browser. If not, follow the steps below:

1 In ProSoft Configuration Builder, click the PROJECT menu, then choose MODULE >

DOWNLOAD FROM PC TO DEVICE. This opens the Download dialog box.

2 In the Download dialog box, choose the connection type in the Select Connection

Type dropdown box:

o Choose ETHERNET if you are connecting to the module through the Ethernet

cable.

o Choose 1756 ENBT if you are connecting to the module through CIPconnect or

RSWho.

Refer to Connecting Your PC to the Module (page 45) for more information.

3 In the Download files from PC to module dialog box, click BROWSE DEVICE(S).
4 In ProSoft Discovery Service, right-click the MVIS6E-DNPNET icon and choose VIEW

MODULE’S WEBPAGE from the shortcut menu.

'%1Prosoft Discovery Service g@gl
e 2

ﬂ 2 Assign Temporary IP
Device Detalls

Remave Temparary 1P

View module's webpage

Click the search icon to begin the browse

This displays the module webpage.

2,
oo,
oiete
05
* @

TECHNOLOGY

EURCIONS DNP Net Module for ControlLogix

» Firmware
Upgrade MVIS56E-DNPNET

» Set Date & Time
Module Name

D =T Ethernet Address (MAC)  00:0D:8D:00:3B:CB

Support IP Address 105.102.0.233
» Homepage Product Revision 1.01.1220  2.6.25 #20
Firmware Version Date 07/01/11-01
Serial Number 00001012
Status Running
Uptime 5 days 01:29:22

RESOURCES

ProSoft
Technology

Rockwell
Automation

Modbus
Organization

ITHE]
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4  Reference

4.1 Product Specifications

The MVI56E-DNPNET (DNP3 Ethernet Client/Server Communication Module) allows
Rockwell Automation ControlLogix I/O compatible processors to interface easily with
other DNP3 Ethernet protocol compatible devices. The module supports DNP3 Ethernet
Subset Level 2 features and some of the Level 3 features.

The module acts as an input/output communications module between the DNP3
Ethernet network and the ControlLogix backplane. The data transfer from the
ControlLogix processor is asynchronous from the actions on the DNP3 Ethernet
network. Databases are user-defined and stored in the module to hold the data required
by the protocol.

This product features:

e ProSoft Configuration Builder (PCB): Microsoft Windows®-based utility software for
diagnostics. Connect through the module's Ethernet port or use CIPconnect® to
access troubleshooting features and functions.

¢ ProSoft Discovery Service (PDS): New Windows-based utility software to find and
display a list of MVI56E modules on the network and to temporarily change a
module's IP address to be able to connect with a module's webpage.

o ClPconnect-enabled: Allows PC-to-module diagnostics from the Ethernet network
through a ControlLogix® 1756-ENXT EtherNet/IP™ module.

e LED Scrolling Diagnostic Display: 4-character, alphanumeric display, providing
messages for status and alarm data, and for processor and network communication
status.

ProSoft Technology, Inc. Page 81 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform

DNP3 Ethernet

Reference
User Manual

4.1.1 General Specifications

e Single Slot - 1756 ControlLogix® backplane compatible
e 10/100 MB Ethernet port for network configuration and diagnostics with Auto Cable
Crossover Detection
e Add-On Instruction (AOI) used for data transfers between module and processor and
for module configuration
e User-definable module data memory mapping of thousands of DNP3 Ethernet points

based on the various types of data:

DNP 3.0
Ethernet Data

Point Type

Range

DNP_Outputs

Binary Outputs

0 to 8000 points (500 16-bit words)

Analog Outputs

16-bit Analog Outputs

0 to 5000 points (if all other DNP Outputs are 0)

32-bit Analog Outputs

0 to 2500 points (if all other DNP Outputs are 0)

Float Outputs

0 to 2500 points (if all other DNP Outputs are 0)

Double Float Outputs

0 to 1250 points (if all other DNP Outputs are 0)

DNP_Inputs Binary Inputs 0 to 8000 points ('500’ 16-bit words)
Analog Inputs
16-bit Analog Inputs 0 to 5000 points (if all other DNP Inputs are 0)
32-bit Analog Inputs 0 to 2500 points (if all other DNP Inputs are 0)
Float Inputs 0 to 2500 points (if all other DNP Inputs are 0)
Double Float Inputs 0 to 1250 points (if all other DNP Inputs are 0)
Counters 0 to 1000 points
IED_Outputs Binary Outputs 0 to 8000 points (500 16-bit words)
Analog Outputs
16-bit Analog Outputs 0 to 20000 points (if all other IED Outputs are 0)
32-bit Analog Outputs 0 to 10000 points (if all other IED Outputs are 0)
Float Outputs 0 to 10000 points (if all other IED Outputs are 0)
IED_Inputs Binary Inputs 0 to 8000 points (‘500’ 16-bit words)

Analog Inputs

16-bit Analog Inputs

0 to 20000 points (if all other IED Inputs are 0)

32-bit Analog Inputs

0 to 10000 points (if all other IED Inputs are 0)

Float Inputs

0 to 10000 points (if all other IED Inputs are 0)

Counters

0 to 1000 points

Binary Output Status

0 to 8000 points (‘500’ 16-bit words)

16-bit Analog Output Status

0 to 20000 points

32-bit Analog Output Status

0 to 10000 points

Float Output Status

0 to 10000 points
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4.1.2 Functional Specifications

The MVIS6E-DNPNET operates on a Local or Remote rack CIPconnect® enabled for
module and network configuration using 1756-ENXT module with EtherNet/IP pass-
through communications.

e 4-digit LED Display for status and diagnostics information
o Error codes, network error counters, and port status data available in user data
memory

Server Specifications

The DNP3 Ethernet port can accept DNP3 Ethernet commands to control and monitor
data stored in the module’s DNP3 Ethernet server database. If a DNP3 Ethernet Client is
also configured, a portion of the server database can be derived from or can control IED
devices connected to the DNP3 Ethernet Client.

¢ Report-by-Exception data is logged to the module’s database

e Supports unsolicited messaging
Each DNP3 Ethernet point type is user-configurable in the DNPNET Controller tags
of RSLogix 5000 software

¢ Class assignments are user-definable on a Type and point basis (BI, Al, FI, DI point
types)

e Supports clock synchronization from a remote Client or from the processor

e Up to 20,000 events are stored for Binary Inputs, Analog Inputs, Floats and Double
Inputs. This varies based on point types in the table above.

Client Specifications

The DNP3 Ethernet port can be configured as a virtual DNP3 Ethernet Client device that
actively issues user-defined DNP3 Ethernet commands to nodes on the network.

e The Module supports 300 user defined commands, each one containing its own set
of data link and application layer characteristics

e Client logically supports up to 40 server devices

¢ Individual command configuration includes conditional or continuous polling and Poll
Delay Time

e Server status and Command status available for transfer to the processor

¢ Event data received from the server devices updates the module database with the
latest data values. Optionally date and time stamped data can be passed to the
processor through a special block 9903 that is enabled/disabled through the
parameter Pass Event Messages to PLC within the configuration of the module.
When this option is used, events from the attached servers are passed to an array in
the ladder logic containing the event data (server device, point index, point value) as
well as the time stamp of the event from the attached server device (value is
presented as the 64 bit UCT time matching the ControlLogix processor date/time
format).

e Special command handling for Digital Output CROB under processor control for
pulse output control
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4.2

4.1.3 Hardware Specifications

Specification Description
Backplane Current Load 800 mA @ 5 Vdc

3mA @ 24 Vdc
Operating Temperature 0°C to 60°C (32°F to 140°F)
Storage Temperature -40°C to 85°C (-40°F to 185°F)
Shock 30 g operational

50 g non-operational
Vibration: 5 g from 10 to 150 Hz

Relative Humidity 5% to 95% (without condensation)
LED Indicators Application Status (APP)
Module Status (OK)
4-Character, Scrolling, Alpha- Shows Module, Version, IP, Port Client/Server Setting, Port
Numeric LED Display Status, and Error Information

Communication Ethernet Port

Ethernet Port 10/100 Base-T, RJ45 Connector, for CAT5 cable
Link and Activity LED indicators
Auto-crossover cable detection

Functional Overview
4.2.1 MVIS6E-DNPNET Backplane Data Exchange

General Concepts of MVIS6E-DNPNET Data Transfer

Ladder logic is required for the MVIS6E-DNPNET module to communicate along the
backplane with the ControlLogix processor. The ladder logic handles the module data
transfer, transfer of configuration data, special block handling, and status data receipt.

Additionally, a power-up handler may be needed to handle the initialization of the
module’s data and to clear any processor fault conditions.

For most applications, the sample Add-On Instruction (which includes the ladder logic)
will work without modification.

The following topics describe several concepts that are important for understanding the
operation of the MVI56E-DNPNET module.

1 On power up the module begins the following logical functions:

o Initialize hardware components
o Initialize ControlLogix backplane driver
o Test and Clear all RAM

Reads configuration from the ControlLogix processor via ladder logic

Allocate and initialize Module Register space

Enable Client and Server Driver on Ethernet port

After the module has received the Module Configuration, the module will begin
communicating with other nodes on the DNP3 Ethernet network, depending on the
configuration.

O wN
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Main Logic Loop

Upon completing the power up configuration process, the module enters an infinite loop
performing the following functions:

From Power Up Logic

i

h

Call If/O Handler
Call /O Handler Transfers data between the module and processor
(User, status, etc.)

Call Network Client & Server Dnvers
Generate messages and
respond to messages received.

Call Metwork Client &
Server Drivers

Backplane Data Transfer

The MVI56E-DNPNET module communicates directly over the ControlLogix backplane.
Data is paged between the module and the ControlLogix processor across the
backplane using the module's input and output images. The update frequency of the
images is determined by the scheduled scan rate defined by the user for the module and
the communication load on the module. Typical updates are in the range of 1 to 10
milliseconds per block of information.

This bi-directional transference of data is accomplished by the module filling in data in
the module's input image to send to the processor. Data in the input image is placed in
the Controller Tags in the processor by the ladder logic. The input image for the module
is set to 250 words. This large data area permits fast throughput of data between the
module and the processor.

The processor inserts data to the module's output image to transfer to the module. The
module's program extracts the data and places it in the module's internal database. The
output image for the module is set to 248 words. This large data area permits fast
throughput of data from the processor to the module.
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The following illustration shows the data transfer method used to move data between the
ControlLogix processor, the MVIS6E-DNPNET module and the DNP3 Ethernet Network.

ControlLogix Processor MVIS6E-DNPNET Module

ControlLogix Processor

Controller Tags Module's

Internal

Status. < Ladder Database
Read Dat < Logic
E;HP D:u h Transfers
Data from
:g AQ, FO, madule’s input E Input Image "/
image to data g
IED Data areas in the a
BI, Al Chtrs processor ®
1 . DHPHNET
1 % CI|_ent | Pom | »
Special Contral | - Ladder = Driver 1= bivers
Blocks > Logic 9 Logic To DNP3.0
Write Data 2= Transfers i) Networks
DNP Data Data from Qutput image » -
B, Al, Cnirs, Processor Server - Eon
Fl, Dl data areas Command or Driver [
o output image Event Logic
IED Data 9
BO, AQ Control

All data transferred between the module and the processor over the backplane is
through the input and output images. Ladder logic is needed in the ControlLogix
processor to interface the input and output image data with data defined in the Controller
Tags. All data used by the module is stored in its internal databases. These databases
are defined as a virtual DNPNET data tables with addresses from 0 to the maximum
number of points for each data type.

Data Flow Between the DNP3 Ethernet network, MVIS6E-DNPNET Module, and
ControlLogix Processor

The following topics describe the flow of data between the two pieces of hardware
(ControlLogix processor, and the MVIS6E-DNPNET module) and other nodes on the
DNP3 Ethernet network under the module’s different operating modes.

The module is configured to emulate a DNP3 Ethernet Client device and/or a DNP3
Ethernet server device. The operation of each depends on your configuration. The
following topics discuss the operation of each mode.
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DNP3 Ethernet Server Backplane Data Flow

The Server Driver Mode allows the MVIS6E-DNPNET module to respond to data read
and write commands issued by a Client on the DNPNET network. The following flow
chart and associated table describe the flow of data into and out of the module.

Processor Memory Backplane Interface DMPMET Driver

ConfroiLogls
C:-ntr:-llarTag ]

E
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storags

DNPNET
Databasze

¥

et g
from Moduis

Status

configuration

Step

Description

The DNPNET server driver configuration data is obtained from the DNPNET configuration
tags via ladder logic. This configuration information contains data that can be used to
offset data in the database to addresses requested in messages received from Clients.

A host device (DNP3 Ethernet Client) issues a read or write command to the module’s

node address. The MVIS6E-DNPNET port driver qualifies the message before accepting it.

After the module accepts the command, the data is immediately transferred to or from the
appropriate internal database in the module. If the command is a read command, the data
is read out of the database and a response message is built. If the command is a write
command, the data is written directly into the database and a response message is built.

After the data processing has been completed in Step 3, the response is issued to the
originating Client node.

Counters are available in the Status Block to permit the ladder logic program to determine
the level of activity of the Server Driver.

The response messages from the server driver include an IIN (internal indication word)
defined in the Reference section.

The server driver supports object 110 (octet string data). Four points are pre-assigned
values as defined in the following table.

Point Number Description

0 Module Name as assigned in configuration file.

1 Product Name

2 Version Information in format: wwww xxxx yyyy zzzz \Where wwww is
product code, xxxx is the revision, yyyy is the operating system number, and
zzzz is the run number.

3 Manufacturer name for module.

The variation used in the request message determines the length of the string returned
for each point. The maximum string length used by the module is 100.
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DNP3 Ethernet Client Backplane Data Flow

In Client mode, the MVIS6E-DNPNET module issues read or write commands to server
devices on the DNP3 Ethernet network. These commands are user configured in the
module via the Client Command List received from the ControlLogix processor or issued
directly from the ControlLogix processor (Special Function).

Command status for each individual command is returned to the processor in the
command list status block.

The following flow chart and associated table describe the flow of data into and out of
the module.
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The Client driver configuration data is obtained from the DNPNET configuration tags via
ladder logic. These values are used by the Client driver to determine the type of
commands to be issued to the other nodes on the DNP3 Ethernet network.

After configuration, the Client driver begins transmitting read and/or write commands to the
other nodes on the network. If writing data to another node, the data for the write
command is obtained from one of the module’s internal databases to build the command.

Presuming successful processing by the node specified in the command, a response
message is received into the Client driver for processing.

Data received from the node on the network is passed into the module’s appropriate
internal database, assuming a read command.

Status is returned to the ControlLogix processor for each command in the Client
Command List.
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4.2.2 Function Blocks

Data contained in this database is paged through the input and output images by
coordination of the ControlLogix ladder logic and the MVIS6E-DNPNET module's
program. Up to 248 words of data can be transferred from the module to the processor
at a time. Up to 247 words of data can be transferred from the processor to the module.

Each block transferred from the module to the processor or from the processor to the
module contains a block identification code that describes the content of the block.

Block Number Function/Description

Oor-1 Dummy Blocks: Used by module when no data is to be transferred
1to 203 DNP and IED Data blocks

300 Error/Status, Error List Block, and slave IIN bits

1000 to 1022 DNP Output initialization blocks

1100 to 1193 IED Input initialization blocks

9000 to 9099 Configuration Data

9901 CROB Control Block for Digital Outputs

9902 Command Control Block (Adds command(s) to Command List Queue)
9903 Event Messages from Client port

9904 Places up to 24 Auxiliary Commands in the command queue.
9910 CROB Data received on DNPNET Port

9949 Server IED unit errors on Client port

9950 Command List Error data

9958 Binary Input Event data with Calendar time

9959 Analog Input Event data with Calendar time

9968 Binary Input Event data with CLX time

9969 Analog Input Event data with CLX time

9970 Set PLC time using module's DNP time

9971 Set module's time using PLC time

9998 Warm Boot Request from PLC (Block contains no data)
9999 Cold Boot Request from PLC (Block contains no data)

Blocks 0 and -1 are empty blocks used during module startup, when there is no data to
transfer.

Blocks 1 to 203 are used to transfer the various kinds of DNPNET and IED process data.
Block 300 transfers error and status data. Blocks 9901 to 9999 are used for Special
Functions.
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4.2.3 Module Function Blocks

Blocks 9000-9099 Configuration Data

The DNPNET configuration is requested from the PLC's ladder logic. The PLC will return
a block 9000 with the section of the configuration data containing a fixed length. Within
this block are the counts for client commands and this will determine how many
subsequent blocks will be requested. Subsequent blocks can have a variable length
configuration with blocks numbered 9001 and up (to a maximum block number of 9099).

Word DNPNET.Config. Range Description
Offset DNP3_Server.

1to20 DNP_Module_Name[0] Oor32to 126 String of ASCIl character bytes (up to 40) that gives

to [39] the module a unique name. Terminate the string with
a byte = 0. Module is named "MVI56E-DNPNET" by
default.
21 Internal_Server_ID 0 to 32767 This is the DNP address for the module. All

messages with this address from the client will be
processed by the module.

22 Use_WhiteList Oorl This parameter specifies if the IP address of the host
connected to the system will be validated. If the
parameter is set to 0, any host may connect to the
unit. If the parameter is set to 1, only hosts in the IP
list will be permitted to connect to the module. All
other IP addresses will be ignored by the module and
the module will issue a RST to the TCP/IP
connection. The IP_List is contained in
DNP.Config.DNP _

ENET_IP_Addresses.

23 Bl_Class Oto3 This parameter specifies the default class to be
utilized for all the binary input points in the DNP
database that are not defined in the override list
section.

24 Al_Class 0to3 This parameter specifies the default class to be
utilized for all the 16-bit analog input points in the
DNP database that are not defined in the override list
section.

25 A32I_Class Oto3 This parameter specifies the default class to be
utilized for all the 32-bit analog input points in the
DNP database that are not defined in the override list
section.

26 Float_Class Oto 3 This parameter specifies the default class to be
utilized for all the float input points in the DNP
database that are not defined in the override list
section.

27 Double_Class Oto 3 This parameter specifies the default class to be
utilized for all the double input points in the DNP
database that are not defined in the override list
section.

28 Al_Deadband 0 to 32767 This parameter specifies the default deadband value
assigned to all points not defined in the override list
for the 16-bit analog input point type in the DNP
database.

29 A32|_Deadband Oto This parameter specifies the default deadband value
2,147,483,647 assigned to all points not defined in the override list
for the 32-bit analog input point type in the DNP
database.
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Word DNPNET.Config. Range Description
Offset DNP3_Server.
31 Float_Deadband 0 to maximum  This parameter specifies the default deadband value
float value assigned to all points not defined in the override list
for the float input point type in the DNP database.
33 Double_Deadband 0 to maximum  This parameter specifies the default deadband value

double value assigned to all points not defined in the override list
for the double input point type in the DNP database.

35 SelectOperate_ 1to 32767 Time period, in milliseconds, after select command
Arm_Time received in which operate command will be
performed. After the select command is received, the
operate command will only be honored if it arrives
within this period of time.

36 Write_Time_Interval 0 to 1440 Time interval, in minutes, to set the need time IIN bit
(O=never), which will cause the client to write the
time.

37 Data_Link_Confirm_ Coded Value IED can request acknowledgement from client station

Mode O=Never when sending data.
1=Sometimes = Recommended value = 0.
2=Always
38 Data_Link_Confirm_ 1to 32767 Time period, in milliseconds, to wait for client Data
Tout Link confirmation of last frame sent. This parameter
is only used if the frame is sent with confirmation
requested.
Recommended value = 1000.
39 Data_Link_Max_Retry 0 to 255 Maximum number of retries at the Data Link level to

obtain a confirmation. If this value is set to O, retries
are disabled at the data link level of the protocol. This
parameter is only used if the frame is sent with
confirmation requested.

Recommended value = 2.

40 App_Layer_ 1to 32767 Event data contained in the last response may be
Confirm_Tout milliseconds sent again if not confirmed within the millisecond time
period set. If application layer confirms are used with
data link confirms, ensure that the application layer
confirm timeout is set long enough.

41 Unsolicited_Response Oor1l If set to 0, the server will not send unsolicited
responses. If set to 1, the server will send unsolicited
responses.

42 Class_1_Unsol_ 1to 255 events Minimum number of events in Class 1 required

Resp_Min before an unsolicited response will be generated.

43 Class_2 _Unsol_ 1to 255 events Minimum number of events in Class 2 required

Resp_Min before an unsolicited response will be generated.
44 Class_3_Unsol_ 1 to 255 events Minimum number of events in Class 3 required

Resp_Min before an unsolicited response will be generated.
45 Unsol_Resp_Delay 1to 32767 Maximum number of milliseconds to wait after an

event occurs before sending an unsolicited response
message. If set to 0, only use minimum number of

events.

46 UResp_Client_Address 0 to 255 DNP destination address where unsolicited response
messages are sent.

47 Al_Events_with_time Oorl This parameter sets if the analog input events

generated by the module will include the date and
time of the event. If the parameter is set to 0, the
default is set to no time data. If the parameter is set
to 1, the default object will include the time of the
event.
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Word
Offset

DNPNET.Config.
DNP3_Server.

Range

Description

48

Events_Require_
Time_Sync

Oorl

This parameter is used to determine if events will be
generated by the server module when its time is not
synchronized from a client. If the parameter is set to
1, no events will be generated until the module's time
has been synchronized. If the parameter is set to 0,
events will always be generated.

49

Initialize_ DNP_
Output_Database

Oorl

This parameter determines if the module will request
data from the processor to initialize the DNP
database output data areas.

50

PassThrough_CROB

Oorl

This parameter determines if the module will pass all
received CROB messages received through to the
processor. If it is set to 0 (default), then the
messages will not be sent to the processor. If the
parameter is set to 1, then block 9910 will be sent to
the processor with the CROB information. The
database will still be controlled by the CROB
message, but the ladder can control other virtual BO
data in the processor using this data. This feature is
useful if the controlling station sends CROB data to
the server driver with very short on or off times.

51

Use_TripClose_
Single_
Point

Oor1l

This parameter determines if data associated with
CROB commands operate on a single or dual point.
If the value of 0 is supplied (default value), then all
points will be dual-point unless neither the trip or
close bit is set in the control code of the command. If
either bit is set, then the CROB block will interact
with the bit database as a dual-point database. If the
parameter is set to 1, then all CROB blocks received
will operate on the database as single bits.

52

Unsol_Retry_Limit

7 to 32768

Configurable unsolicited retry limit. The module
sends an unsolicited message and waits for a
confirmation with the Application Layer Confirm
Timeout up to the limit specified until the unsolicited
message is confirmed. If the amount of unsolicited
messages are exceeded, the Ethernet connection
will be lost. Another DNP message could wake up
the connection. The allowable limits are 7 to 32768.

53

Use SOE_card

Oorl

Using Allen Bradley 1756-SOE Sequence of Events
Module. 0 = No, 1 = Yes

Use_Data_from_Client
_Connection

Oorl

This parameter enables data from the MVI client
connection to be shared with the MVI server
database. 0 = No, 1 = Yes

Use_Double_Floats

Oorl

This parameter enables the DNP Double Float (64-
bit) database
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Word DNPNET.Config.
Offset DNP3_Server.

Range

Description

11 to 5000
milliseconds

54 Block_Timeout_MS

Backplane block heartbeat. If an out-of-range value
is entered, the value will default to 1500.

For v1.30.063 and higher, the Quality Flag Control
feature can be used. Please see 2.3.10 DNP3
Quality Flag Control for more information.

Note: If the Block_Timeout_MS < 10000, the Quality
Flags are enabled. The module will report Quality
Flags, along with DNP data.

If the Block_Timeout_MS = 10000, the Quality Flags
are disabled. The module will force the Quality Flags
to report only a status of Online, along with DNP
data.

The Block_Timeout_MS value and Quality Flag
Control status can be checked at PCB Diagnostics >
DNP3 Server > Config.

5to0 32767
seconds

55 Server_Timeout

Configurable TCP Server Connection timeout
parameter. After the initial TCP connections has
been made and there is no activity on the
connection, the server will timeout and close the
connection. If an out of range value is entered, the
value will default to 5 seconds.

Reserved_0

Reserved
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4.2.4 Special Function Blocks

Special Function blocks are special blocks used to control the module or request special
data from the module. The current version of the software supports several Special
Function blocks.

Block 9901: CROB Control Block for Digital Output

If the ControlLogix processor sends a block 9901, the module places the digital output
control commands to be sent to the server into the command queue of the modules
client driver. Commands placed in the queue with this method are not contained in the
normal command list. Data contained in the block completely defines the command to
the system. The format for the block is as follows:

Word Offset  Data Field(s) Description

in Block

0 Block ID Contains the block identification code of 9901 for the block.

1 Command Count  This field defines the number of CROB blocks to generate.
The valid range for the field is 1 to 24.

2t0 11 Command #1 Data for the command relay block (CROB) to be generated.

12 to 21 Command #2 Data for the command relay block (CROB) to be generated.

22 to0 31 Command #3 Data for the command relay block (CROB) to be generated.

32t0 41 Command #4 Data for the command relay block (CROB) to be generated.

232 to 241 Command #24 Data for the command relay block (CROB) to be generated.

The 10-word data area for each command is defined in the following table.

Word Offset  Definitions Description

0 PortFlags Clear 3rd bit to disable. Set 5th bit to select IED DB for write
functions

1 Server Address IED node address for the server to consider on the network.

2 Object Object type always 12

3 Variation Variation always 1

4 Function Function codes 3 (select/operate), 5 (direct operate with ACK),
and 6 (direct operate no ACK) supported. Function code 4 is
automatically sent after a successful function 3.

5 Address in Server Point in IED to consider with the CROB.

6 Control Code This is a standard DNPNET protocol control code byte (see
description below).

7 Pulse Count This parameter specifies the number of pulses to generate for
pulse output control. This parameter has a range of 0 to 255
as the value is a byte parameter in the CROB. If a value of
zero is entered, the operation will not execute.

8 Pulse On Time This parameter specifies the on-time interval for pulse control.

9 Pulse Off Time This parameter specifies the off-time interval for pulse control.
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The control code in the command is a bit-coded byte value with the following definition:

Bits Definitions Description

0to3 Code These bits determine the control operation to be performed by
the command:

0 = No operation. The CROB command is sent but no
operation occurs since the Operation Type field is ‘NUL’.
1 = Pulse on

2 = Pulse off

3 = Latch on

4 = Latch off.

All other values are undefined in the DNPNET protocol.

4 Queue 0=Normal (execute once), 1=Re-queue (place at end of queue
after operation).

5 Clear This parameter clears the queue. If the value is set to zero, the
gueue is not affected. If the value is set to 1, the queue will be
cleared.

6t07 Trip/Close These two bits select the trip or close relay. For close relay

control, set the bits to 01. For trip relay control, set the bits to
10. A value of 00 for the bits is used for single point control of
normal digital output points.

The commands placed in the normal command list for the Client port does not provide
the means for all the possible CROB operations. It only supports the latch on and off
operations based on the status of the associated database value specified in the
command. With the use of this block, outputs can be pulsed on or off for user specified
count and time intervals. Additionally, this command provides support for trip/close relay

control.
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Block 9902: Command Control

If the ControlLogix processor sends a block 9902, the module will place the commands
referenced in the block in the command queue. Commands placed in the queue with this
method need not have their enable bit set. Only valid commands will be placed in the

queue.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the value of 9902 identifying the enable

command to the module.

1 Command count  This field contains the number of commands to enable in the

command list. Valid values for this field are 1 to 240.

2 to 241 Command These 240 words of data contain the command indices “x” in
Numbers to the DNPNET.CONFIG.DNP_Client. Commands[x] command
enable list to enable. The commands in the list will be placed in the

command queue for immediate processing by the module. The
first command in the list has an index of 0.
242 to 247 Spare Not Used

Up to 240 commands can be enabled and placed in the command queue with one write
request from the ControlLogix processor.

Note: There is no response to this block by the module. The module will place the selected commands into
the command queue. If the command references an IED unit that is not in the slave list, the command will
not be placed in the command queue. Normal processing of the command list will continue after the
commands specified in this block are processed.

Block 9903: Event Message Block

When the DNPNET Client is configured to pass event messages from the port to the
processor, block identification 9903 will be utilized. When the Client port receives an
event message, it will place the data in the message into the event message queue. This
gueue has room for up to 1000 messages.

When the backplane task in the modules recognizes data in this queue, it will form 9903
blocks to transfer the data to the processor. Ladder logic extracts the event data from
the 9903 block and places it in controller tags.

Word Offset Data Field(s) Description

in Block

0 Reserved

1 Block ID This is the next block requested by the module.

2 Event Count This field contains the number of events present in the block.
Values of 1 to 15 are valid.

3t0 18 Event 1 Event message

1910 34 Event 2 Event message

35 to 50 Event 3 Event message

51 to 66 Event 4 Event message

67 to 82 Event 5 Event message

83 to 98 Event 6 Event message
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Word Offset Data Field(s) Description

in Block

9910 114 Event 7 Event message

115 t0130 Event 8 Event message

131 to 146 Event 9 Event message

147 to 162 Event 10 Event message

163to 178 Event 11 Event message

179 to 194 Event 12 Event message

195 to 210 Event 13 Event message

211 to 226 Event 14 Event message

227 to 242 Event 15 Event message

243 Event Overflow 1 if module's 1000 count event buffer was full when this block
was packed

244 Events Queued Number of events still queued in module.

245 to 248 Spare Not used

249 Block ID This field contains the block identification code of 9903 for the

block.

Up to 15 events are passed to the processor in each block. The format of each event
message in the block is shown in the following table.

Word Offset  Definitions Description

0 Device Index This field contains the module's device index for the IED the
message was received from (0 to 39).

1 IED Address This field contains the IED database index for the point. If set
to -1, then not in database.

2 DNPNET Address This field contains the DNPNET database index for the point. If
set to -1, then not in database.

3 Server Address This field contains the remote server address for the IED unit
from which the message was received.

4 Point Number This field contains the point number in the remote IED unit for
the event message.

5 Object This field contains the object code for the point and event.

6 Variation This field contains the variation code for the point and event.

7 Reserved Reserved for future use

8to9 Low Time This field contains the least-significant double word of the 64-
bit UTC time for the event.

10 to 11 High Time This field contains the most- significant double word of the 64-
bit UTC time for the event.

12 to 13 DINT Value This field contains the double integer value for the point
associated with the event message.

14 to 15 REAL Value This field contains the double float point value for the point

associated with the event message.
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Block 9904: Auxiliary Client Commands Block

Block identification code 9904 is used to place up to 24 Auxiliary Commands in the
command queue.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the block identification code of 9904 for the
block.

1 Command Count  This field defines the number of commands contained in the
block. The valid range for the field is 1 to 24.

2t0 11 Command #1 Data for command.

12 to 21 Command #2 Data for command.

232 to 241 Command #24 Data for command.

242 to 247 Reserved Reserved for future use

The format of each message in the block is shown in the following table.

Word Offset  Definitions Description
0 Port_Flag Clear 3rd bit to disable. Set 5th bit to select IED DB for write
functions

1 Server_Address  Address of server command is sent to

2 Object Object number

3 Variation Variation number

4 Function Function number

5 Point_Number_In  Starting point in server
_Server

6 Point count Number of points in server

7 DNP_Point_Numb Starting point number in DNP database to store data
er_In_Client

8 IED_Point_Numbe Starting point number in IED database to store data
r_In_Client

9 Reserved -
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Block 9910: CROB Data received on DNPNET Port

Block identification code 9910 is used to send CROB messages received on the

DNPNET server port to the processor. For pulse or trip/close operations with a fast
duration, this block can be used to pass the information into the ControlLogix processor.
Additional ladder code can be written to perform the operation in locally in ladder code,

making sure that a CROB message from an attached client is not missed due to

database paging being too slow for the control operation.

Block Format for Read

Word Offset Stop Data Field(s)  Description
Start
0 0 Reserved
1 1 Block ID This is the next block requested by the module.
2 2 CROB count This field contains the number of CROB records that are
contained in this block. The range is between 1 and 40.
3 8 CROB 1 CROB block data as defined below
9 14 CROB 2 CROB block data as defined below
15 20 CROB 3 CROB block data as defined below
21 26 CROB 4 CROB block data as defined below
27 32 CROB 5 CROB block data as defined below
33 38 CROB 6 CROB block data as defined below
39 44 CROB 7 CROB block data as defined below
45 50 CROB 8 CROB block data as defined below
51 56 CROB 9 CROB block data as defined below
57 62 CROB 10 CROB block data as defined below
63 68 CROB 11 CROB block data as defined below
69 74 CROB 12 CROB block data as defined below
75 80 CROB 13 CROB block data as defined below
81 86 CROB 14 CROB block data as defined below
87 92 CROB 15 CROB block data as defined below
93 98 CROB 16 CROB block data as defined below
99 104 CROB 17 CROB block data as defined below
105 110 CROB 18 CROB block data as defined below
111 116 CROB 19 CROB block data as defined below
117 122 CROB 20 CROB block data as defined below
123 128 CROB 21 CROB block data as defined below
129 134 CROB 22 CROB block data as defined below
135 140 CROB 23 CROB block data as defined below
141 146 CROB 24 CROB block data as defined below
147 152 CROB 25 CROB block data as defined below
153 158 CROB 26 CROB block data as defined below
159 164 CROB 27 CROB block data as defined below
165 170 CROB 28 CROB block data as defined below
171 176 CROB 29 CROB block data as defined below
177 182 CROB 30 CROB block data as defined below
183 188 CROB 31 CROB block data as defined below
189 194 CROB 32 CROB block data as defined below
195 200 CROB 33 CROB block data as defined below
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Word Offset Stop Data Field(s)  Description
Start
201 206 CROB 34 CROB block data as defined below
207 212 CROB 35 CROB block data as defined below
213 218 CROB 36 CROB block data as defined below
219 224 CROB 37 CROB block data as defined below
225 230 CROB 38 CROB block data as defined below
231 236 CROB 39 CROB block data as defined below
237 242 CROB 40 CROB block data as defined below
243 248 Spare Not Used
249 249 Block ID This field contains the block identification code of 9910 for

the block.

The format of each 6 word data region in the block is as follows:

Word Offset

Definitions

Description

0 Point Number This field contains the BO point number for the following
CROB command.

1 Control Code Byte value Control Code of the CROB message received.
Control code 81 = trip, 41 = close, and 1 = pulse.

Count Byte value of number of pulses

2t03 On Time This double-word contains the ‘on’ time interval for the CROB
block.

4105 Off Time This double-word contains the ‘off’ time interval for the CROB

block.
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Block 9949: Request Server Communication Error Table

If the ControlLogix processor sends a block 9949, the MVIS6E-DNPNET module
responds with a server communication error listing.

These data values are updated after each command processed by the module. The

block 9949 request is structured to retrieve data for up to 30 server units each call. The
format of the block sent from the ControlLogix processor to the module is shown in the
following table.

Word Offset Data Field(s)  Description
in Block
0 Block ID This field contains the value of 9949 identifying the block type to
the module.
1 Number of This field contains the number of servers to report in the response
servers message. The value has a range of 1 to 30.
2 Start Server This parameter sets the index in the server array where to start.
Index The first server in the array has a value of 0. The last index in the
array has a value of (MaxServers -1).
3to 247 Reserved Reserved for future use

Using the data in this block, the module responds to the ControlLogix processor with a
read block 9949 containing the requested server information in the following format:

Word Offset Data Field(s)  Description

in Block

0 Reserved Reserved (0)

1 Block ID This is the next block requested by the module.

2 Server Count This field contains the number of server records contained in the
block that must be processed by the PLC. This field will have a
value of 1 to 30.

3 Server Start This field contains the index in the server array for the first record

Index in the file. This field will have a value of O to (MaxServers-1).

4to 11 Server Data #1  This is the server data for the first server in the block. The server
index for the data is the Server Start Index given in word 3.

12 to 19 Server Data #2  This is the server data for the second server in the block.

20 to 27 Server Data #3  This is the server data for the third server in the block.

236 t0 243  Server Data #30 Last server requested.

244 t0 248  Spare Not Used

249 Block ID This field contains the value of 9949 identifying the block type to

the PLC.
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You can sequentially read through the list of all IED units up to 30 at a time to retrieve all
the error information. This data can be transferred to the module's controller tag in the
processor’s ladder logic.

Below is the 8-word data area for each server.

Value Description

Index This value corresponds to the index in the device array for the server.
Server Address This value corresponds to the DNP server address for the device.

Bad CRC This value represents the number of bad CRC values received from the

server device.

Buff Overflow

This value represents the number of buffer overflow messages received
from the server device.

Transaction
Sequence Number

This value represents the number of incorrect transport layer sequence
number errors.

Confirm Retries

This value represents the number of data link layer confirm request retries.

Confirm Failures

This value represents the number of data link layer confirm request
failures.

No Application Layer
Responses

This value represents the number of application layer no responses to
requests.
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Block 9950: Read Command Error List

If the ControlLogix processor sends a block number of 9950 to the module, the
application will respond with an MVI56E-DNPNET Client command error list. Each
command in the system has a data word set aside for its last error code. This value is
set by the DNPNET Client command list task and the values correspond to the errors
listed in the error section of this documentation. This can be accessed 200 commands at

atime.
Block format of Command Error List Request sent to the module from the ControlLogix
processor.
Word Offset  Data Field(s) Description
in Block
0 Block ID This field contains the value of 9950 identifying the block type
to the module.
1 Number of This field contains the number of commands to report in the
Commands to response message. The value has a range of 1 to 200.
report
2 Stgrt Index of First This parameter sets the index in the command list where to
Command start. The first command in the list has a value of 0. The last
index in the list has a value of (MaxCommands -1).
3to 247 Spare Not Used

Block format of Command Error List Response sent to the ControlLogix processor from

module
Word Offset  Data Field(s) Description
in Block
0 Reserved Reserved
1 Block ID This is the next block requested by the module.
2 Number of This field contains the number of commands contained in the
Commands block that must be processed by the PLC. This field will have a
reported value of 1 to 200.
3 Start Index of First This field contains the index in the command list for the first
Command value in the file. This field will have a value of O to
(MaxCommands-1).
4 to 203 Command List Each word of this area contains the last error value recorded
Errors for the command. The command index of the first value (offset
4) is specified in word 3 of the block. The humber of valid
command errors in the block is set in word 2 of the block.
Refer to the command error list to interpret the error codes
reported.
204 to 248 Spare Not Used
249 Block ID This field contains the value of 9950 identifying the block type

to the PLC.
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Block 9958: Binary Input Event With Calendar Time

Block identification code 9958 sends a set of binary input events with calendar time to
the module. The following table lists the block format of Binary Input Event Request sent
to the module from the ControlLogix processor.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the value of 9958 identifying the event
block to the module.

1 Event Count This field contains the number of events contained in the
block. Valid values for this field are 1 to 24.

2 Sequence Counter  This field is used to hold the sequence counter for each
9958 block transfer. This is used to synchronize and confirm
receipt of the block by the module.

(Begin Event #1)

3 Point_Number Data point in the DNPNET binary input database
represented by the event.

4 Class_ Override Regardless of the Class defined for the given point number,
this will be the Class of the event. (1, 2, or 3)

5 Value Value of the point, 0 or 1, of bit 0 of this 16-bit word. All
other bits are ignored.

6 Year Year of the event timestamp

7 Month Month of the event timestamp

8 Day Day of the event timestamp

9 Hour Hour of the event timestamp

10 Minute Minute of the event timestamp

11 Seconds Seconds of the event timestamp

12 Milliseconds Milliseconds of the event timestamp

(Next 23 Events)
13t0 22 Ten words of data for Event #2.
233 to 242 Ten words of data for Event #24.
(End of Event Data)
243 to 247 Spare Not used
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Up to 24 events can be passed from the ControlLogix processor to the module in each
block. To insure that the block reached the module and was processed, the module will
send a response read block 9958 to the ControlLogix processor. The following table
describes the format of the block.

Word Offset  Data Field(s) Description

in Block

0 Reserved Reserved

1 Block ID Block identification code for request from PLC by the module.

2 Event Count This field contains the number of events processed/received
Received by the module. (1 to 24)

3 Sequence Sequence counter received for each block transfer. Used to

Counter Received synchronize and confirm receipt of the block by the module.
This field contains the sequence counter of the last successful
block 9958 received.

4 to0 248 Spare Not used
249 Block ID Identification code for block set to 9958.

The sequence counter field in the returned block is set to the last successfully processed
block 9958 from the ControlLogix processor. Compare this value to that sent by the
ControlLogix processor.

If the values match, the events can be removed from the ControlLogix processor.

If the values do not match, or the ControlLogix processor does not receive a 9958 block,
the ControlLogix processor must re-send the block.
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Block 9959: Analoq Input Event With Calendar Time

Block identification code 9959 sends a set of analog input events with calendar time to
the module. The following table lists the block format of Analog Input Events sent to the
module from the ControlLogix processor.

Word Offset  Data Field(s) Description
in Block
0 Block ID This field contains the value of 9959 identifying the event block
to the module.
1 Event Count This field contains the number of events contained in the
block. Valid values for this field are 1 to 20.
2 Sequence This field is used to hold the sequence counter for each 9959
Counter block transfer. This is used to synchronize and confirm receipt
of the block by the module.
(Begin Event #1)
3 Point_Number This is the data point in the DNPNET analog input database
represented by the event.
4 Class_Override Regardless of the Class defined for the given point number,
this will be the Class of the event. (1, 2, or 3)
5t06 Value Value of the point. 16-bit integer, 32-bit integer, or 32-bit float
can be packed into this space
7 Year Year of the event timestamp
8 Month Month of the event timestamp
9 Day Day of the event timestamp
10 Hour Hour of the event timestamp
11 Minute Minute of the event timestamp
12 Seconds Seconds of the event timestamp
13 Milliseconds Milliseconds of the event timestamp
14 Reserved
(Next 19 Events)
15 to 26 Ten words of data for Event #2
231 to 242 Ten words of data for Event #20
(End of Event
data)
243 to 247 Spare Not Used
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Up to 20 events can be passed from the ControlLogix processor to the module in each
block. To insure that the block reached the module and was processed, the module will
send a response read block 9959 to the ControlLogix processor.

Word Offset  Data Field(s) Description
in Block
0 Reserved Reserved(0)
1 Block ID Block identification code for request from PLC by the module.
2 Event Count This field contains the number of events processed/received
Received by the module.
3 Sequence Sequence counter Received for each block transfer, used to
Counter Received synchronize and confirm receipt of the block by the module.
This field contains the sequence counter of the last successful
block 9959 received.
4 to 248 Spare Not used
249 Block ID Identification code for block set to 9959.

The sequence counter field in the returned block is set to the last successfully processed
block 9959 from the ControlLogix processor. Compare this value to that sent by the

ControlLogix processor.

If the values match, the events can be removed from the ControlLogix processor. If the
values do not match, or the ControlLogix processor does not receive a 9959 block, the
ControlLogix processor must re-send the block.
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Block 9968: Binary Input Event With CLX Time

Block identification code 9968 sends a set of binary input events with ControlLogix
processor time to the module.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the value of 9968 identifying the event
block to the module.

1 Event Count This field contains the number of events contained in the
block. Valid values for this field are 1 to 30.

2 Sequence Counter  This field is used to hold the sequence counter for each

9968 block transfer. This is used to synchronize and confirm
receipt of the block by the module.

(Begin Event #1)

3 Point_Number This is the data point in the DNPNET binary input database
represented by the event.
4 Class_ Override Bits 0 and 1 are used for class override values of 1, 2, or 3
5 Value Value of the point, 0 or 1, of bit O of this 16-bit word. All other
bits are ignored.
6 Reserved
7t0 10 CLX_Time 64-bit Time as number of microseconds since Jan 1st, 1970
(Next 29 Events)
13 to 22 Ten words of data for Event #2
233 to 242 Ten words of data for Event #30
(End of Event Data)
243 to 247 Spare Not used

Up to 30 events can be passed from the ControlLogix processor to the module in each
block. To ensure that the block reached the module and was processed, the module will
send a response read block 9968 to the ControlLogix processor.

The following table describes the format of the block.

Word Offset Data Field(s) Description

in Block

0 Reserved Reserved (0)

1 Block ID Block identification code for request from PLC by the module.

2 Event Count This field contains the number of events processed/received
Received by the module.

3 Sequence This field contains the sequence counter of the last successful

Counter Received block 9968 received. Used to synchronize and confirm receipt
of the block by the module.

4 to 248 Spare Not used
249 Block ID Identification code for block set to 9968.

The sequence counter field in the returned block is set to the last successfully processed
block 9968 from the ControlLogix processor. Compare this value to that sent by the
ControlLogix processor.
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If the values match, the events can be removed from the ControlLogix processor. If the
values do not match, or the ControlLogix processor does not receive a 9968 block, the
ControlLogix processor must re-send the block. This block is typically used to pass SOE
data from a 1756-"SOE" module to the DNP server event buffer of the MVIS6E-DNPNET
module. Upon successful receipt of the data by the module, this data can then be
cleared from the event queue of the 1756-"SOE" modules.

Block 9969: Analog Input Event With CLX Processor Time

Block identification code 9969 sends a set of analog input events with the ControlLogix
processor time to the module. The following table lists the block format of Analog Input
Events Request sent to the module from the ControlLogix processor.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the value of 9969 identifying the event block
to the module.

1 Event Count This field contains the number of events contained in the
block. Valid values for this field are 1 to 30.

2 Sequence This field is used to hold the sequence counter for each 9969

Counter block transfer. This is used to synchronize and confirm receipt

of the block by the module.

(Begin Event #1)

3 Point_Number This is the data point in the DNPNET analog input database
represented by the event.
4 Class_Override Regardless of the Class defined for the given point number,

this will be the Class of the event. Bits 0 and 1 are used for
class override values of 1, 2, or 3.

5t06 Value Value of the point. 16-bit int, 32-bit int or 32-bit float can be
packed into this space
7to 10 CLX_Time 64-bit integer number of elapsed microseconds since Jan 1st,
1970
(Next 29 Events)
11to 18 Month Eight words of data for Event #2
235 to 242 Eight words of data for Event #30
(End of Event
data)
243 to 247 Spare Not Used
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Up to 30 Events can be passed from the ControlLogix processor to the module in each
block.

To insure that the block reached the module and was processed, the module will send a
response read block 9969 to the ControlLogix processor.

Word Offset  Data Field(s) Description

in Block

0 Reserved Reserved

1 Block ID Block identification code for request from PLC by the module.

2 Event Count This field contains the number of events processed/received
Received by the module.

3 Sequence This field contains the sequence counter of the last successful

Counter Received block 9969 received. Used to synchronize and confirm receipt
of the block by the module.

4 to0 248 Spare Not used
249 Block ID Identification code for block set to 9969.

The sequence counter field in the returned block is set to the last successfully processed
block 9969 from the ControlLogix processor. Compare this value to that sent by the
ControlLogix processor.

If the values match, the events can be removed from the ControlLogix processor. If the
values do not match, or the ControlLogix processor does not receive a 9969 block, the
ControlLogix processor must re-send the block.
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Block 9970: Set CLX Processor Time From Module

This block transfers the module's time to the ControlLogix processor.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the value of 9970 identifying the block type
to the module.

1to 247 Not Used Not Used

The module responds to the request with a read block 9970 with the following format.

Word Offset  Data Field(s) Description

in Block

0 Reserved Reserved

1 Block Write ID This is the next block requested by the module.

2 Year This field contains the four-digit year for the new time value.

3 Month This field contains the month value for the new time. Valid
entry for this field is in the range of 1 to 12.

4 Day This field contains the day value for the new time. Valid entry
for this field is in the range of 1 to 31.

5 Hour This field contains the hour value for the new time. Valid entry
for this field is in the range of 0 to 23.

6 Minute This field contains the minute value for the new time. Valid
entry for this field is in the range of 0 to 59.

7 Seconds This field contains the second value for the new time. Valid
entry for this field is in the range of 0 to 59.

8 Milliseconds This field contains the millisecond value for the new time. Valid
entry for this field is in the range of 0 to 999.

9 Remote Time This field informs the PLC if the date and time passed has

Synchronization been synchronized with a remote DNP3 Ethernet Client device

on the module's server port.
1 = time has been set on the DNP3 Ethernet network.
0 = waiting for time sync from DNP3 Ethernet Client.

10 to 248 Not Used Not Used

249 Block Read ID This field contains the block identification code of 9970 for the

block.
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Block 9971: Set Module Time From CLX Processor

Block identification code 9971 passes the clock time in the ControlLogix processsor to
the module. The date and time provided will be used to set the module's DNPNET clock.

Word Offset  Data Field(s) Description

in Block

0 Block ID This field contains the block identification code of 9971 for the
block.

1 Year This field contains the four-digit year for the new time value.

2 Month This field contains the month value for the new time. Valid
entry for this field is in the range of 1 to 12.

3 Day This field contains the day value for the new time. Valid entry
for this field is in the range of 1 to 31.

4 Hour This field contains the hour value for the new time. Valid entry
for this field is in the range of 0 to 23.

5 Minute This field contains the minute value for the new time. Valid
entry for this field is in the range of 0 to 59.

6 Seconds This field contains the second value for the new time. Valid
entry for this field is in the range of 0 to 59.

7 Milliseconds This field contains the millisecond value for the new time. Valid
entry for this field is in the range of 0 to 999.

8 to 247 Not Used Not Used

Block 9998: Warm Boot

If the ControlLogix processor sends a block number 9998, the module performs a warm-
boot operation. The module will reconfigure the communication ports and reset the error
and status counters.

Block 9999: Cold Boot

If the ControlLogix processor sends a block number 9999, the module performs a cold-
boot operation. The firmware will reload the configuration file and reset all DNPNET
memory, error and status data.
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4.3

MVIS56E-DNPNET Database Overview

Output* Database
(PLC <- DNPNET)

Input* Database
(PLC -> DNPNET)

DNP OUTPUTS | BOCount BOPLC DNP INPUTS | BICount BIPLC
(from remote (BOIED) (from DNPNET (BIIED)
client to AOCount AOPLC Server to AlCount AIPLC
DNPNET oun remote client)
Server) (AOIED) (AlIED)
A320Count  A320PLC A32ICount A32IPLC
(A320IED) (A32IIED)
ELTOCount FLTOPL FLTICount FLTIPLC
(FLTOIED) (FLTIED)
DBLOCount DBLOPLC DBLICount DBLIPLC
(DBLOIED) (DBLIIED)
IED INPUTS BIIED CCount CPLC
(from remote (CIED)
SDel\:\éel\:é% client | AIED IED OUTPUTS |BOIED
1en
) A3211ED (from DNPNET A5 1Ep
Client to
FLTIIED remote server) [A320IED
CIIED FLTOIED

* Between DNPNET module and PLC, with respect to DNPNET module

The diagram above shows how the DNPNET database is structured according to the
configured point counts as named in firmware. Only the PLC and IED data sections are
shared with the PLC.

The sections in parentheses are for data pass through only; not to be shared with the
PLC. Data is shared with the PLC 240 words per block. Blocks are numbered 1 to 203.
Block 1 transfers the first 240 words; block two transfers the next 240 words; etc., of
PLC and IED data only.

The PLC and IED data are packed and unpacked into/from blocks contiguously. Block
number assignments are independent of the point count assignments. Only the data with
point counts that end in PLC and IED (not the ones in parentheses) get packed into
blocks to be shared over the backplane with the PLC.

The block transfer logic transfers the database by packing blocks to their fullest payload
until the end of the database is reached. There are no specific block number
assignments to each variation.

This contiguous packing of PLC data necessitates a block numbering scheme that is not
specific to the individual variations -- data blocks are numbered according to the 240

word (block payload) offset of the PLC and IED data to be shared with the PLC.

Block Description

Block ID Assignments

PLC and IED Database Transfer Blocks

1 through 203

Status Block

300

DNP Output Initialization Blocks

1000 through 1022

IED Input Initialization Blocks

1100 through 1193

Configuration Data

9000 through 9099
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4.3.1 Normal Data Transfer

Normal data transfer includes the paging of the user data found in the module’s internal
databases between the module and the controller. These data are transferred through
read (input image) and write (output image) blocks.

Refer to the Installing and Configuring the Module section for a description of the data
objects used with the blocks and the ladder logic required. Each data block transferred
between the module and the processor has a specific block identification code that
defines the data type contained in the block.

The following table lists the block identification codes used for data transfer by the

module.

DNP 3.0 Point Type

Ethernet Data

Range

DNP_Outputs Binary Outputs

0 to 8000 points (500 16-bit words)

16-bit Analog Outputs

0 to 5000 points (if all other DNP Outputs are 0)

32-bit Analog Outputs

0 to 2500 points (if all other DNP Outputs are 0)

Float Outputs

0 to 2500 points (if all other DNP Outputs are 0)

Double Float Outputs

0 to 1250 points (if all other DNP Outputs are 0)

DNP_Inputs Binary Inputs 0 to 8000 points (‘500’ 16-bit words)
16-bit Analog Intputs 0 to 5000 points (if all other DNP Inputs are 0)
32-bit Analog Intputs 0 to 2500 points (if all other DNP Inputs are 0)
Float Inputs 0 to 2500 points (if all other DNP Inputs are 0)
Double Float Inputs 0 to 1250 points (if all other DNP Inputs are 0)
Counters 0 to 1000 points

IED_Outputs Binary Outputs 0 to 8000 points (500 16-bit words)
16-bit Analog Outputs 0 to 20000 points (if all other IED Outputs are 0)
32-bit Analog Outputs 0 to 10000 points (if all other IED Outputs are 0)
Float Outputs 0 to 10000 points (if all other IED Outputs are 0)

IED_Inputs Binary Inputs 0 to 8000 points (*500’ 16-bit words)

16-bit Analog Inputs

0 to 20000 points (if all other IED Inputs are 0)

32-bit Analog Inputs

0 to 10000 points (if all other IED Inputs are 0)

Float Inputs

0 to 10000 points (if all other IED Inputs are 0)

Counters

0 to 1000 points

Binary Output Status

0 to 8000 points ('500’ 16-bit words)

16-bit Analog Output Status

0 to 20000 points

32-bit Analog Output Status

0 to 10000 points

Float Output Status

0 to 10000 points
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The following illustration shows the direction of movement of these data types between
the module and the processor.

Output* Database
(PLC <- DNPNET)

Input* Database
(PLC -> DNPNET)

DNP OUTPUTS |BOCount  BOPLC DNP INPUTS | BICount BIPLC
(from remote (BOIED) (from DNPNET (BIIED)
client to AOCount  AOPLC Server to AlCount  AIPLC
DNPNET oun remote client)
Server) (AOIED) (AIIED)
A320Count A320PLC A32ICount  A32IPLC
(A320IED) (A32IIED)
FLTOCount FLTOPLC FLTICount FLTIPLC
(FLTOIED) (FLTIIED)
DBLOCount DBLOPLC DBLICount DBLIPLC
(DBLOIED) (DBLIIED)
IED INPUTS BIIED CCount CPLC
(from remote (CIED)
Ee'\:\lge'\:é%cr o [AlED IED OUTPUTS | BOIED
1en
) A3211ED (from DNPNET I"A51ED
Client to
FLTIEED remote server) |A320IED
CIIEED FLTOIED
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Module Data Objects

These objects hold process and status data values. All supported DNPNET data types
have their own UDTs and controller tags. This makes it easier to identify and use the
various data types.

Read Block

READ Blocks transfer information from the module to the ControlLogix processor. The
following table describes the basic block structure of an input image.

Block Offset Content

0 Reserved

1 Write block ID
210 241 Read data

242 to 248 Spare (Not used)
249 Read block ID

The Read Block ID is an index value used to determine the location of where the data
will be placed in the ControlLogix processor read data controller tag array. Each transfer
can move up to 240 words (block offsets 2 to 241) of data. The value of the Read Block
identification code identifies the type of data contained in the block, so the sample ladder
logic can move it to the correct controller tag array.

The Write Block ID contained in the Read Block tells the ladder logic which block of data
the module is expecting to receive from the ControlLogix processor during the next
backplane transfer. Under normal program operation, the module sequentially sends
read blocks and requests write blocks. For example, if one block each of binary and
analog output data, one block of binary input data, two blocks of counter data and two
blocks of analog input data are used with the application, the backplane transfer
sequence block numbers will be:

R4W0— R16W8— R4W9— R16W12— R4W13— R16W0— R4W8—

This sequence will continue until interrupted by other write block numbers sent by the
controller or by a command request from a node on the DNPNET network or operator
control through the module’s Configuration/Debug port. This sequence is occasionally
interrupted by the read block identification code 100. This block passes the error/status
and error list information from the module to the processor. Refer to the Error/Status
section of this document for the structure and data contained in a Status Read block.
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Write Block

WRITE blocks transfer information from the ControlLogix processor to the module. The
following table describes the structure of a typical output image Write Block.

Block Offset Content

0 Write block ID
1to 240 Write data

241 to 247 Spare (Not used)

The Write Block ID is an index value used to determine the location in the module’s
database where the data will be placed as defined in the table presented in the previous
section. Each transfer can move up to 240 words (block offsets 1 to 240) of data.

In cases where the ladder logic uses Special Function Blocks, the normal Read Block
IDs and Write Block IDs will be replaced with a Special Function Block ID. Once the
Special Function has been processed, the module will resume the normal data Read
Block ID and Write Block ID sequence, starting from where the sequence was
interrupted.

Trip/Close
The MVI56E-DNPNET module supports Trip/Close functionality for the DNP Binary
Output points when operating as a server.

This allows Trip/Close commands to be sent to the MVI5S6E-DNPNET module as a
server, for dual point control. Each DNPNET Trip/Close command will occupy 2 bits
within the module memory.

This does overlap the regular pulse on/off and latch on/off Binary Output database,
therefore special consideration must be used to make sure that points are not used
twice.

The following table describes the address mapping for the module using Latch and
Pulse commands, and Trip/Close functionality.

DNPNET BO Database Point BO Latch/Pulse Point BO Trip/Close Point
0 BO O Close BO O

1 BO1 Trip BOO

2 BO 2 Close BO 1

3 BO 3 TripBO 1

4 BO 4 Close BO 2

5 BOS Trip BO 2

100 BO 100 Close BO 50
101 BO 101 Trip BO 50
1000 BO 1000 Close BO 500
1001 BO 1001 Trip BO 500
2000 BO 2000 Close BO 1000
2001 BO 2001 Trip BO 1001
3000 BO 3000 Close BO 1500
3001 BO 3001 Trip BO 1501
...and so on...

7998 BO 7998 Close BO 3998
7999 BO 7999 Trip BO 3999
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The trip/close values require 2 points within the module’s DNPNET database. A Trip is
represented by the binary value of '10' for those 2 points, and a Close is represented by
the binary value of '01' for those same 2 points.

The module can process only 4000 trip/close dual points, as the database for the
DNPNET BO is limited to 8000 total bits.

The dual point control on trip/close operations can be overwritten by selecting the
parameter of "Use_TripClose_Single_Point" in the server configuration section of the
module. When this parameter is enabled, all trip and close operations will be treated as
pulse on commands, and only occupy a single boolean point.

4.3.2 DNPNETModuleDef Object
This object contains all the MVIS6E-DNPNET module top-level data.

Name Description

CONFIG DNPNET module configuration parameters for blocks 9000 - 9099

DATA Client and server data transferred between the processor and the module
STATUS Status for various functionalities

CONTROL Governs the data movement between the PLC rack and the module

UTIL Generic tags used for internal ladder processing (DO NOT MODIFY)

4.3.3 DNPNETCONFIG Object
This object contains the data types that apply to the configuration of the module.

Name Description

DNP Module Name Module name description

DNPE Server_ Server configuration

DNP3_WhiteList IP addresses of the Clients that the MVIS6E-DNPNET Server will
respond to.

DNP3 Client Client configuration

DNP éerver Override Assigning Class and Deadband overrides to individual point types.

DNP Server List List of servers the MVIS6E-DNPNET Client connects to

DNP_CIient _Commands List of commands the MVI5S6E-DNPNET Client sends to servers

IP_Settings IP Settings of module
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4.3.4 DNPNETCONTROL Object

This object contains values that are a 'scratchpad' area of intermediate data storage
variables. They are used by the AOI to keep track of various logic processing functions.

Name Variable Description

Events Handling the transfer of events from the
Events Message Buffer in the Client to the
PLC.

EventMessages Events Captured by DNP Client are moved to

this structure.

CROBmMsg_counter

CROB message data copied via block 9910
from DNP Server. CROBmsg_counter tags
are status data used when MVIS6E-DNPNET
is configured as a server and passes the
CROB message counter information to the
sub CROBmsg_counter tags through the
backplane.

CROBmMsg_counter.OneShot

Internally used in Add On Instruction (not
designed to be used by the end user.

CROBmMsg_counter.CountPerBlock

Number of CROB command message(s) that
was (were) contained in the last 9910
Backplane Block received in the Add On
Instruction.

CROBmsg_counter.CCC

Continuous CROB message Count. Everytime
CROB message is received by the server, this
counter will increment by 1. This may be reset
by the user. Otherwise, it will be reset to 0 on
the 2147483646 CROB message coming
into the server by the Add On Instruction.

CROBmsg_counter.CBCC

Continuous CROB message Block Count.
Everytime 9910 block is received by the Add
On Instruction, this counter increments by 1.
This may be reset by the user. Otherwise it
will be reset to 0 on the 2147483646™ CROB
message coming into the server by the Add
On Instruction.

CROBmsg_data

CROB message data copied via block 9910
from DNPServer. CROBmsg_data tags are
status data used when the MVIS6E-DNPNET
is configured as a server and passes the
CROB message counter information to the
sub CROBmsg_counter tags through the
backplane.

CROBmsg_data.Point_Number

This parameter was specified by the DNP
client as the Control Relay Output Block point
in the MVI56E-DNPNET (configured as a
server).

CROBmsg_data.Control_Code

This is a standard DNPNET protocol control
code byte (see description on page 98).

CROBmsg_data.count

This parameter was specified by the DNP3
client of the number of pulses to generate for
pulse output control in the CROB command.
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CROBmsg_data.On_Time This parameter was specified by the DNP3
client of the on-time interval for pulse control
in the CROB command.

CROBmsg_data.Off_Time This parameter was specified by the DNP3
client of the off-time interval for pulse control
in the CROB command.

Binary_Event_CalTime For storing block 9958 Binary Event
Messages to be sent to DNP Server.

Analog_Event_CalTime For storing block 9959 Analog Event
Messages to be sent to DNP Server.

Binary_Event_CLXTime For storing Block 9968 Binary Input Events
with CLX Time.

Analog_Event_CLXTime For storing Block 9969 Binary Input Events
with CLX Time.

Get_Module_Time Reads the module time into the PLC.

Set_Module_Time Sends the PLC time to the module.

CROB_Commands 9901 block of CROB commands.

Aux_Commands 9904 block for Auxiliary Client commands.

CommandControl 9902 block of commands to enable.

CommandControl.Send Triggers a command control block 9902.

CommandControl.NumberofCommands Total number of commands to enable.

CommandControl.ClientCommands List of command indices “x”
DNPNET.CONFIG.DNP_Client_Commands|x]
client commands to be sent.

Server_Comm_Errors Count and offset of servers to report.
Command_Errors Count and offset of commands to report.
ColdBoot Cold boot the module via block 9999.
WarmBoot Warm boot the module via block 9998.
ChangeDatabaseSize Triggers database size change.
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4.3.5 DNPNETDATA Object

This object stores all the process-related data for a MVIS6E-DNPNET module. This
includes data for the primary DNPNET server port (DNPNET data set) and the data
received from or sent to DNP3 Ethernet server devices (IED data set) by the secondary
DNPNET port when configured as a DNP3 Ethernet Client.

Contained within this data object is an array for each possible data type. The array sizes

are set to match the maximum possible module configuration. If multiple MVI56E-
DNPNET modules are used within a rack, a copy of this structure will have to be made
to permit each module to have its own databases.

Each data type has its own set of unique block identification codes to distinguish the
data contained in the read or write block.

Name Description

DNPout Module's Server Database. Remote Clients Write into this DB.

IEDin Module's Client Database. The Client reads data from remote Servers and writes it to the DB.
DNPiIn Module's Server Database. Remote Clients Read from this DB.

IEDout Module's Client Database. The Client reads data from this DB and writes it to remote Servers.

4.3.6 DNPNETSTATUS Object

This object stores all status information of the module including client and server status.

Name Description

GenStat General status information

ErrList List of last 60 DNPNET module errors
IINServerBits 1IN Bits received from Servers
ServerCommErrors Server communication errors list
CommandErrors Command errors list

4.3.7 DNPNETUTIL Object
This object contains variables for internal AOI usage and should not be accessed by

user application.

Name Description

LastRead Index of last read block

LastWrite Index of last write block

Blockindex Computed block offset for data table

ReadData Buffer File for data Read from Module

WriteData Buffer File for data Written to Module

OffsetCounter For calculating buffer copy offset

CopyLength For calculating buffer copy length

LastService For keeping track of last special outgoing block serviced
Mutex Only one special block gets serviced every other scan
OddScan Keep track of every other scan

EirstRun Ensures database counts are correct every time the PLC restarts

DNP_List_Entry Counts

Lengths of the seven DNPNET Client List Data

IED Database

Configure the Client database sizes

DNP_Server Database

Configured Server database sizes
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4.4  MVIS6E-DNPNET User Defined Data Types

Several UDTs are defined in the MVIS6E-DNPNET Add-On Instruction.
The main UDT, DNPNETMODULEDEF, contains all the data types for the module. It is
used to create the main controller tag structure, DNPNET.

There are five UDTs one level below DNPNETMODULEDEF. These lower-level UDTs
were used to create the DNPNET.CONFIG, DNPNET.DATA, DNPNET.STATUS,
DNPNET.CONTROL, and DNPNET.UTIL controller tag structures.

Marme: DNPHETMODULEDEF

Description: Thiz defines the ;I
entire module which
includes all tags
uzed in the program

[]
Members: [ata Type Size: 173268
Name Data Type Style D escription
COMFIG DNFMETCONFIG DMPMET module configuration parameters for blocks 9000 - 9033
DATA, DNPNETDATA, Server and Client Databases
STATUS DMPMETSTATUS Status Tags for various functionalities
CONTROL DMPMETCOMTROL Tags for Controling module's functionality
uTIL DMPMETUTIL Tags that perform background tasks
10
g

Click the [+] signs to expand the UDT structures and view lower-level UDTs. For
example, when DATA is expanded, it contains four UDTs: DNPout, IEDin, DNPin, and
IEDout. They can further be expanded with the [+] sign.

M ame Drata Type Style Description
CONFIG DNPHETCONFIG DHPMET module configuration parameters for blocks 9000 - 9099
[=H DATA DMPNETDATA, Server and Client D atabases
[+ DNP_Outputs DNPNET_DMF_Output_Database Module's Server Databaze, Femote Clients ‘Wiite into this DE.
[+ IED_Inputs DMPHET_IED Input_D atabase Module's Client Databaze. The Client writes data into thiz DE that it Reads from remate Servers
[+ DNP_Inputs DMPNET_DMP_Input_Database todule's Server Databaze. Remate Clients Read fram thiz DB,
[+ IED_Outputs DMPHET_IED_Output_Database Module's Client Database. The Client reads data from this DB and Writews it to remate Servers.
STATUS DNPMETSTATUS Statug Tags for various functionalities
CONTROL DMPMETEOMTROL Tags for Contraling module's functionality
uTiL DMPHETUTIL Tags that perform background tasks
10f
g

Notice these UDTs are the data types used to declare the DNPNET.DATA controller tag
arrays.
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4.4.1 DNPNET.CONFIG Controller Tags

This UDT structure contains the data types that apply to the configuration of the module.
Refer to DNPNET Controller Tags Definitions (page 23) for a complete description of

each element in this object.

Name

Data Type

Description

DNP_Module Name

SINT[40]

Module Definition

DNP3 Server

DNPNET_Server_Parameters

Server configuration

DNP3_WhiteList

DNPNET_Whitelist_IP_Address[10]

IP addresses of clients server
will respond to

DNP3 Client

DNPNET_Client_Parameters

Client configuration

DNP3_Server_Override

DNPNET_Override

Assigning Class and Deadband
Override to individual point

types.

DNP_Server_List

DNPNET_Server_List[5]

List of servers the Client
connects to

DNP_Client_Commands

DNPNET_Client_Commands[x]

List of commands the Client
sends to servers

IP_Settings

DNPNET_Module_IP_Addressing

IP Settings of module

4.4.2 DNPNET.CONFIG.Override Controller Tags

This UDT structure contains the data types that apply to the configuration of the module.
Refer to DNPNET Controller Tags Definitions (page 23) for a complete description of

each element in this object.

DNP_Server_Binary_Inputs

DNPNET_BinIn_Class_Override__
type[10]

Assigning classes to individual
points

DNP_Server_Analogl6_Inputs

DNPNET_A16in_ClassDeadband_
Override_type[10]

Assigning class/deadbands to
individual points

DNP_Server_Analog32_Inputs

DNPNET_A32in_ClassDeadband_
Override_type[10]

Assigning class/deadbands to
individual points

DNP_Server_Float_Inputs

DNPNET_FLTin_ClassDeadband_
Override_type[10]

Assigning class/deadbands to
individual points

DNP_Server_Double_Inputs

DNPNET_DBLIin_ClassDeadband_
Override_type[10]

Assigning class/deadbands to
individual points
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4.4.3 DNPNET.DATA Controller Tags

Name

Tag Name

Range

Description

DNP_Outputs

DNPNET.DATA.DNP_
Outputs.Binary

0 to 8000 points (500 16-
bit words)

Object 12 binary INTs from
module’s server database

DNPNET.DATA.DNP_
Outputs.Analog16

0 to 5000 points (if all
other DNP_Outputs are 0)

Object 41 analog INTs from
module’s server database

DNPNET.DATA.DNP_
Outputs.Analog32

0 to 2500 points (if all
other DNP_Outputs are 0)

Object 41 analog DINTs from
module’s server database

DNPNET.DATA.DNP_
Outputs.Float

0 to 2500 points (if all
other DNP_Outputs are 0)

Object 41 analog REALSs from
module’s server database

DNPNET.DATA.DNP_
Outputs.Double

0 to 1250 points (if all
other DNP_Outputs are 0)

Object 41 analog double
precision floats from module’s
server database

DNP_Inputs DNPNET.DATA.DNP_ 0 to 8000 points (‘500" 16- Object 1 binary INTs for
- Inputs.Binary bit words) module’s server database
DNPNET.DATA.DNP_ 0 to 5000 points (if all Object 30 analog INTs for
Inputs.Analog16 other DNP_Inputs are 0) module’s server database
DNPNET.DATA.DNP_ 0 to 2500 points (if all Object 30 analog DINTSs for
Inputs.Analog32 other DNP_Inputs are 0) module’s server database
DNPNET.DATA.DNP_ 0 to 2500 points (if all Object 30 analog REALSs for
Inputs.Float other DNP_Inputs are 0) module’s server database
DNPNET.DATA.DNP_ 0 to 1250 points (if all Object 30 analog double
Inputs.Double other DNP_Inputs are 0) precision floats for module’s
server database
DNPNET.DATA.DNP_ 0 to 1000 points Object 20 counter DINTSs for
Inputs.Counter module’s server database
IED_Outputs ~ DNPNET.DATA.IED_ 0 to 8000 points (500 16-  Object 12 binary INTs for
N Outputs.Binary bit words) module’s client database
DNPNET.DATA.IED_ 0 to 20000 points (if all Object 41 analog INTs for
Outputs.Analogl16 other IED_Outputs are 0) module’s client database
DNPNET.DATA.IED_ 0 to 10000 points (if all Object 41 analog DINTSs for
Outputs.Analog32 other IED_Outputs are 0)  module’s client database
DNPNET.DATA.IED_ 0 to 10000 points (if all Object 41 REALSs for module’s
Outputs.Float other IED_Outputs are 0)  client database
IED_Inputs DNPNET.DATA.IED_ 0 to 8000 points (‘500" 16- Object 1 binary INTs from

Inputs.Binary

bit words)

module’s client database

DNPNET.DATA.IED_

0 to 20000 points (if all

Object 30 analog INTs from

Inputs.Analog16 other IED_Inputs are 0) module’s client database
DNPNET.DATA.IED_ 0 to 10000 points (if all Object 30 analog DINTs from
Inputs.Analog32 other IED_Inputs are 0) module’s client database
DNPNET.DATA.IED_ 0 to 10000 points (if all Object 30 analog REALSs from
Inputs.Float other IED_Inputs are 0) module’s client database

DNPNET.DATA.IED_
Inputs.Counter

0 to 1000 points

Object 20 Counter DINTs from
module’s client database

DNPNET.DATA.IED_
Inputs.Binary_Out_Status

0 to 8000 points (*500° 16-
bit words)

Object 10 INTs output status
from module’s client database

DNPNET.DATA.IED_
Inputs.Analogl6_Out_Status

0 to 20000 points

Object 40 INTs output status
from client’'s database

DNPNET.DATA.IED_
Inputs.Analog32_Out_Status

0 to 10000 points

Object 40 analog DINTs. Output
status from client’s database

DNPNET.DATA.IED_
Inputs.Float_Out_Status

0 to 10000 points

Object 40 analog REALSs output
status from client’s database
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4.4.4 DNPNET.STATUS Controller Tags

This status data is returned on each read block and can be used to detect proper

module operation.

Name Description

GenStat Contains general status information including error counts, block errors.
ErrorList List of last 60 MVI56E-DNPNET module errors.

IINServerBits IIN Bits received from Servers.

ServerCommeErrors Server communication errors list.

CommandErrors Command errors list.

Network Server TCP/UDP network status.

DNPNET.STATUS.GenStat

This array contains MVIS6E-DNPNET general status information.

Name

Description

GenStat.Cur_Port

Current DNP Slave port.

GenStat.Last_Err

Last DNP slave error code.

GenStat.Msg_Me

Total number of frames sent and received by the module.

GenStat.Msg_Sent

Total message frames sent by the module.

GenStat.Msg_Rec

Total message frames received by the module.

GenStat.Err_Sync

Total number of DNP physical layer synchronization errors.

GenStat.Err Overrun

Total number of DNP physical layer overrun errors.

GenStat.Err_Length

Total number of DNP physical layer length errors.

GenStat.Err CRC

Total number of DNP data link layer bad CRC errors.

GensStat.Err_Overflow

Total number of DNP transport layer user data overflow errors.

GenStat.Err_Seq

Total number of DNP transport layer sequence errors.

GensStat.Err_Address

Total number of DNP transport layer address errors.

GenStat.Err Func

Total number of bad function errors.

GensStat.Err_Obj

Total number of object unknown errors.

GenStat.Err_Range

Total number of out of range errors.

GenStat.Err MOverflow

Total number of buffer overflow errors.

GenStat.Err_Frame

Total number of multi-frame from master errors.

GenStat.Blk Err

Total number of block transfer errors.

GenStat.Blk_Good

Total number of successful block transfers.

GenStat.Blk RErr

Total number of read block errors.

GensStat.Blk WErr

Total number of write block errors.

GenStat.Blk NErr

Total number of blocks to write with wrong block ID.

GenStat.Blk ECntr

Total number of sequential block errors.

GenStat.Blk_EFlag

Block transfer error flag.

GenStat.Cfg_Type

Slave configuration type:
0 = Single Slave (default)
1 = Dual Slave

2 = Slave/Master

GenStat.Product

These two registers contain the product code of "DNPNET”.

GenStat.Rev

These two registers contain the product version for the current running
software.
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GenStat.Op_Sys

These two registers contain the month and year values for the program
operating system.

GenStat.Run

These two registers contain the run number value for the currently running
software.

GenStat.Slave Count

Total number of slaves configured in the Master server list.

GenStat.Cmd_Count

Total number of commands configured in the Master.

GenStat.Mem Blk

Total number of allocated memory blocks.

GenStat.Mem_Frame

Total number of allocated frame blocks.

GenStat.Mem DLRec

Total number of received allocated Data Link layer memory blocks.

GenStat.Mem_DLTx

Total number of transmitted allocated Data Link layer memory blocks.

GenStat.Mem_AppRec

Total number of received allocated application layer memory blocks.

GenStat.Mem_AppTx

Total memory size of Transmitted Application Layer Frame.

GenStat.Mem DevVErr

Total number of device memory allocation errors.

GenStat.Mem_PhyErr

Total number of physical layer memory allocation errors.

GenStat.Mem DLRErr

Total number of data link layer receive memory allocation errors.

GenStat.Mem DLTErr

Total number of data link layer transmit memory allocation errors.

GenStat.Mem_AppRErr

Total number of application layer receive memory allocation errors.

GenStat.Mem_AppTErr

Total number of application layer transmit memory allocation errors.

GenStat.Mstr_Sync

Total number of DNP synchronization errors.

GenStat.Mstr_Length

Total number of DNP length errors.

GenStat.Mstr CRC

Total number of DNP bad CRC errors.

GenStat.P1_TX_State

Port 1 transmit state:
0 = Initialize primary DNP port transmit state to idle.
1 = Set for initial direct connect.

GenStat.Scan_Count

This value is incremented each time a complete program cycle occurs in
the module.

GenStat.Mem_Free

Total amount of free memory available in the module.

GenStat.Bl Events

Total number of Binary Input events.

GensStat.Bl_Buffer

Total number of Binary Input events in buffer.

GenStat.Al Events

Total number of Analog Input events.

GensStat.A161_Buffer

Total number of Analog 16 Input events in buffer.

GenStat.A32] Events

Total number of Analog 32 Input events.

GensStat.A321_Buffer

Total number of Analog 32 Input events in buffer.

GenStat.FLTI Events

Total number of Float Input events.

GensStat.FLTI_Buffer

Total number of Float Input events in buffer.

GenStat.DBLI_Events

Total number of Double Input events.

GenStat.DBLI Buffer

Total number of Double Floating-Point Input events in buffer.

GensStat.Events _In_Client

Total number of unread event messages.

GenStat.Events_In_Client_OF

This field contains the unread overflow for events buffer.
0=No
1=Yes

GensStat.Slave |IN Bits

This field contains the slave IIN bits.
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DNPNET.STATUS. ErrorList
This array contains a list of the last 60 MVIS6E-DNPNET module errors.

Name Description
ErrorList[0] to [59] List of MVIS6E-DNPNET module errors.

DNPNET.STATUS. IINServerBits
This array contains the IIN Bits received from DNP Servers.

Name Description
[INServerBits[0] to [39] List of 1IN Bits received from DNP Servers.

DNPNET.STATUS. ServerCommErrors
This array contains the MVIS6E-DNPNET Server communication errors list.

Name Description
ServerCommErrors[0] to [39] List of MVIS6E-DNPNET server communication errors.

DNPNET.STATUS. CommandErrors
This array contains the MVIS6E-DNPNET client command errors list.

Name Description
CommandErrors[0] to [39] List of MVIS6E-DNPNET client command errors.
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DNPNET.STATUS. Network
This array contains MVIS6E-DNPNET server TCP/UDP network status.
Name Description
Network. TCP_Parsing Indication of TCP parsing:
B -1 = Offline
0=No
1=Yes
Network.Multi_Frag Multi-fragment message indicator:
- 0 =No
1=Yes
Network.Transport_Frag Transport fragmented message indicator.
Network.Confirm Pend Confirmation pending indicator:
- 0 =No
1=Yes
Network. TCP_Rx_Count TCP message received count.
Network. TCP Tx Count TCP message transmitted count.
Network.Tx State Module transmit state.
Network. TCP State TCP communication:
B 0 = Not communicating using TCP.
1 = Communicating using TCP.
2 = Received multi-message packet.
Network.Busy_Flag Communication busy indicator.
- 0 = Not busy
1 =TCP busy
2 = Received multi-message packet.
Network.App_Frame Application frame fragmented message indicator.
- 0=No
1=Yes
Network.Tx Frame Transmit frame state.
Network. TCP_PacketLength Packet length of TCP message.
Network.UDP_Parsing Indication of UDP parsing.
- 0 =No
1=Yes
Network.UDP_Rx_Count UDP message received count.
Network.UDP_Tx_Count UDP message transmitted count.
Network.UDP State UDP communication state:
- 0 = Not communicating using UDP.
1 = Communicating using UDP.
Network.UDP_PacketLength Packet length of UDP message.
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445 DNPNET.CONTROL Controller Tags

These values are a 'scratchpad' area of intermediate data storage variables used by the
ladder logic to keep track of various logic processing functions.

Name Data Type Description
Events DNPNET_Events Handling the transfer of events from the
Handler Events Message Buffer in the client to
the PLC
EventMessages DNPNET_Event Events captured by the DNP client are

Msg[15]

move to this structure

CROBmMsg_counter

DNPNET.CROB
msg_Handler

CROB message data copied via block
9910 from DNP Server.
CROBmMsg_counter tags are status data
used when MVI56E-DNPNET is
configured as a server and passes the
CROB message counter information to
the sub CROBmsg_counter tags through
the backplane

CROBmSsg_counter. BOOL Internally used in Add On Instruction (not
OneShot designed to be used by the end user)
CROBmsg_counter. INT Number of CROB command message(s)
CountPerBlock that was(were) contained in the last
9910 Backplane Block received in the
Add On Instruction.
CROBmMSsg_counter. DINT Continuous CROB message Count.
CCC Everytime CROB message is received
by the server, this counter will increment
by 1. This may be reset by the user.
Otherwise it will be reset to 0 on the
2147483647th CROB message coming
in to the server by the Add On Instruction
CROBmMsg_counter. DINT Continuous CROB message Block

CCBC

Count. Everytime 9910 block is received
by the Add On Instruction, this counter
will increment by 1. This may be reset
by the user. Otherwise it will be reset to 0
on the 2147483647th CROB message
coming in to the server by the Add On
Instruction

CROBmsg_data

DNPNET_CROB_

Data[40]

CROB message data copied via block
9910 from DNP Server. CROBmsg_data
tags are status data used when MVI56E-
DNPNET is configured as a server and
passes the CROB message counter
information to the sub
CROBmMsg_counter tags through the
backplane.

CROBmsg_data.
Point_Number

INT

This parameter was specified by the
DNP3 client as the Control Relay Output
Block point in the MVIS6E-DNPNET
(configured as a server).

CROBmsg_data.
Control_Code

SINT

This is a standard DNPNET protocol
control code byte.

CROBmsg_data.
count

SINT

This parameter was specified by the
DNP3 client of the number of pulses to
generate for pulse output control in the
CROB command.
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Name Data Type Description
CROBmsg_data. DINT This parameter was specified by the
On_Time DNP3 client of the on-time interval for
pulse control in the CROB command
CROBmsg_data. DINT This parameter was specified by the

Off_Time

DNP3 client of the off-time interval for
pulse control in the CROB command

Binary_Event_CalTime

DNPNET_Event_
Binary_CalTime

For storing block 9958 Binary Event
Messages sent to the DNP server

Analog_Event_CalTime

DNPNET_Event_
Analog_CalTime

For storing block 9959 Analog Event
Messages to be sent to DNP server

Binary_Event CLXTime

DNPNET_Event_
Binary_CLXTime

For storing block 9968 Binary Input
Events with CLX Time

Analog_Event_CLXTime

DNPNET_Event_
Analog_CLXTime

For storing Block 9969 Binary Input
Events with CLX Time

Get_Module_Time

DNPNET_Module
_Time_Get

Reads the module time into the PLC

Set_Module_Time

DNPNET_Module
_Time_Se

Reads the PLC time to the module

CROB_Commands

DNPNET_CROB_

9901 block of CROB commands

Commands

Aux_Commands DNPNET_Aux_ 9904 block of Auxiliary Client commands
Command

CommandControl DNPNET_ 9902 blocks of commands to enable
CommandControl

Server_Comm_Errors

DNPNET_Server_
Error_Request

Count and offset of servers to report

Command_Errors

DNPNET_
Command_Error_
Request

Count and offset of commands to report

ColdBoot

BOOL

Cold Boot

WarmBoot

BOOL

Warm Boot
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4.4.6 DNPNET.UTIL Controller Tags

These values contain overall module status information.

Name Data Type Description

LastRead INT Index of last read block

LastWrite INT Index of last write block

Blocklndex DINT Computed block offset for data table

ReadData INT[50500] Buffer file for data read from the module

WriteData INT[30000] Buffer file for the data written to the
module

OffsetCounter DINT Used to calculate the buffer copy offset

CopyLength INT Used to calculate the buffer copy length

LastService INT Used to keep track of the last special
outgoing block serviced

Mutex INT Only one special block gets serviced on
every other scan

OddScan INT Keeps track of every other scan

FirstRun INT Ensures database counts are correct on

PLC restart

DNP_List_Entry_Counts

DNPNET_List_Entry_Counts

Lengths of the 7 DNP3 Ethernet database
lists

IED_Database

DNPNET_IED_db_Definitions

Used to configure the Client database
sizes

DNP_Server_Database

DNPNET_Server_DB_Points

Used to configure the Server database
sizes
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4.5

Cable Connections

4.5.1 Ethernet Cable Specifications

The recommended cable is Category 5 or better. A Category 5 cable has four twisted
pairs of wires, which are color-coded and cannot be swapped. The module uses only
two of the four pairs.

The Ethernet port or ports on the module are Auto-Sensing. You can use either a
standard Ethernet straight-through cable or a crossover cable when connecting the
module to an Ethernet hub, a 10/100 Base-T Ethernet switch, or directly to a PC. The
module detects the cable type and uses the appropriate pins to send and receive
Ethernet signals.

Some hubs have one input that can accept either a straight-through or crossover cable,
depending on a switch position. In this case, you must ensure that the switch position
and cable type agree.

Refer to Ethernet Cable Configuration (page 133) for a diagram of how to configure
Ethernet cable.

4.5.2 Ethernet Cable Configuration

Note: The standard connector view shown is color-coded for a straight-through cable.

Crossover cable Straight- through cable
RJ-45 PIN RJ-45 PIN RJ-45 PIN RJ-45 PIN
1 Rx+ 3 Tx+ 1 Rx+ 1 Tx+
2 Rx- 6 Tx- 2 Rx- 2 Tx-

3 Tx+ 1 Rx+ 3 Tx+ 3 Rx+
6 Tx- 2 Rx- 6 Tx- 6 Rx-

87654321

45.3 Ethernet Performance

Ethernet performance in the MVIS6E-DNPNET can be affected in the following way:

e Accessing the web interface (refreshing the page, downloading files, and so on) may
affect performance
e Also, high Ethernet traffic may impact performance, so consider one of these
options:
o Use managed switches to reduce traffic coming to module port
o Use CIPconnect for these applications and disconnect the module Ethernet port
from the network

ProSoft Technology, Inc. Page 133 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform Reference
DNP3 Ethernet User Manual
DNPNET V2.00
DEVICE PROFILE DOCUMENT
Vendor Name: ProSoft Technology, Inc.
Highest DNPNET Level Supported: Device Function:
For Request: L2 Server & Client
For Responses: L2
Notable objects, functions, and/or qualifiers supported in addition to the highest DNPNET level stated above (see attached
table for complete list).
Definition of selected IIN bits:
Device Trouble - PLC data transfer operation is not taking place
Configuration Error - User specified point or event count is too high for application (can correct only by changing
configuration in PLC).
The following features are configurable on the module:
Collision avoidance, time sync before events are generated and default analog input events, Obj32V4 or 032V2, select
option. Floating-point variations are supported for analog input and output objects (both single and double floating-point
types). Support for Obj110 (octet string) available only using read function.
Events generated by IED units attached to a Client may pass their events directly to the server port. These events may
not occur in the correct time sequence. They are placed in the event buffer as the module receives them. This provides
the greatest time resolution for remote events.
Counter Freeze with reset will not zero values in the processor. Therefore, this function should only be used for the Client.
Module will not generate events until Restart IIN bit is cleared by DNPNET Client except for events passed through
module from attached IED units.
Maximum Data Link Frame Size (octets): | Maximum Application Fragment Size (octets):
Transmitted: 292 Transmitted: 2048
Received: 292 Received: 2048
Maximum Data Link Re-tries: Maximum Application Layer Re-tries:
Configurable from 0 - None
255
Requires Data Link Layer Confirmation:
Configurable at module start-up (never, sometimes, & always)
Requires Application Layer Confirmation:
When reporting Event Data as a server unit
Time-outs while waiting for:
Data Link Confirm : Configurable at module start-up (1 to 32767 milliseconds)
Complete Application : Configurable at module start-up
Fragment
Application Confirm  : Configurable at module start-up (1 to 32767 milliseconds)
Complete Application : None
Response
Sends/Executes Control Operations:
WRITE Binary : Never
Outputs
SELECT/OPERATE  : Always
DIRECT OPERATE  : Always
DIRECT OPERATE- : Always
NO ACK
Count > 1 : Always (1 to 65535)
Pulse On : Always
Pulse Off : Always
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Latch On : Always
Latch Off : Always
Queue : Never
Clear Queue : Never
Reports Binary Input Change Events when | Reports time-tagged Binary Input Change Events when no specific variation
no specific variation requested: requested:
Only time-tagged Binary Input Change with Time
Sends Unsolicited Responses: Sends Static Data in Unsolicited Responses:
This is configurable at module start-up. If Never

the number of events for the Binary or
Analog Input Events is greater than 0,
unsolicited responses are supported. Use
the Enable/Disable Unsolicited function
code from the DNPNET Client for control.

Default Counter Object/Variation: Counters Roll Over at:
Object : 20 32 Bits
Variation 5

Sends Multi-Fragment Responses: Yes

ProSoft Technology, Inc. Page 135 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform Reference
DNP3 Ethernet User Manual
OBJECT REQUEST RESPONSE
Obj |Var | Description Func | Qual Func Qual Data |NOTES
Codes | Codes Codes |Codes Size
(hex) (hex) (bits)
1 0 Binary Input - All 1 00, 01, 1 Server will return variation 1
Variations 06, 07, data
08,17,
28
1 Binary Input 1 00, 01, 129,130 |00, 01, 1 Server will return this
06, 07, 06, 07, variation
08, 17, 08, 17,
28 28
2 Binary Input with 1 00, 01, 129,130 (00,01, |8 Server will return Unknown
Status 06, 07, 06, 07, Object to this request
08, 17, 08, 17,
28 28
2 0 Binary Input Change |1 06, 07, 56 Server will return variation 2
- All Variations 08 data
1 Binary Input Change |1 06, 07, 129,130 | 17,28 8 Server will return this
Without Time 08 variation
2 Binary Input Change |1 06, 07, 129,130 17,28 56 Server will return this
With Time 08 variation
3 Binary Input Change |1 06, 07, 129,130 | 17,28 24 Server will parse this
With Relative Time 08 message and return no data
10 1|0 Binary Output - All 1 06 8 Server will return variation 2
Variations data
1 Binary Output 1 00, 01, 1 Server will return Unknown
06 Object to this request
2 Binary Output Status |1 00,01, |129,130 |00, 01 8 Server will return this
06 variation
12 1|0 Control Block - All 88 Server will use variation 1
Variations control
1 Control Relay Output |3,4,5, |00, 01, 129 Echoof |88 Server will respond correctly
Block 6 17,28 request to this variation
2 Pattern Control Block 88 Server will return Unknown
Object to this request
3 Pattern Mask 16 Server will return Unknown
Object to this request
20 |0 Binary Counter - Al {1,7,8 |06 32 Server will return variation 5
Variations data
1 32-Bit Binary Counter | 1,7,8 |00, 01, 129,130 | 00, 01 40 Server will return Unknown
06, 07, Object to this request
08
2 16-Bit Binary Counter [1,7,8 |00, 01, 129, 130 | 00, 01 24 Server will return Unknown
086, 07, Object to this request
08
3 32-Bit Delta Counter 129, 130 | 00, 01 40 Server will return Unknown
Object to this request
4 16-Bit Delta Counter 129, 130 | 00, 01 24 Server will return Unknown
Object to this request
5 32-Bit Binary Counter |1,7,8 |06 129, 130 | 00, 01 32 Server will return this
Without Flag variation
6 16-Bit Binary Counter |[1,7,8 |06 129, 130 | 00, 01 16 Server will return this
Without Flag variation (counter upper 16-
bits removed)
7 32-Bit Delta Counter 129, 130 | 00, 01 32 Server will return Unknown
Without Flag Object to this request
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8 16-Bit Delta Counter 129, 130 | 00, 01 16 Server will return Unknown
Without Flag Object to this request
21 |0 Frozen Counter - All |1 32 Server will return variation 9
Variations data
1 32-Bit Frozen 1 00, 01, 129, 130 | 00, 01 40 Server will return Unknown
Counter 06, 07, Object to this request
08
2 16-Bit Frozen 1 00, 01, 129, 130 | 00, 01 24 Server will return Unknown
Counter 06, 07, Object to this request
08
3 32-Bit Frozen Delta 40 Server will return Unknown
Counter Object to this request
4 16-Bit Frozen Delta 24 Server will return Unknown
Counter Object to this request
5 32-Bit Frozen 88 Server will return Unknown
Counter With Time Of Object to this request
Freeze
6 16-Bit Frozen 72 Server will return Unknown
Counter With Time Of Object to this request
Freeze
7 32-Bit Frozen Delta 88 Server will return Unknown
Counter With Time Of Object to this request
Freeze
8 16-Bit Frozen Delta 72 Server will return Unknown
Counter With Time Of Object to this request
Freeze
9 32-Bit Frozen 1 00, 01, 129, 130 | 00, 01 32 Server will return this
Counter Without Flag 06, 07, variation
08
10 | 16-Bit Frozen 1 00, 01, 129, 130 | 00, 01 16 Server will return this
Counter Without Flag 06, 07, variation (counter upper 16-
08 bits removed)
11 | 32-Bit Frozen Delta 32 Server will return Unknown
Counter Without Flag Object to this request
12 | 16-Bit Frozen Delta 16 Server will return Unknown
Counter Without Flag Object to this request
2 |0 Counter Change 1 06, 07, Server will parse this request
Event - All Variations 08 and return no data
1 32-Bit Counter 129,130 (17,28 40 Server will return Unknown
Change Event Object to this request
Without Time
2 16-Bit Counter 1 06, 07, 129,130 (17,28 24 Server will return Unknown
Change Event 08 Object to this request
Without Time
3 32-Bit Delta Counter 40 Server will return Unknown
Change Event Object to this request
Without Time
4 16-Bit Delta Counter 24 Server will return Unknown
Change Event Object to this request
Without Time
5 32-Bit Counter 88 Server will return Unknown
Change Event With Object to this request
Time
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6 16-Bit Counter 72 Server will return Unknown
Change Event With Object to this request
Time
7 32-Bit Delta Counter 88 Server will return Unknown
Change Event With Object to this request
Time
8 16-Bit Delta Counter 72 Server will return Unknown
Change Event With Object to this request
Time
23 |0 Frozen Counter Server will return Unknown
Event - All Variations Object to this request
1 32-Bit Frozen 40 Server will return Unknown
Counter Event Object to this request
Without Time
2 16-Bit Frozen 24 Server will return Unknown
Counter Event Object to this request
Without Time
3 32-Bit Frozen Delta 40 Server will return Unknown
Counter Event Object to this request
Without Time
4 16-Bit Frozen Delta 24 Server will return Unknown
Counter Event Object to this request
Without Time
5 32-Bit Frozen 88 Server will return Unknown
Counter Event With Object to this request
Time
6 16-Bit Frozen 72 Server will return Unknown
Counter Event With Object to this request
Time
7 32-Bit Frozen Delta 88 Server will return Unknown
Counter Event With Object to this request
Time
8 16-Bit Frozen Delta 72 Server will return Unknown
Counter Event With Object to this request
Time
30 |0 Analog Input - All 1 06 16 Server will respond with
Variations variation 4 data
1 32-Bit Analog Input 1 00, 01, 129, 130 | 00, 01 40 Server will return this
06, 17, variation
28
2 16-Bit Analog Input |1 00, 01, 129, 130 |00, 01 24 Server will return this
06, 17, variation
28
3 32-Bit Analog Input |1 00, 01, 129, 130 | 00, 01 32 Server will return this
Without Flag 06, 17, variation
28
4 16-Bit Analog Input |1 00, 01, 129, 130 | 00, 01 16 Server will return this
Without Flag 06, 17, variation
28
5 Short Floating Point |1 00, 01, 129, 130 | 00, 01 40 Server will return this
Analog Input 06, 17, variation
28
6 Long Floating Point |1 00, 01, 129, 130 | 00, 01 72 Server will return this
Analog Input 06, 17, variation
28
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31 |0 Frozen Analog Input - Server will return Unknown
All Variations Object to this request
1 32-Bit Frozen Analog 40 Server will return Unknown
Input Object to this request
2 16-Bit Frozen Analog 24 Server will return Unknown
Input Object to this request
3 32-Bit Frozen Analog 88 Server will return Unknown
Input With Time To Object to this request
Freeze
4 16-Bit Frozen Analog 72 Server will return Unknown
Input With Time To Object to this request
Freeze
5 32-Bit Frozen Analog 32 Server will return Unknown
Input Without Flag Object to this request
6 16-Bit Frozen Analog 16 Server will return Unknown
Input Without Flag Object to this request
7 Short Floating Point 40 Server will return Unknown
Frozen Analog Input Object to this request
8 Long Floating Point 72 Server will return Unknown
Frozen Analog Input Object to this request
32 |0 Analog Change 1 06, 07, 24 Server will return variation 2
Event - All Variations 08 data
1 32-Bit Analog 1 06, 07, 129,130 |17, 28 40 Server will return this
Change Event 08 variation
Without Time
2 16-Bit Analog 1 06, 07, 129,130 |17, 28 24 Server will return this
Change Event 08 variation
Without Time
3 32-Bit Analog 1 06, 07, 129, 130 | 17,28 88 Server will return this
Change Event With 08 variation
Time
4 16-Bit Analog 1 06, 07, 129, 130 | 17,28 72 Server will return this
Change Event With 08 variation
Time
5 Short Floating Point |1 06, 07, 129, 130 | 17,28 40 Server will return this
Analog Change 08 variation
Event
7 Short Floating Point |1 06, 07, 129, 130 | 17, 28 88 Server will return this
Analog Change 08 variation
Event With Time
8 Long Floating Point |1 06, 07, 129, 130 | 17, 28 120 Server will return this
Analog Change 08 variation
Event With Time
33 |0 Frozen Analog Event Server will return Unknown
- All Variations Object to this request
1 32-Bit Frozen Analog 40 Server will return Unknown
Event Without Time Object to this request
2 16-Bit Frozen Analog 24 Server will return Unknown
Event Without Time Object to this request
3 32-Bit Frozen Analog 88 Server will return Unknown
Event With Time Object to this request
4 16-Bit Frozen Analog 72 Server will return Unknown
Event With Time Object to this request
ProSoft Technology, Inc. Page 139 of 148



MVIS6E-DNPNET ¢ ControlLogix® Platform

Reference

DNP3 Ethernet User Manual
OBJECT REQUEST RESPONSE
Obj |Var | Description Func | Qual Func Qual Data |NOTES
Codes | Codes Codes |Codes Size
(hex) (hex) (bits)
5 Short Floating Point 40 Server will return Unknown
Frozen Analog Event Object to this request
6 Long Floating Point 72 Server will return Unknown
Frozen Analog Event Object to this request
7 Short Floating Point 88 Server will return Unknown
Frozen Analog Event Object to this request
With Time
8 Long Floating Point 120 | Server will return Unknown
Frozen Analog Event Object to this request
With Time
40 |0 Analog Output Status | 1 06 129,130 |00, 01 24 Server will return variation 2
- All Variations data
1 32-Bit Analog Output |1 06 129, 130 | 00, 01 40 Server will return this
Status variation
2 16-Bit Analog Output |1 06 129, 130 |00, 01 24 Server will return this
Status variation
3 Short Floating Point |1 06 129, 130 | 00, 01 40 Server will return this
Analog Output Status variation
4 Long Floating Point |1 06 129, 130 |00, 01 72 Server will return this
Analog Output Status variation
41 |0 Analog Output Block 24 Server will respond to this
- All Variations request using variation 2 data
1 32-Bit Analog Output |3,4,5, [17,28 129, 130 |00, 01 40 Server will respond to this
Block 6 request
2 16-Bit Analog Output |3, 4,5, | 17,28 129 Echoof |24 Server will respond to this
Block 6 Request request
3 Short Floating Point | 3,4,5, |17,28 129 Echoof |40 Server will respond to this
Analog Output Block |6 Request request
4 Long Floating Point | 3,4, 5, |17,28 129 Echoof |72 Server will respond to this
Analog Output Block |6 Request request
50 |0 Time and Date - All | 1, 2 07, 48 Server will use variation 3
Variations Quant=1
1 Time and Date — 48 Server will respond to this
Absolute Time variation
2 Time and Date - 80 Server will return Unknown
Absolute Time and Object to this request
Interval
3 Time and Date - 2 07, 48 Server will respond to this
Absolute Time at Last Quant=1 variation
Recorded Time
51 |0 Time and Date CTO - Server will return Unknown
All Variations Object to this request
52 |1 Time Delay Coarse 129 07, 16 Server will never return this
Quant=1 variation
60 |0 Not Defined Not Defined in DNPNET
1 Class 0 Data 1 06, 07, Server will respond to this
08, Event variation with all static data
2 Class 1 Data 1 06, 07, Server will respond to this
08, Event variation with all class 1 data
3 Class 2 Data 1 06, 07, Server will respond to this
08, Event variation with all class 2 data
(binary input events by
default)
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4 Class 3 Data 1 06, 07, Server will respond to this
08, Event variation with all class 3 data
(analog input events by
default)
70 |0 Not Defined Not Defined in DNPNET
1 File Identifier Server will return Unknown
Object to this request
80 |0 Not Defined Not Defined in DNPNET
1 Internal Indications 2 00, 1 Server will respond to this
Index=7 variation
g1 |0 Not Defined Not Defined in DNPNET
1 Storage Object Server will return Unknown
Object to this request
g2 |0 Not Defined Not Defined in DNPNET
1 Device Profile Server will return Unknown
Object to this request
83 |0 Not Defined Not Defined in DNPNET
1 Private Registration Server will return Unknown
Object Object to this request
2 Private Registration Server will return Unknown
Objection Descriptor Object to this request
9 |0 Not Defined Not Defined in DNPNET
1 Application Identifier Server will return Unknown
Object to this request
100 |0 Not Defined Not Defined in DNPNET
1 Short Floating Point 48 Server will return Unknown
Object to this request
2 Long Floating Point 80 Server will return Unknown
Object to this request
3 Extended Floating 88 Server will return Unknown
Point Object to this request
101 |0 Not Defined Not Defined in DNPNET
1 Small Packed Binary- 16 Server will return Unknown
Coded Decimal Object to this request
2 Medium Packed 32 Server will return Unknown
Binary-Coded Object to this request
Decimal
3 Large Packed Binary- 64 Server will return Unknown
Coded Decimal Object to this request
110 |0 Not Defined Not Defined as the variation
determines the string length
1to | Octet String 1 00, 01, 129, 130 | 00, 01, 8 The module will return this
100 06, 07, 07, 08, Var# | variation for the points
08, 17, 17, 28 defined in the module. The
28 variation determines the
returned string length.
No Object 13 Server supports the Cold
Restart Function and will
return Obj 52, Var 2, Qual 7,
Cnt1
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14 Server supports the Warm
Restart Function and will
return Obj 52, Var 2, Qual 7,
Cnt1
20 Server supports the Enable
Unsolicited Function
21 Server supports the Disable
Unsolicited Function
23 Server does not support the
Delay Measurement & Time
Synchronization Function
OBJECT REQUEST RESPONSE
Obj | Var | Description Func | Qual Func | Qual Data |NOTES
Codes |Codes |Codes |Codes | Size
(hex) (hex) (bits)
1 0 Binary Input - All 1 00, 01, 1 Client will generate this
Variations 06 variation
1 Binary Input 1 00, 01, 129, 00, 01 1 Client will generate and
06 130 process this variation
2 Binary Input with 1 00,01, {129, 00, 01 8 Client will generate and
Status 06 130 process this variation
2 0 Binary Input Change - | 1 06, 07, 56 Client will generate this
All Variations 08 variation
1 Binary Input Change |1 06,07, |129, 17,28 8 Client will generate and
Without Time 08 130 process this variation
2 Binary Input Change 1 06, 07, 129, 17,28 56 Client will generate and
With Time 08 130 process this variation
3 Binary Input Change 1 06,07, [129, 17,28 24 Client will generate and
With Relative Time 08 130 process this variation
10 |0 Binary Output - All 1 00, 01, 8
Variations 06
1 Binary Output 1 00, 01, 1 Client will generate and
06 process these variations
2 Binary Output Status 1 00, 001, |[129, 00, 01 8
06 130
12 10 Control Block - All 88
Variations
1 Control Relay Output | 3,4,5, | 17,28 129 Echoof |88 Client will generate this
Block 6 request variation and parse the
response
2 Pattern Control Block 88
3 | Pattern Mask 16
20 |0 Binary Counter - All 1,7,8, |06 32 Client will generate this
Variations , 10 variation
1 32-Bit Binary Counter 129, 00, 01 40 Client will process this
130 variation
2 16-Bit Binary Counter 129, 00, 01 24 Client will process this
130 variation
3 32-Bit Delta Counter 129, 00, 01 40 Client will process this
130 variation
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4 16-Bit Delta Counter 129, 00, 01 24 Client will process this
130 variation
5 32-Bit Binary Counter | 1,7,8, | 00,01, |129, 00, 01 32 Client will generate and
Without Flag 9,10 |06 130 process this variation
6 16-Bit Binary Counter |1, 7,8, |00, 01, 129, 00, 01 16 Client will generate and
Without Flag 9,10 |06 130 process this variation
7 32-Bit Delta Counter 129, 00, 01 32 Client will process this
Without Flag 130 variation
8 16-Bit Delta Counter 129, 00, 01 16 Client will process this
Without Flag 130 variation
21 |0 Frozen Counter - All 1 06 32 Client will generate this
Variations variation
1 32-Bit Frozen Counter 129, 00, 01 40 Client will process this
130 variation
2 16-Bit Frozen Counter 129, 00, 01 24 Client will process this
130 variation
3 32-Bit Frozen Delta 40
Counter
4 16-Bit Frozen Delta 24
Counter
5 32-Bit Frozen Counter 88
With Time Of Freeze
6 16-Bit Frozen Counter 72
With Time Of Freeze
7 32-Bit Frozen Delta 88
Counter With Time Of
Freeze
8 16-Bit Frozen Delta 72
Counter With Time Of
Freeze
9 32-Bit Frozen Counter |1 00, 01, 129, 00, 01 32 Client will generate and
Without Flag 06 130 process this variation
10 | 16-Bit Frozen Counter |1 00,01, [129, 00, 01 16 Client will generate and
Without Flag 06 130 process this variation
11 | 32-Bit Frozen Delta 32
Counter Without Flag
12 | 16-Bit Frozen Delta 16
Counter Without Flag
2 |0 Counter Change Event | 1 06, 07, Client will not generate a
- All Variations 08 request for this variation
1 32-Bit Counter Change 129, 17,28 40 Client will process this
Event Without Time 130 variation
2 16-Bit Counter Change 129, 17, 28 24 Client will process this
Event Without Time 130 variation
3 32-Bit Delta Counter 40
Change Event Without
Time
4 16-Bit Delta Counter 24
Change Event Without
Time
5 32-Bit Counter Change 88
Event With Time
6 16-Bit Counter Change 72
Event With Time
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OBJECT

REQUEST

RESPONSE

Obj | Var

Description

Func
Codes

Qual
Codes
(hex)

Func
Codes

Qual
Codes
(hex)

Data
Size
(bits)

NOTES

32-Bit Delta Counter
Change Event With
Time

88

16-Bit Delta Counter
Change Event With
Time

72

23 |0

Frozen Counter Event -

All Variations

32-Bit Frozen Counter
Event Without Time

40

16-Bit Frozen Counter
Event Without Time

24

32-Bit Frozen Delta
Counter Event Without
Time

40

16-Bit Frozen Delta
Counter Event Without
Time

24

32-Bit Frozen Counter
Event With Time

88

16-Bit Frozen Counter
Event With Time

72

32-Bit Frozen Delta
Counter Event With
Time

88

16-Bit Frozen Delta
Counter Event With
Time

72

30 |0

Analog Input - All
Variations

16

Client will generate this
variation

32-Bit Analog Input

129,
130

00, 01

40

Client will generate and
process this variation

16-Bit Analog Input

129,
130

00, 01

24

Client will generate and
process this variation

32-Bit Analog Input
Without Flag

129,
130

00, 01

32

Client will generate and
process this variation

16-Bit Analog Input
Without Flag

129,
130

00, 01

16

Client will generate and
process this variation

Short Floating Point
Analog Input

129,
130

00, 01

40

Client will generate and
process this variation

Long Floating Point
Analog Input

31 |0

Frozen Analog Input -
All Variations

32-Bit Frozen Analog
Input

40

16-Bit Frozen Analog
Input

24

32-Bit Frozen Analog
Input With Time To
Freeze

88

16-Bit Frozen Analog
Input With Time To
Freeze

72
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(hex) (hex) (bits)
5 32-Bit Frozen Analog 32
Input Without Flag
6 16-Bit Frozen Analog 16
Input Without Flag
32 |0 Analog Change Event - | 1 06, 07, 24 Client will generate this
All Variations 08 variation
1 32-Bit Analog Change |1 06, 07, 129, 17,28 40 Client will generate and
Event Without Time 08 130 process this variation.
2 16-Bit Analog Change |1 06,07, {129, 17,28 24 Client will generate and
Event Without Time 08 130 process this variation
3 32-Bit Analog Change |1 06, 07, 129, 17, 28 88 Client will generate and
Event With Time 08 130 process this variation.
4 16-Bit Analog Change |1 06,07, {129, 17,28 72 Client will generate and
Event With Time 08 130 process this variation
5 Short Floating Point 1 06, 07, 129, 17, 28 40 Client will generate and
Analog Change Event 08 130 process this variation
7 Short Floating Point 1 06,07, |129, 17,28 88
Frozen Analog Input 08 130
Long Floating Point 1 06,07, |129, 17,28 120
Frozen Analog Input 08 139
33 |0 Frozen Analog Event -
All Variations
1 32-Bit Frozen Analog 40
Event Without Time
2 16-Bit Frozen Analog 24
Event Without Time
3 32-Bit Frozen Analog 88
Event With Time
4 16-Bit Frozen Analog 72
Event With Time
40 |0 Analog Output Status - |1 00,01, [129, 00, 01 24 Client will generate these
All Variations 06 130 variations and parse the
1 32-Bit Analog Output | 1 00,01, [129, 00,01 40 responses.
Status 06 130
2 16-Bit Analog Output |1 00,01, [129, 00, 01 24
Status 06 130
3 Short Floating Point 00, 01, 129,
Analog Output Status ! 06 130 00, 01 40
4 Long Floating Point 1 00, 01, 129, 00, 01 72
Analog Output Status 06 130
41 |0 Analog Output Block - | 3,4,5, | 17.28 12 24
All Variations 6
1 32-Bit Analog Output |3, 4,5, |17.28 40
Block 6
2 16-Bit Analog Output | 3,4,5, 17,28 129 Echoof |24 Maximum number of points
Block 6 Request supported: 20.
Client will generate this
variation and parse the
response.
3 . - Client will generate this
Single-Precision Float | 3,4, 5, 17,28 129 Echo of 24 variation a%d parse the
Analog Output Block |6 Request response.
50 |0 Time and Date — Al 48
Variations
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1 Time and Date — 48
Absolute Time
2 Time and Date - 80
Absolute Time and
Interval
3 Time and Date - 2 07, 48 Client will generate this
Absolute Time at Last Quant=1 variation
Recorded Time
51 |0 | Time and Date CTO -
All Variations
52 |1 Time Delay Coarse 129, 07, With |16 Client will not process this
130 Quant=1 variation
60 |0 Not Defined Not Defined in DNPNET
1 Class 0 Data 1 06 129 07, 16 Client will generate this
Quantity variation
=1
2 Class 1 Data 1 06 129 07, 16 Client will generate this
Quant=1 variation
3 Class 2 Data 1 06 Client will generate this
variation
4 Class 3 Data 1 06 Client will generate this
variation
70 |0 Not Defined Not Defined in DNPNET
1 File Identifier
80 |0 Not Defined Not Defined in DNPNET
1 Internal Indications 2 00, 24 The Client will generate this
Index=7 variation
81 |0 Not Defined Not Defined in DNPNET
1 Storage Object
82 |0 Not Defined Not Defined in DNPNET
1 Device Profile
83 |0 Not Defined Not Defined in DNPNET
1 Private Registration
Object
2 Private Registration
Objection Descriptor
90 |0 | NotDefined Not Defined in DNPNET
1 Application Identifier
100 |0 | Not Defined Not Defined in DNPNET
1 Short Floating Point 48
2 Long Floating Point 80
3 Extended Floating 88
Point
101 |0 Not Defined Not Defined in DNPNET
1 Small Packed Binary- 16
Coded Decimal
2 Medium Packed 32
Binary-Coded Decimal
3 Large Packed Binary- 64
Coded Decimal
No Object 13 Client supports the Cold
Restart Function
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14 Client supports the Warm
Restart Function
20 Client supports the Enable
Unsolicited Function
21 Client supports the Disable
Unsolicited Function
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5 Support, Service & Warranty

5.1 Contacting Technical Support

ProSoft Technology, Inc. is committed to providing the most efficient and effective support
possible. Before calling, please gather the following information to assist in expediting this

process:
1 Product Version Number
2 System architecture
3 Network details

If the issue is hardware related, we will also need information regarding:

1 Module configuration and associated ladder files, if any
Module operation and any unusual behavior
Configuration/Debug status information

2
3
4 LED patterns
5

Details about the interfaced serial, Ethernet or Fieldbus devices

Note: For technical support calls within the United States, ProSoft Technology's 24/7 after-hours phone support is

available for urgent plant-down issues.

North America (Corporate Location)

Europe / Middle East / Africa Regional Office

Phone: +1.661.716.5100
info@prosoft-technology.com
Languages spoken: English, Spanish
REGIONAL TECH SUPPORT
support@prosoft-technology.com

Phone: +33.(0)5.34.36.87.20
france@prosoft-technology.com
Languages spoken: French, English
REGIONAL TECH SUPPORT
support.emea@prosoft-technology.com

Latin America Regional Office

Asia Pacific Regional Office

Phone: +52.222.264.1814
latinam@prosoft-technology.com
Languages spoken: Spanish, English
REGIONAL TECH SUPPORT
support.la@prosoft-technology.com

Phone: +60.3.2247.1898
asiapc@prosoft-technology.com

Languages spoken: Bahasa, Chinese, English,
Japanese, Korean

REGIONAL TECH SUPPORT

support.ap@prosoft-technology.com

For additional ProSoft Technology contacts in your area, please visit:
www.prosoft-technology.com/About-Us/Contact-Us.

5.2  Warranty Information

For complete details regarding ProSoft Technology’s TERMS & CONDITIONS OF SALE,

WARRANTY, SUPPORT, SERVICE AND RETURN MATERIAL AUTHORIZATION
INSTRUCTIONS, please see the documents at:

www.prosoft-technology/legal
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